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Highlights 

The occurrence of extreme and rare events in complex systems has been 

analyzed. 

The risks of those events in as set management have been studied. 

A methodology is proposed to integrate them in a holistic asset management 

decision-making. 

A methodology is proposed to integrate them in asset management. 

Two case studies are carried out in order to illustrate the proposed approach. 

Abstract 

Modern companies operate in a complex business and operational environment, 

which generates new types of risks that were relatively unknown just a few decades 

ago (e.g. cyber security), and creates favorable conditions for the emerging of 

extreme and rare events that may seriously perturb the current and long-term 

performance of enterprises. Current practices generally neglect taking into account 

those risks. Analyzing and managing them through traditional methods has recently 

shown to be less efficient. Advice and input from technical experts, strategic 

planners or knowledgeable managers may be insufficient or too narrowly focused 

to adequately manage the complexity of the systems and structures in a constantly 

changing and barely predictable environment. It is generally due to a lack of 

knowledge regarding the type and range of uncertainties, the nature of 

interconnections, the level of complexity, as weIl as our low ability to predict future 

events. Consequently, enterprises need alternative and enhanced methods and tools 

in order to better understand and model the complex business and operational 

environment and the associated risks. 
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This paper proposes a high level Risk-Informed Decision-Making framework in 

asset management that integrates risks extreme and rare events as part of an overall 

risk assessment and management activity. The research focuses on the methodology 

aimed at identifying, assessing and managing those risks in as set management. We 

believe that this approach may support organizations in becoming more resilient and 

robust in a changing and complex environment. We expose two case studies that 

demonstrate the applicability of the proposed model. 

Keywords: asset management, extreme and rare events, complex adaptive systems, 

uncertainties, risk-informed decision-making. 

5.1 Introduction 

Globalization and strong competition are part of a typical operational and business 

environment. The ability of enterprises to create and implement innovative concepts 

is decisive to me et the demands regarding competitiveness, and to ensure their 

operations and further development. 

During the last decades, Asset Management (AsM) and Business Continuity 

Management (BCM) have become prevalent approaches among successful 

organizations as effective tools allowing to deliver value from assets and ensure the 

sustainability ofthe business and its operations (Komljenovic et al., 2015; Torabi et 

al., 2014). The positive evolution of AsM practices, experience and knowledge led 

to the publication of a new International Standard on AsM, the ISO 55000 (ISO, 

2014a). The BCM is an approach used by organizations as an effective 

precautionary tool aiming at mitigating the consequences of disasters, and making 

them more resilient against disruptions. Good practices are enacted in an 

International Standard (ISO, 2012). The business continuity represents the 

capability of an organization to continue delivering products or services at 
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acceptable predefined levels following disruptive incidents (ISO, 2012; Torabi et 

al., 2014). Business Impact Analysis (BIA) and Risk Assessment (RA) are the steps 

in BCM which identify the components of a system and try to define plans to ensure 

the continuity of the business's critical functions (determined in BIA) in emergency 

situations (determined in RA) (Torabi et al., 2014). Hence, there are overlapping 

areas between AsM and BCM. The main focus of the CUITent paper is on AsM, and 

the BCM concept will be used to support analysis in the former when required (e.g. 

a less studied issue in AsM relates to emergency situations following various 

disruptive events or their combination). 

AsM is sometimes stereotyped as being upon maintenance and reliability. However, 

it covers much more than those two areas. The ISO Standard provides the following 

definition of AsM: Coordinated activity of an organization to realize value from 

assets (ISO, 2014a). The same Standard defines an asset as an item, thing or entity 

that has potential or actual value to an organization. 

As per best practices, AsM should not only focus on the asset itself, but also on the 

value that it can deliver to the organization. It involves the balancing of costs, 

benefits, opportunities and risks against the desired performance of the assets, in 

order to achieve the organizational objectives. This balancing activity often involves 

the consideration of different timeframes and geospatial scales. AsM interacts with 

virtually all the functions of an organization, and focuses on the total business 

impact (lAM, 2015). 

Enterprises operate in a business and operational environment characterized by 

significant complexities and intrinsic uncertainties l (Komljenovic et al., 2015). The 

1 There are two types ofuncertainty in engineering (Kumamoto, 2007; US NRC, 2013): 1) Aleatory 
uncertainty: This type ofuncertainty arises when an event occurs randomly. This uncertainty can be 
expressed in terms ofprobability or frequency. A random equipment failure is a typical example of 
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risk represents the effect of uncertainties on objectives (ISO, 2009a; Aven and Aven, 

2015). This environment has also produced new types ofrisks that were relatively 

unknown just a few decades ago (e.g. cyber security), and created favorable 

conditions for the emerging of extreme and rare events2 that may seriously perturb 

the current and long-term performance of enterprises. 

Analyzing and managing those risks within AsM through traditional methods has 

recently shown to be less efficient. Advice and input from technical experts, 

strategie planners or knowledgeable managers may be insufficient or too narrowly 

focused to adequately manage the complexity of the systems and structures in a 

constantly changing and barely predictable environment (Glouberman and 

Zimmerman, 2002; Rzevski and Skobelev, 2014). It is generally due to a lack of 

knowledge regarding the type and range of uncertainties, the nature of 

interconnections, the level of complexity, as weIl as our low ability to predict future 

events (Aven, 2015a,b, 2014; Chopra and Khanna, 2015; Leveson, 2011 ; 

Makridakis et al. , 2009; Makridakis et Taleb, 2009a,b; Miller, 2010; OECD, 2011 ; 

Orrell and McSharry, 2009; Paté-Cornell, 2012; Taleb, 2005, 2010, 2012). 

an aleatory uncertainty. This type offailure is defmed as a failure occurring at a predictable rate, but 
at an unpredictable (i .e. random) time; 2) Epistemic uncertainty: This type ofuncertainty has been 
referred to as a state-of-knowledge uncertainty. There are three types of epistemic uncertainties: 
parameter, mode l, and completeness uncertainty. Epistemic uncertainties arise when we make 
statistical inferences from data and/or from incompleteness in the collective state of knowledge. 
Epistemic uncertainties relate to the degree of belief that an analyst has in the representativeness or 
validity of a model and in its predictions. ISO notes that the uncertainty is the state, even potential , 
of information related to the understanding or the knowledge of an event, its consequences, or its 
likelihood (ISO, 2009). 

2 Extreme and rare events include, but are not limited to, natural disasters, fmancial and market 
crashes, pandemics, major failures of critical as sets, major industrial accidents, prolonged shortage 
ofpower/energy supply, political changes, unrest and instability, armed conflicts or terrorist attacks, 
radical changes in a regulatory framework, extremely negative treatment in mass-media creating an 
unfavorable business environment, major legal pursuits, payment defaults or loss of major customers, 
etc. 
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Considering that AsM is an organization' s long-term activity, forecasting aU 

relevant influential factors of their business and operational environrnent is vital for 

practicaUy aU technical and business decisions. The forecasting represents a key part 

of risk assessment/management (RA&M) and sound decision-making in AsM. Our 

understanding is that it should also consider the risks of extreme and rare events 

(E&RE) as part of an overaU risk assessment and management activity in AsM (ISO 

2014b,c; ISO 2009). Consequently, assessing and managing risks ofE&RE in AsM 

becomes vital. However, there are almost no significant research works related to 

RA&M of ER&E in asset management, despite the importance of this topic 

(Komljenovic and Abdul-Nour, 2015). Consequently, enterprises need alternatives 

and enhanced methods and tools in order to better understand and model the 

complex business and operational environrnent in AsM, and its associated risks. 

The present study aims at developing a holistic approach for the identification, 

characterization and treatment of the risks of extreme and rare events in asset 

management that takes into account a complex business and operational 

environrnent. 

The remainder of the paper is organized as foUows: Section 2 provides a 

comprehensive literature review; Section 3 depicts the methodology of decision­

making in AsM, and an approach regarding the risk assessment of extreme and rare 

events in asset management; Section 4 presents two case studies which illustrate the 

proposed methodology. The paper ends with conclusions and outlines future 

research works. 

5.2 Literature review 

The development ofthe methodology involves several domains of expertise such as 

as set management, the analysis of the risks of extreme and rare events, and the 
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the ory of complexity. The review presented below summarizes sorne important 

contributions in these areas. 

5.2.1 Asset Management 

The concept of Asset Management is emerging as a 'mainstream' expectation for 

competent organizations, and it is a relatively young discipline. It has generated 

significant interest across various industries and is still maturing (EI-Akruti et al. , 

2013 ; IAM, 2015). The Standard ISO 55000 mentioned above represents an 

industry-wide consensus in this area and being implemented. 

The nuclear power industry has invested significant efforts in elaborating asset 

management approaches and methods tailored to its needs and particularities. It 

developed the Nuclear Asset Management (NAM) process aiming to make 

operational, resource allocation, and risk management decisions at aIl levels of a 

nuclear generation business to maximize the nuclear power plant value to 

stakeholders, while maintaining the public and plant staff safety (EPRl, 2007). The 

nuclear power industry also elaborated Risk-Informed Asset Management (RlAM), 

which is a composite financiallengineering method complementary to NAM that 

uses a risk management approach to support long-term equipment planning and 

investment decisions at the corporate, fleet, plant, system or equipment levels of 

nuclear power organizations (EPRl, 2002, 2005). 

Sorne other specific AsM processes were also elaborated. The petrochemical 

industry has developed its AsM since late 1980s (EI-Akruti et al. , 2013 ; IAM, 2015). 

Power generation, transmission and distribution utilities produced their specific 

AsM (Adoghe et al. , 2013 ; Bollinger and Dijkema, 2016; Catrinu et Nordgard, 

2011 ; Dashti et Yousefi, 2013; Scheinder et al. , 2006). !he field of infrastructure 

management has been using AsM for many years (BaIe et al. , 2015 ; Bush et al., 
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2014; Doman, 2002; Nikolic and Dijkema, 2010; Osman, 2012; Y ounis and Knight, 

2014). The transportation industry also carried out works in this area (Bailis et 

Dimitriou, 2010; Doman, 2002). The mining industry is starting to elaborate 

approaches related to asset management as weil, but it is at initial stages (Azapagic 

and Perdan, 2010; Komljenovic et al. , 2015; Komljenovic, 2007). 

5.2.2 Extreme and Rare Events 

The impact and risks related to E&RE have gained growing interest in the recent 

years. "Black Swan" or rare and surprising events were introduced and analyzed by 

Taleb in his book on this topic (Taleb, 201 ol He had already discussed this matter 

in an earlier book on the subject of randomness (Taleb, 2005). Initially thought to 

coyer fmancial markets, the ide a of the "Black Swan" extended the metaphor to 

events outside ofthe financial world. He also highlighted that "Black Swan" events 

generally occur in complex systems (Taleb, 2005, 2010, 2012). 

A similar definition is provided by Fowler and Fisher (Miller, 2010). Aven (2014, 

2015a) considers a "Black Swan" as a surprising extreme event related to onels 

knowledge/beliefs that can be of different types: a) unknown-unknowns (events that 

are completely unknown to the scientific community), b) unknown-knowns 

(analysts do not have the knowledge upon an issue but others do), and c) events that 

are on the list of known events, but judged to have a negligible probability of 

occurrence, and thus are not believed to occur. 

3 DefInition of a "Black Swan" event such as provided by Taleb: &st, it is an outlier, as it usually 
lies outside the realm of regular expectations, because nothing in the past can convincingly point to 
its possibility. Second, it carries an extreme impact. Third, in spite ofits outlier status, human nature 
tries to elaborate explanations for its occurrence after the fact, making it explainable and predictable 
(Taleb, 2010). 
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Their occurrences often yield undesirable cascading effects that are very challenging 

to deal with. Several authors argue that they should be seriously taken into 

consideration in engineering and business analyses (Aven 2014, 2015a,b; Cox, 

2012; Garret, 2015; Miller, 2010; National Academy of Sciences, 2014; NERC, 

2010; OECD, 2011 ; Paté-Cornell, 2012; Rzevski and Skobelev, 2014). 

Researchers and scholars tackle this issue under various angles (Aven, 2014, 

2015a,b; Hand, 2014; Miller, 2010; OIson et al. , 2012; Orrell and McSharry, 2009; 

Paté-Cornell, 2012; Taleb, 2010, 2012). The Organization for Economic Co­

operation and Development (OECD) has undertaken a study aiming to get better 

insights regarding the risks and the impact of future global shocks. The study 

advances understanding of how to improve global capacity to confront sudden and 

highly disruptive threats, given the unknowns and the uncertainties that lead to their 

occurrence, causal linkages and the resistance thresholds of the systems they impact 

upon (OECD, 2011). The NERC has conducted a sirnilar study of the North 

American bulk power system (NERC, 2010). Mendonça et al. (2009) have analyzed 

ways in which radically uncertain and disruptive events may be introduced into the 

corporate decision-making structures. They proposed the notion of "wild cards " 

which refers to trend-breaking/trend-creating rare events that are very difficult or 

even impossible to anticipate, but that should nonetheless be expected in complex 

and fast-evolving environments. 

Paté-Cornell considers that statistics are often insufficient to support risk 

management of rare events given that samples may be too small, and the system 

may have changed. She states that "Black Swan" events represent the ultimate 

epistemic uncertainty or lack of fundamental knowledge. The author asserts that rare 

events present major risk management challenge in engineering, medicine, 

geophysics, finances, and many other fields (Paté-Cornell, 2012). This point ofview 
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is generally shared by several researchers and scholars (Aven, 2014, 2015a,b; 

Miller, 2010; OECD, 2011). 

It seems that there exists a common understanding that the quantification of the risks 

of extreme and rare events does not allow the "prediction" of accidents and 

catastrophes. It is basically impossible to accurately determine low probabilities. 

Instead, the risk assessment is aimed at supporting effective risk management 

(Aven, 2015a; Bollinger and Dijkema, 2016; Cox, 2012; Paté-Comell, 2012). The 

risk assessment and risk management of E&RE involve the surveillance of waming 

signaIs, precursors, and near-misses, as well as the reinforcement of the system 

(increasing its resilience and robustness), and a thoughtful response strategy. It also 

implies a careful examination of organizational factors such as the incentive system, 

which shape human performance and affect the risk of errors (Paté-Comell, 2012). 

Cox (2012) daims that the robust and adaptive methods provide genume 

breakthroughs for improving predictions and decisions in such cases. 

As far as human performance is concemed, several authors argue that we cannot 

assume that human decision-making is always rational (Kahneman, 2012; Mosey, 

2014; Rickards, 2009; Shiller, 2013; Taleb, 2010). In such situations, cognitive and 

motivational biases are likely to occur in the decision-making process. Those biases 

could negatively affect the desired outcomes (Kahneman, 2012; Montibeller and 

Winterfeldt, 2015).1t adds to the overall complexity of the operational and business 

environment, and may ultimately create favorable conditions for the occurrence of 

extreme and rare events in a system. 

Aven (Aven, 2014, 2015, 2016) daims that there is a need to i) extend the current 

risk conceptualization and treatrnent fran1eworks in order to indude the "Black 

Swan" risk, ii) develop a new generation of risk assessment and decision support 

methods that place more emphasis on the "Black Swan" risk, and iii) better 
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understand what the analysis captures and what lies within the management domain. 

To confront possible "Black Swans", we need to balance risk-based approaches, 

cautionary/precautionary (robustness, resilience, adaptive), and discourse-based 

approaches (Aven, 2015a, 2016; Cox, 2012). It is worth highlighting that this 

philosophy has already been adopted from the beginning by the nuclear power 

industry through the concepts offundamental safety principles and defense-in-depth 

(IAEA, 1996, 1999, 2006). 

It should be stressed that the concept ofBCM considers RA&M of disruptive events 

as a requirement (ISO, 2012; Torabi et al., 2014). However, the Standard also 

suggests that the opportunities created by those events should also be analyzed. 

5.2.3 Complex Adaptive Systems and the Complexity Theory 

How do extreme, rare and disruptive events occur? As discussed in the previous 

Sections, they may be interpreted as a result of a major lack of knowledge upon the 

nature of the phenomena under study or observation. It implies that episternic 

uncertainties related to those events are substantial, but po orly understood. Several 

research works analyzing the phenomenon of E&RE explicitly or implicitly deem 

that they mostly happen in complex systems and situations due to their nature and 

our lack of understanding apropos them (Aven, 2014, 2015a; Hand, 2014; 

Mendonça et al., 2009; Paté-Comell, 2012; Rickards, 2009; Rzevski and Skobelev, 

2014; Taleb, 2010, 2012). 

In principle, a combination of unusual circumstances should come together to 

produce an extreme or rare event. However, the increasing degree of 

interconnections in complex organizations, systems and structures is making these 

circumstances more likely to occur. What are complex systems? How do we 

describe and model them? 
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Complex systems or Complex Adaptive Systems (CAS) are dynamic systems able 

to adapt in and evolve within a changing environment. They exhibit coherence under 

changes, via conditional action and anticipation, and they do so without a strong 

central direction. The CAS are self-organizing, evolving, dynamic, non-linear, 

rarely predictable with emerging behavior. It is important to highlight that there is 

no definite separation between a complex system and its environment (NISAC, 

2015; OECD, 2009, 2011 ; Rzevski, 2015; Rzevski and Skobelev, 2014). 

The CAS function at various time scales (from seconds to years or decades), and at 

multiple geospatial scales (from less than one millimeter to several kilometers or 

more). Orrell and McSharry (2009) state that complex systems cannot be reduced to 

simple mathematicallaws and be modeled appropriately. This position is also shared 

by other researchers (Bukowski, 2016; Farmer, 2012; Rzevski and Skobelev, 2014). 

Thus, a new interdisciplinary field called Complexity Science or Complexity Theory 

has emerged and evolved over the last few decades seeking to understand, predict, 

and influence the behavior of complex systems. It develops concepts, methods and 

tools that transe end specifie applications and disciplines (Farmer, 2012). In this 

context, the Santa Fe Institute was created in the early 1980s aiming at discovering, 

comprehending, and communicating common fundamental principles in complex 

physical, computational, biological, and social systems (Santa Fe Institute for 

Complexity Science, 2015). In the early 1980s, Perrow introduced notions of 

complexity in analyzing major industrial accidents (Perrow, 1984), followed by 

Leveson in the 2000s (Leveson, 2011). 

This discipline deals with issues that traditional science had difficulty addressing 

such as non-linearity and discontinuities, self-organization, emergence, aggregate 

macroscopic patterns rather than microscopie causal events, probabilistic rather than 

deterrninistic outcomes and predictions, change instead of equilibrium. In fact, the 
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complexity science helps reframe our views of CAS which are only partially 

understood by traditional modeling techniques (Bukowski, 2016; Gaha, 2012; 

Kremers, 2012; NISAC, 2015; OECD, 2009, 2011; Rzevski and Skobelev, 2014; 

Complexity Science Focus, 2015). 

To perform analyses, several methods and tools have been developed and used such 

as Multi-Agent Based Models and Network Analyses. Additional complexity­

related techniques are also employed although their use is not unique to the 

complexity science: Data Mining, Scenario Modeling, Dynamical Systems 

Modeling, Artificial Intelligence, Neural Networks, Evolutionary Game Theory 

(Bukowski, 2016; EPRI, 2004; Farmer, 2012; Gaha, 2012; Kremers, 2012; NI SAC, 

2015; OECD, 2009, 2011 ; Rzevski and Skobelev, 2014). 

5.3 Model for characterizing the risks of extreme and rare vents in asset 

management 

For the purpose of the risk analysis of E&RE in AsM, it is necessary to firstly 

develop a holistic model for a decision-making process that is able to capture the 

overall complexity of the business and operational environment. In this research we 

opted for the concept of Risk-Informed Decision-Making (RIDM) as the best suited 

approach. 

The RIDM is a concept elaborated in the U.S. nuclear power industry in the 1990s. 

An initial idea was presented in the White paper of the U.S. Nuclear Regulatory 

Commission (Travers, 1999). There is no unique definition of the RIDM~ and 

several ones may be found across references. A cumulative experience related to its 

development and application led to a generic fran1ework for an integrated RIDM 

(IAEA, 2011). In the aftermath, the RIDM has been embraced by other industries 

and activities at risk (Elliott, 2010; FERC, 2015; NASA, 2010). Hansson and Aven 
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(2014) present a chain value approach while discussing the relationship between 

facts and values in RIDM. 

The RIDM is not an exact SCIence, it is rather a discipline which involves 

considering, appropriately weighting, and integrating a range of often complex 

inputs and insights resulting from "traditional" engineering analyses, deterministic 

and probabilistic risk analyses, operational experience, cost-benefit considerations, 

regulatory requirements, allowed "time at risk", and any other relevant quantitative, 

qualitative and/or intangible influential factors and considerations (Bujor et al. , 

2010). 

For the purpose of this research, the foUowing, technology neutral, definition is 

proposed4
. 

Risk-Informed Decision-Making: Decision-making in which the decision maker 

takes into account aU pertinent factors, including relevant uncertainties that have a 

potential impact on the resolution of the issue under consideration. These factors 

include both quantitative and qualitative faCtors that are weighted in the risk­

informed decision-making process in accordance with the decision-maker' s 

judgment and experience. The "risk" component constitutes an adequately weighted 

input among others, whose significance is situation-specific. It is opposed to a risk­

based approach where decision-making is solely based on the numerical results of a 

risk assessment. 

Thus, the proposed RIDM approach in the AsM model also aims at integrating the 

risks of extreme and rare events on the overall performance of asset management. 

4 The proposed defmition is mainly inspired by the COG defmition ofRIDM (COG, 2005) 
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5.3.1 Global RlDM Model in Asset Management 

The asset management strategy is composed of an array of interacting and 

interdependent activities and constituent elements within a multilevel structure. As 

per best practices, it should be closely linked to the strategie planning of an 

enterprise (ISO 2014a; IAM, 2015). We believe that new concepts and approaches 

should take into account more systematically the overall complexity of the business 

and operating environment. 

As depicted in Figure 5.1 , there are elements that enterprises may efficiently predict 

and control (level of technological system where aleatory uncertainties are 

dominant). Other elements at the enter prise level may be efficiently influenced and 

managed, but not necessarily closely controlled (e.g. enterprise-wide structure and 

organization, ways of performing business activities). Epistemic uncertainties 

usually appear here. Finally, there are aIl other elements belonging to the external 

environment of enterprises (e.g. natural, business, legal, regulatory and political 

environment, market factors, etc.). It cannot be accurately predicted, controlled, nor 

strongly influenced. Its complexity is high. Epistemic uncertainties and opacity 

dominate the external environment. Nevertheless, it usually exercises a major 

impact on the strategy of AsM. Figure 5.1 illustrates the hierarchy of this global 

operational and business context. 
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Figure 5.1. The business and operational environment of an enterprise 
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Thus, it is necessary to develop a holistic model for the asset management strategy 

that identifies and captures key constituent elements and influential factors, as weIl 

as their relationship, interdependencies and complexity. 

We claim that in such a complex operational and business context of AsM, 

contemporary enterprises should be considered as complex adaptive systems (CAS). 

The methods and tools ofthe complexity science (theory) are recommended in such 

circumstances in order to help better understanding their behavior, grasp associated 

uncertainties and risks, and design appropriate management policies (Farmer 2012; 

Komljenovic et al., 2015; Kremers, 2012; OECD, 2009, 2011 ; Rzevski, 2015; 

Rzevski and Skobelev, 2014; Stacey and Mowles, 2016). Consequently, we argue 

that the overall asset management strategy should be considered and analyzed as a 

CAS. Sorne scholars and researchers have already discussed this orientation with 

regard to AsM (BaIe et al. , 2015; Bollinger and Dijkema, 2016; Bush et al. , 2014; 

Komljenovic et al. , 2015; Nikolic and Dijkema, 2010; Osman, 2012). 
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As previously discussed, we propose a global RIDM model (framework) in AsM 

which integrates into a decision-making process all relevant influential factors, 

complexity and uncertainties in a structured and systematic manner. 

In addition, the model intrinsically takes into account a continuous improvement 

process based on various feedback from the sub-models and other relevant sources 

during an organization and asset life cycle (e.g. internaI and external audits and/or 

operating experience). This way, we create conditions for a learning organization 

which increase its resilience and robustness to unanticipated and surprising events. 

This attribute is also called "Antifragility" by sorne scholars (Aven, 2014, 2015b; 

Taleb, 2012). The key words here are adaptability and co-evolution of enterprises 

with a continuously changing internaI and external context. 

The proposed approach is also able to take into account the risks of extreme and rare 

events in the overall strategy and asset management decision-making. The 

fundamental principles of a risk assessment process as outlined in ISO 31000 

remam. 

The methodology is intended to be generic, applicable and adaptable to any size and 

any type of companies. However, we should emphasize that it is suggested for the 

strategic and asset management decision-making process affecting both mid and 

long-term performance, and the sustainability of an enterprise. 

Figure 5.2 depicts a proposed global RIDM model in AsM, which is composed of 

seven sub-models. 
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Figure 5.2. Global Risk-Informed Decision-Making model in as set management 

The main characteristics of the sub-models (constituent elements of the global 

model) are as follows: 

1. Market sub-model; it is usually external to an organizationlenterprise. It has a 

major impact on its global performance; items ofthis sub-model (constituent 

element) cannot be efficiently controlled nor influenced by an enterprise; 

epistemic uncertainties are significant. It typically includes: 

Prediction of the markets, their risks and their volatility 

Constraints related to new competitors, new products, new technologies 

Financial market conditions, risks and variations 

2. Sub-model of reliability, availability and maintenance (RAM) factors; mainly 

internaI to an enterprise; in principle, it may be efficiently controlled and 

influenced. Aleatory uncertainties are dominant here. The RAM sub-model 

integrates the following items: 

Asset selection and utilization 
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Criticality of the systems, components and equipment (assets), their 

reliability, availability and maintenance 

Optimization of the balance between reliability and availability 

Renewal and disposition of assets; Life Cycle Management (LCM) 

Aging and obsolescence management 

RAM information management (RAM-IT) 

Other relevant RAM factors (e.g. work planning and configuration 

management, materials and services, procurement, etc.) 

Performance and condition monitoring, Key performance indicators 

(KPI) 

3. Sub-model of operations and operational constraints; mainly internaI to an 

enterprise; it may be efficiently controlled and strongly influenced, this sub­

model includes the following elements: 

A vailability of space 

Supply and delivery 

Quality of products and raw materials 

Value chain and its integration with the concept of AsM 

Supply of energy and other resources 

Transportation 

Overall operational efficiency requirements 

4. Revenue and cost sub-model; it is both internaI and external to an enterprise; 

it may be partly controlled and influenced to sorne extent; the revenue and cost 

sub-model incorporates the following elements: 

Product prices and revenue, and their volatility 

Operation & Maintenance costs 

Manpower costs 

Capital expenditure 

Energy costs 



Financial costs 

Raw material costs 

Administrative costs 

Any other relevant costs 
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5. Organizational and business sub-model; it is mainly internaI to an enterprise; 

it may be partly controlled and efficiently influenced; this sub-model usually 

includes: 

The overall organization's management, performance criteria, and 

business continuity management (BCM) 

Manpower management 

Knowledge management 

Human performance management 

Reward system 

Organization-wide information management (IT) 

Enterprise Risk Management (ERM) 

Organizational performance and enterprise culture improvement, 

communications 

Other relevant factors related to the organizational aspect 

6. Sub-model of impact regarding other injluential factors and constraints. 

These are mainly external to an organization, but they may have a major 

impact on its global performance; normally, these factors cannot be efficiently 

controlled or influenced by an enterprise. Epistemic uncertainties are 

significant. This sub-model includes elements such as: 

Legal and regulatory requirements 

Occupational safety and health (OS&H) constraints and requirements 

Customer satisfaction 

Socio-economic impact 

Political factors, changes or conflicts 



Environment protection; impact of climate changes 

Natural perturbations, major events or catastrophes 
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Security considerations (physical and cyber security, theft, terrorist 

threats or attacks) 

Pandemics 

Emergency preparedness and management 

Public risk perception and societal acceptance of risk 

Media treatment, etc. ; 

7. Sub-model of impact regarding the strategie plan of an organization. The 

strategic plan is described as an overalliong-term plan for an organization that 

is derived from, and embodies, its vision, mission, values, business policies, 

stakeholders ' requirements, objectives, and risk management (BSi, 2008). It 

is internaI to an organization at the enterprise level. Given its direct link to 

AsM, the orientations defined in a strategic plan are of chief importance. 

Table 5.1 portrays the relationship between the sub-models and their attributes in 

the overall RIDM model in AsM. We present the whole picture in a tabular form 

instead of graphically for simplicity purpose. 

Thus, Table 5.1 contains the main elements and attributes of the global RIDM model 

in AsM: 

a) Sub-models of the global model (element A); 

b) Types ofenvironment (attribute B); 

c) Level of impact between the constituent elements and strength of the links 

between them (attribute C); 

d) Impact of the variations of the characteristics of the constituent elements on 

AsM (attribute D); 
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e) Types of interdependency (connection) between the constituent elements in 

AsM (attribute E); 

f) Pace of the change in the characteristics of the constituent elements (attribute 

F); 

g) Precursors/Warning time (attribute G); 

h) Likely duration of the impact (attribute H); 

i) Levels of complexity ofthe sub-models (attribute K). 
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Table 5.1. Relationship between the constituent sub-models of the global RIDM process in AsM 
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Table 5.2 displays aU seven sub-models which compose the global model. Tables 

5.3 to 5.1 0 provide details upon the atlributes used in Table 5.1. 

Table 5.2. Element (A) in Table 5.1. Sub-models/constituent elements in AsM 

SubM 1 Market sub-model 

SubM2 Sub-model ofreliability, availability, maintainability (RAM) factors 

SubM3 Sub-model of operations and operation al constraints 

SubM4 Revenue and co st sub-model 

SubM5 Organizational and business sub-model 

SubM6 Sub-model of the impact of other factors 

SubM7 Sub-model of the impact of a strategic plan 

Note: See also Figure 5.2. 

Table 5.3. Attribute (B) - Types of environment 

External to an enterprise (organization) 

internaI to an enterprise (organization) (enterprise level) 

internaI to an enterprise (organization) (technical/technological system level) 

Note: See also Figure 5.1. 

Table 5.4. Attribute (C) - Level of impact between the sub-models (constituent 

elements) and strength of the links between them 

H High (strong) 

M Medium (moderate) 

Low 

No tangible impact/very weak connections 

Not applicable 
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Table 5.5. Attribute (D) - Impact of the variations of the characteristics of the sub­

models (constituent elements) on AsM 

Strong 

Moderate 

Minor 

Negligible 

Table 5.6. Attribute (E) - Types ofinterdependence (connection) between the 

constituent elements in AsM 

1. Physical 

II. Informational 

III. Geospatial 

IV. Policy/procedural 

V. FinanciallMonetary 

VI. Societal 

Reliance mostly of an engineering type between physical assets 
and/or systems of assets 

Information transfer or control requirements between AsM 
elements (sub-models) 

Geospatial distance 

Interdependency caused by a policy or procedure that relates 
constituent elements in AsM 

Interdependency caused by fmanciaVcostirevenue relationship 
between AsM constituent elements 

The effect that an activity or AsM strategy may have on the public 
opinion, fear, confidence, acceptability, etc. 

Table 5.7. Attribute (F) - Pace of the change in the characteristics of the 

constituent elements 

Sudden (immediate; less than one hour) (e.g. major equipment failure, 
earthquake, major cyber-attack) 

Ef Emerging quickly (hours, days) (e.g. political unrests, market crashes) 
------

Es Emerging slowly (weeks, months or years) (e.g. pandemics, climate changes, 
new technologies) 
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Table 5.8. Attribute (G) - Precursors/Warning time 

Shw Short (less than one day) (e.g. vibration or overheat of equipment before failure) 

Mdw Medium (one day to four weeks) (e.g. significant market variations/volatility before 
a market crash) 

Mm: Long (one month or more) (e.g. sorne unusual behavior ofweather indicators, and 
steady increase of temperature indicating climate changes) 

Table 5.9. Attribute (H) - Likely duration of the impact 

Instant or less than one day (very short) 

Several days (short) 

Several weeks (medium) 

Several months (long) 

One year or more; permanent impact (very long) 



Table 5.10. Attribute (K) - Levels of complexity of the sub-models 

Level of complexity of the system 

Attributes of complexity 

Connectivity between the elements of the system 
(*1 *) 

Degree of autonomy of the elements of the system 
(*2*) 

Strength of the connections between the elements of 
the system (*3 *) 

Legend (adapted from Rzevski and Skobelev, 2014): 

Highly complex system 
(HCS) 

High to very high 

High to very high 

Weak to moderate 

Moderately complex system 
(MCS) 

Moderate to high 

Moderate to high 

Moderate to high 
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Weakly complex system 
(WCS) 

Weak to moderate 

Weak to moderate 

High to very high 

(* 1 *) - Denotes the degree to which an element is connected to other elements of the system. If an element is connected to every other element of the 
system, its connectivity is 100 %. A higher connectivity creates a greater complexity of the system, which is an important cause for the uncertainty of 
their behavior. 
(*2*) - The autonomy of the elements indicates the degree offreedom given to them to decide what to do. A higher autonomy of the constituent 
elements produces a greater complexity of the system because of the unpredictability ofits global behavior. In complex systems, the autonomy of the 
elements is always restricted, if not this yields the chaos. 

(*3*) - The strength of the connections between the elements of the system designates the degree ofbreakability of the connections. The lack of 
connections has a value of zero, and a permanent connection has a value of 1. In complex systems the strength of the connections is between 0 and 1. 
Weaker connections are easier to break and replace them by new ones. This attribute increases the complexity and, therefore, the unpredictability of 
the system global behavior. The weaker the connection between the elements yields the greater the complexity of the system is. Weak connections 
that can be broken when the system self-organizes to adapt to an event are a key attribute of complexity. Strong connections resist seJf-organization, 
and very strong connections may prevent the system from self-organizing (Rzevski and Skobelev, 2014). 



113 

We can observe in Table 5.1 that the highest complexity is present in the sub-models 

1, and 6 (attribute K). Consequently, epistemic uncertainties are most important 

there, and those activities hold the highest potential of occurrence of E&RE. We 

find a moderate to high complexity in the sub-models 3, 4, 5 and 7. The sub-model 

2 has a weak (low) level of complexity due to a good understanding of the technical 

systems, and their behavior. 

These sub-models and their internaI constituent parts interact in a complex manner, 

and lead to the behavior of the whole process that is not obvious from the individual 

behavior of each sub-model and its elements. The sub-models are also complex 

themselves as far as their internaI structure, management and functioning are 

concerned. Consequently, the complexity produces the opacity of a system, and may 

then create hidden risks due to the presence of significant episternic uncertainties. 

Thus, the AsM of an enterprise may be considered to be an emergent phenomenon 

integrating several functional, operational, and management layers. It implicates 

numerous feedback loops reacting to influence their environment, and the behavior 

of other sub-models and constituent parts. It generally creates the non-linear, 

emergent and adaptive behavior of the whole system. If any of the interacting sub­

processes or elements changed or experienced significant variations, the functioning 

and performance of other elements and the entire system could be seriously altered. 

The proposed global RIDM model also enables to define and characterize the 

following elements: 

Identifying and mapping the type and strength of the connections between the 

sub-models and their constituent parts, as weIl as the degree of their 

complexity. This activity also enables identifying uncertainties (particularly 

epistemic ones) within the sub-models. A higher degree of complexity 
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typically signifies larger epistemic uncertainties. These uncertainties and the 

lack of knowledge may create an overall opacity in the systemlprocess, and 

could obscure precursors/waming signals/near-misses pointing out to the 

occurrence of extreme and rare events; 

An approach to identify and characterize the risks of extreme and rare, but 

plausible events (natural and human-made) which may affect an 

organization's performance or even endanger its existence. In this activity, 

motivational and cognitive biases may have a negative impact regarding the 

obtained outcomes. 

An example of how to read the information in Table 5.1 is shown through the 

analysis of the sub-model 2 presented below regarding the level of impact (Table 

5.11) and the types ofinterdependence (Table 5.12). 

Therefore, the proposed global RIDM model in AsM enables to continuously take 

into consideration and integrate the overall feedback and insights from its sub­

models and their constituent parts . It also includes the impact of the organization's 

strategic orientation, the risks of extreme and rare events, as weIl as stakeholders' 

requirements and expectations (Figure 5.2). Given that the RIDM model in AsM is 

generic and aims at covering aIl types and sizes of enterprises, the variations of sorne 

attributes may appear relatively large (e.g. attributes C and E) . . Meanwhile, they 

would be narrowly defined and modeled in specific and actual applications (e.g. 

power grids, infrastructures, factories, services etc.). 
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Table 5.11. Level of impact of the SubM 2 on the other sub-models 

SubM 1 SubM3 SubM4 SubM5 SubM6 SubM7 

NIA MlH MIH LIH N L/M 

Changes in the sub- Links between the sub- Links between the sub- Links between the sub- Links between the sub- Links between the sub-
model 2 do not models 2 and 3 have a models 2 and 4 have a models 2 and 5 may models 2 and 6 have a models 2 and 7 have a 
generate changes in the medium to high level medium to high level have a low to high low level of strength. low to medium level of 
sub-model 1. of strength. Changes in of strength. Changes in level of strength. Changes in sub-model strength or changes in 

sub-model 2 generate sub-model 2 generate Changes in sub-model 2 generate no tangible sub-model 2 could 
moderate to hjgh moderate to high 2 may generate low to changes in the sub- generate low to 
changes in the sub- changes in the sub- high changes in the model6. moderate changes in 
model3 . model4. sub-modeI5 . the sub-model 7. 

Table 5.12. Interdependence (connection) between the SubM 2 and the other sub-models 

SubM 1 SubM3 SubM4 SubM5 SubM6 SubM7 

II, V, VI l, II, III, IV, V, VI II, III, IV, V l, II, ID, IV, V, VI l, II, III, IV, V, VI l, II, III, IV, V, VI 

There are There are physical, There are There are physical, There are physical, There are physical, 
inforrnational financial informational, inforrnational, inforrnational, informational, informational, 
and societal links geospatial and geospatialand geospatial and geospatial and geospatial and 
between the sub- policy/procedural, financial/monetary policy/procedural, policy/procedural, policy/procedural, 
models 2 and 1. fmancial and societal links between the sub- fmancial and societal fmancial and societal fmancial and societal 

1 inks between the sub- models 2 and 4. links between the sub- links between the sub- links between the sub-
models 2 and 3. models 2 and 5. models 2 and 6. models 2 and 7. 



5.3.2 Model for Assessing Risks of Extreme and Rare Events in Asset 

Management 
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For the purpose of this study, the proposed approach will take into account the 

overall philosophy and key steps defmed in ISO 31000, namely: 1) establishment of 

the context, II) risk assessment, and III) risk treatment (ISO, 2009). Risk assessment 

integrates the steps of the lIa) risk identification, lIb) risk analysis, and Ile) risk 

evaluation. ISO 55000 and ISO 22301 also relate to ISO 31000 regarding risk 

assessment and management (ISO, 2012, 2014a,b,c). 

The overall context (step 1) has been established through the model presented in the 

previous Section (Figure 5.2, Table 5.1). 

5.3.2.1 Risk Assessment 

The steps of the risk assessment (II) will be further expanded below. The CUITent 

research proposes a global AsM RIDM model in which we identify and assess 

potential risks related to E&RE. They typically arise through complex relationships 

between its sub-models and elements in presence of huge epistemic uncertainties in 

the system (Figure 5.2, Table 5.1). The discussion on future research presented later 

portrays ways to elaborate sophisticated simulation models for this purpose using 

various methods of the complexity science. Meanwhile, the proposed global RIDM 

model provides a solid basis in this regard. 

As far as the identification of risks is concemed (lIa), in the present study we 

identify 24 various types of potential extreme and rare events which may pose risks 

for AsM (natural, technological, technical, market, and human made). They are 

compiled in Table 5.13 . The same Table also lists the relationship to the 

corresponding sub-models depicted in Figure 5.2 and Table 5.1. The list of those 
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events is obtained through both a comprehensive literature review and internaI 

discussions by various experts. In a specifie enterprise context, we suggest to 

proceed to a revision of the list every three to five years or anytime a significant 

event which may have an important impact to the existing list occurs. 

It is worth highlighting that a broad review of different combinations of various 

E&RE is also strongly suggested. The experience has shown that coincidences of 

typically rare events are possible, and may create an effect of aggregation which the 

impact may exceed a mere sum of individual impacts (Hand, 2014; Taleb, 2010). 

Paté-Cornell speaks there of "Perfect Storms" (Paté-Cornell, 2012). 

While analyzing the E&RE, we should also identify potential 

precursors/warnings/near-misses which may indicate a possibility of occurrence of 

those events, as well as thresholds to which an event may be considered as an 

extreme or rare one. Those thresholds should be expressed in physically measurable 

terms as far as possible. Although significant efforts have been employed to 

elaborate the set ofE&RE presented in Table 5.13, we emphasize that the list may 

not be exhaustive, and could be extended (or reduced) as a part of a specifie 

organization' s context. Moreover, the risk analysis has to take into account the 

complexities and relationships between the sub-models (Figure 5.2, Table 5.1) for 

the purpose of a meaningful risk assessment. In the absence of quantitative 

simulation models, detailedqualitative analyses through a multidisciplinary team 

may deliver satisfactory results in initial stages. As discussed by various authors, 

new methods should be elaborated in order to assess the risks ofE&RE (Aven, 2014, 

2015a; Paté-Cornell, 2012). 
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At the present stage of development, we encounter two situations while conducting 

the risk analysis (lIb) and the risk evaluation (Ile): 

a) Relevant data upon extreme events are available 

b) No reliable data or no data at all (rare events) 

Ad a) Relevant data upon extreme events are available 

In this case, the statistics of extreme value may be applied to calculate the 

probability of occurrence of extreme events. Once those probabilities are 

determined, we may develop corresponding risk matrices in order to estimate the 

levels of risk. When new data become available, information could be updated 

through Bayesian probability calculations for example, and used in reassessing the 

risks ofE&RE in AsM. 

As far as consequence classes are concemed, we propose nine categories. Table 5.14 

provides a detailed description of each consequence category and the four levels of 

impact (catastrophic, severe, major, and minor) . Again, the categories are 

determined through both a broad literature review and discussions of numerous 

experts. 

Ad b) No reliable data or no data at ail 

In this situation we propose a consequence-based approach. The experience and 

various research works discussed ab ove have shown that it is basically impossible 

to truthfully calculate extremely small probabilities of occurrence related to E&RE. 

They are grossly either overestimated or underestimated because of various human 

cognitive and/or motivational biases (Hand, 2014; Kahneman, 2012; Montibeller 

and Winterfeldt, 2015 ; Rickards, 2009; Shiller, 2013 ; Taleb, 2010). How could we 
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precisely de termine whether the likelihood is 10-8, 10-9 or 1O-10? We may easily miss 

several orders of magnitude due to the huge epistemic uncertainties involved there. 

In this case, we should defme a comprehensive list of E&RE, their meaningful 

combinations, and their relationships against which an organization wants to be 

reasonably protected while remaining economically viable. The events shown in 

Table 5.13 may serve as a starting point for the analysis. The consequence categories 

presented in Table 5.14 are applicable for this purpose. 

5.3.2.2 Risk Treatment 

Risk treatment measures (step III above) are not discussed in detail here since they 

depend on the type of organizations, and should be tailored to a specifie context. 

However, the general principles of robustness, resilience, continuous improvement 

(leaming organization), and ALARAIALARP always apply (Aven, 2014, 2015a; 

Cox, 2014; Paté-Comell, 2012; Rzevski and Skobelev, 2014). The requirements of 

Business continuity management (BCM) such as a maximum tolerable period of 

disruption (MTPD) and a minimum business continuity objective (MBCO) should 

be taken into consideration (ISO, 2012). 

Following the risk assessment, senior management gets meaningful insights and 

makes a risk-informed decision regarding the course of action in addressing the risks 

ofE&RE in AsM. The risk input is the one among many other inputs and influential 

factors in a holistic RIDM (also see Figure 5.2). 
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Table 5.13. Categories of extremes and rare events 

Main extreme 
Sub-Model Main extreme 

Sub-Model 
N event(bazard) 

Description (Figure 5.2; No event (bazard) 
Description (Figure 5.2; 

Table 5.1) Table 5.1) 

Earthquake 6 9 Industrial spying causing loss of intellectual properties 6 

Volcano 6 10 Loss ofkey expertise (technical or management) 5 

Tsunami 6 Il Major labor conflict 4, 5 

NaturaJ disasters Landslide 6 12 Loss ofkey suppliers 3, 4, 5 

Geomagnetic 
6 13 

Unavailability ofkey raw materials or water (extreme supply 
3, 4 

storms disruption) 

Other 6 14 Prolonged 10ss of power or energy supply 3, 4 

Hurricanes 6 15 
Development of entirely new technologies or 

1, 4, 7 
products by competitors 

Winds 6 16 Advent of new strong competitors 1, 6, 7 

Tomadoes 6 17 Major legal pursuits 6, 7 

Droughts/Heat 
6 18 Payment default of major customers 3, 4, 6 

waves 

Severe/extreme Lightning 6 19 Loss ofmajor customers 3, 4, 5, 7 
2 weather New laws and regulations radically changing regulatory/\ega\ 

conditions Rain 6 20 
environment 

6, 7 

F\oods 6 21 
Extremely negative treatrnent in mass-media causing an 

6 
unfavorab\e business environment 

-----
Global warmingl 
clirnate change in 6 22 Extreme public opposition to activities (project) 6 
general 

••••••••••• H ••••••••••• ••••••••• H •• H •••••••••••••••••• _._ ••••••••••••• __ 

Other 6 23 Political changes and conflicts Lasting political turmoil 6, 7 



Table 5.13. Categories ofextremes and rare events (suite) 

Main extreme 
Sub-Model 

Main extreme 
N 

event(hazard) 
Description (Figure 5.2; No 

event (hazard) 
Table 5.1) 

3 Financial and market crashes 1, 4 

4 Major economic crisis/depression 1, 4 

5 Major industrial accident 2 

6 Major failure/loss of critical assets 2 

7 Major technical difficulties 2, 3 24 Pandemies 

8 Major cyber attack 6 

Table 5.14. Severity of the consequences 

Category Impact 00: 
of impact 

Severity of consequences 

A 
People' s security and 
health (workers and/or 
general population) 

Catastrophic (CT) Severe (SV) 

Death of one or several 
persons 

Severe injuries and/or 
permanent disability 

Description 

Terrorist attacks 
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Sub-Model 
(Figure 5.2; 
Table 5.1) 

6, 7 

Wars and armed conflicts 6, 7 

Economie sanctions 

Major shift in economic 
policies 

6, 7 

6, 7 

3, 4, 5, 6, 7 

Major(MJ) Mioor (MI) 

Injuries without permanent 
disability; major and 
observable loss of quality of 
life 

Minor injuries, minor loss 
of quality of life 

Destruction of habitats, 
and death of numerous 
animaIs 

Mass destruction or Destruction or 
contamination ofhabitats. contamination of habitats 

Minor contamination of 
habitats with no 
destruction 

B Environment 
No death of animaIs or 
very little 

near the site 
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Table 5.14. Severity of the consequences (suite) 

Category 
Impact on: Severity of consequences 

ofiml!act 
M . 1 d h . 1 Destruction of Significant damage to Substantial damage to the atena goo s p ySlca. . 

Minor to moderate ( di propertles over an area own physlcal assets, 
site and minor to moderate assets own an or d· h r · f d . f· damage to the site 

C 
. excee mg t e tmltS 0 estructlon 0 pnvate 

off-site damage ~~:~:(!ulatton) - the_ ~ite _. ____________ properties off the site 
tru ft) Damage of more than Damage between $2M Damage between $1 OOk Damage f Less than 

recons c IOn cos s $lOM and $lOM and $2M $ lOOk 

Increased costs/work 
Increase in cost / 

Increase in cost / schedule Increase in co st / schedule 
Increase in co st / schedule 

D 
schedules 

schedule 100 % and 
between 50 % and 100 % between 15 % and 50 % 

less than 15 % (covered 
more by the contingency plan) 
Very negative impact at Local or regional 

Local, limited negative Little or no negative 
national or international considerable negative 

Impact on the reputation level impact 
impact impact 

E and image of the --_. __ ._-_ ...... __ .. __ .. __ ...... _ ... __ .-
Focus of national and Focus of national and Local complaint or a company 
international media regional media for several 

Focus of regional media for 
single article in a local 

more than 5 days days 
several days 

media 
Non-compliance or non-
respect of applicable Violation of an article or a V· 1 · f . 1 

Small regulatory impact Regulatory impact 
. . 10 atton 0 an artlC e or a 

F laws and regulatlOn regulatlOn that could lead 1· ·th fin 
-C-=--:-l -r -·- ·-·--·- · - j-' t fin regu atlon Wl out es or no impact 

IVI Itlgatlon, crtmma 0 a e 
accusations 
Three weeks or more of Downtime between three 

Downtime less than 3 days No downtime 
downtime days and three weeks 

G Loss of production --_ ......... _-_ .. _ ... _-_ ... _ ..... _-_._-_ ....... 
Production cuts of more Production cuts between Production cuts between Production cuts of less 
than 60 % 40 % and 60 % 15 %and40 % than 15 % 

Impact on the strategic 
Completely or aImost 

Major changes needed in 
Moderate and limited 

No significant impact on 
H completely invalidates changes needed in the 

plan 
the strategic plan 

the strategic plan 
strategic plan 

the strategic plan 



Table 5.14. Severity of the consequences (suite) 

Category Impact on: 
of impact 

1 
Level of irnplementation 
of emergency measures 

Severity of consequences 

Activation of large-scale 
emergency measures; 
evacuation of the 
population at regional 
level 

Activation of emergency 
measures at locallevel; 
evacuation of the very 
lirnited population (local 
population) 

Activation of emergency 
preventive measures or 
wamings; no evacuation of 
people 
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Activation of emergency 
measures not necessary 
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5.4 Case Studies 

The risks of extreme and rare events in asset management will be analyzed through 

two cases of sorne Hydro-Québec ' s assets. Hydro-Québec is one of the largest North 

American companies which generates, transmits and distributes electricity. Its sole 

shareholder is the government of Quebec. It uses mainly renewable generating 

sources, in particular large hydro units, and supports the development of other 

technologies such as wind energy and biomass (Hydro-Quebec, 2015a). 

Firstly, we analyze extreme interruptions in its power grid where reliable historical 

data are available (case a) of the risk analysis step lIb) presented above). They will 

be statistically characterized through the extreme value theory. The risks and 

impacts of such large interruptions will be discussed in terms of operational and 

asset management challenges. 

Secondly, we conduct an analysis with regard to the impact of rare, surprising events 

which led to the abandoning of the Gentilly-2 Nuclear Power Plant (NPP) 

Refurbishment Project, where no data were available (case b) in the analysis of risks 

step lIb) previously depicted). 

5.4.1 Risks of Extreme Power Interruptions in the Grid 

The Hydro-Quebec 's distribution grid is generally composed of overhead lines. Its 

underground grid is mainly installed in large urban areas such as Montreal and 

Quebec City, and represents a smaller part of the overall installations. Overhead 

lines are exposed to external events. Those events are typically weather generated 

ones, and usually cause tree or tree branch falls on power grid lines which trigger 

unplanned power interruptions. Furthermore, there are accidentaI animal, bird or 

human made interruptions which are comparatively low. Sorne other unplanned 
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interruptions may come from the transmission grid disturbances which are small in 

numbers, but affect a large number of customers, and may last for a long time (Table 

5.15 and Table 5.16). 

There are also interruptions caused by equipment failures, but they are relatively 

minor. AH the power interruptions are recorded as CHI (Customer Hours of 

Interruption) on a daily basis in an enterprise database. Other performance indicators 

are also calculated and used as per common practices (IEEE, 2012)1. 

The enterprise records data upon all the interruption events, including extreme ones. 

In this case, we may apply the theory of extreme value to characterize them (case a) 

presented above). Such external perturbing events usually originate from the sub­

model6 (Figure 5.2, Tables 5.1 and 5.13). However, they primarily fell within 

investigations related to the sub-model2 of the global RIDM mode!. Those extreme 

events affect the as sets ' ability to fulfiH their intended function. Obviously, 

perturbations within the sub-model 2 also touch other sub-models as per 

interdependencies and attributes shown in Tables 5.1 and 5.11. 

In such context, it is important to characterize the risks of extreme interruptions in 

the power grid since they negatively affect expected customer service, and mobilize 

important enterprise resources (human, material and financial) in order to get the 

service restored. 

Knowledge upon the risks of the extreme grid events is of key importance from the 

asset management point of view regarding the continuity of service after a major 

interruption. The enterprise management team has to adequately plan the necessary 

1 SAillI : System Average Interruption Duration Index; CAIDI: Customer Average Interruption 
Duration Index; CAIFI: Customer Average Interruption Frequency Index; ASAl : Average Service 
Availability Index, etc. 
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resources in order to successfully handle such interruptions (contingency planning) 

to ensure the continuity of the service. 

The analysis presented here aims at characterizing the risks of such extreme events, 

and discusses their impact on the overall asset management. It covers the timeframe 

from 1987 to 2015 inclusively (29 years in total), and takes into consideration 

unplanned power interruptions only. 

The investigation of the interruptions indicates that approximately 93 % of the 

power interruption occurrences are inferior to 100 kCHl/day. However, the 

interruptions of 100 kCHl/day and over contributed to 65 % of the total interruption 

duration over the analyzed period oftime. It gives the following ratios: 

35 % (durations)/93 % (number of days with less than 100kCHl/day) = 0.38; 

65 % (durations)17 % (number of days with 100kCHI+/day) = 9.28. 

The interruptions of 1 million CHI/day (MCHI+/day) and more represent 

approximately 0.6 % of the total number of interruptions. Meanwhile, they 

contributed to 42 % of the total interruption durations. Those values highlight the 

ratios: 

58 % (durations)/99.4 % (number of days with less than 1 MCHl/day) = 0.58; 

42 % (durations)/0.6 % (number of days with 1 MCHI+/day) = 66.86. 

These values mean that each percentage in the number of interruptions of less than 

100kCHl/day contributes 0.38 % of the total interruption duration (0.58 % for less 

than IMCHl/day). On the other hand, each percentage in the number of interruptions 

for 100kCHI+/day contributes to 9.28 % regarding the total interruption duration 

(66.86 % for 1 MCHI+/day). 
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The above numbers clearly demonstrate that the power interruptions of large 

magnitudes are less frequent, but their impact to the interruption durations is 

substantial. Thus, the above facts show the importance of adequate preparations in 

handling extreme interruption events. These findings will be analyzed more in depth 

below. 

5.4.1.1 Statistical Distribution of Extreme Power Interruptions 

Table 5.15 displays the maximal daily interruptions in (CHI/day)max on an annual 

basis (one maximal value per year is selected for the calculations). The maximal 

observed value is more than 46.35MCHI/day in 1998, and the minimal one is 

380,606 CHIIday in 2004 (ratio of 122). It represents a range of aImost 

46MCHIIday. Table 5.16 provides selected causes that have been at the origin of 

sorne extreme interruptions based on HQ' s records. 

Table 5.15. Maximal daily interruptions in (CHI/daY)max on an annual basis 

No Year 
Maximum daily value --.. -.--.-.-----.-.-.---.---- No Year 

Maximum daily value 

(CHIIdaY)m .. (Cill/daY)m .. 

1987 2,755,441.62 16 2002 1,299,914.09 

2 1988 5,097,409.68 17 2003 961 ,733.37 

3 1989 21 ,718,294.52 18 2004 380,606.17 

4 1990 1,026,633 .01 19 2005 2,681 ,306.03 

5 1991 3,516,996.94 20 2006 6,869,109.36 

6 1992 1,690,853 .85 21 2007 2,965,983.00 

7 1993 1,433,390.82 22 2008 4,704,245.14 

8 1994 1,262,054.87 23 2009 597,603.00 

9 1995 711 ,193.02 24 2010 1,058,969.00 

10 1996 1,081 ,331.11 25 2011 4,780,598.00 

Il 1997 6,284,228.66 26 2012 3,356,084.00 

12 1998 46,350,129.63 27 2013 10,356,982.78 

13 1999 9,015,671.30 28 2014 605,955.45 

14 2000 1,837,730.90 29 2015 1,526,397.32 

15 2001 2,274,439.01 
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The daily CHIs represent the total count of interruptions recorded starting on a given 

day. Consequently, the interruptions occur at the event date, but can be closed 

sometime after several days following the initial day of the event. 

Table 5.16. Selected causes of sorne major interruptions 

Date Event 
Division at the origin of 
interruptions 

l8-Apr-88 Ice storm Transmission/distribution 

l3-Mar-89 
Solar eruption/geomagnetic 

Transmission 
storm 

05-Jan-97 Ice storm Distribution 

06-Jan-98 Ice storm Transmission/distribution 

OI-Aug-06 Tomadoes Distribution 

lO-Jun-08 Violent storms Distribution 

28-Aug-l1 Hurricane Irene Distribution 

19-Jul-13 Violent storms Distribution 

01-Nov-13 Violent storms Distribution 

Note: It should be highlighted that Hydro-Quebec has undertaken major corrective 
measures following solar eruption and ice storms in order to increase the robustness of its 
power grid. Thus, it is less likely that events of such magnitude may affect the grid again. 
These causes correspond to the types ofhazard 1 (natural disasters) and 2 (extreme 
weather) presented in Table 5.13 . 

The statistical characterization of maximal daily interruptions has been carried out 

by using the Gumbel distribution, which has shown the best fit in the CUITent study 

among extreme value distributions. 

In probability theory and statistics, the Gumbel distribution is used to model the 

distribution of the maximum (or the minimum) of a number of samples of various 

distributions. This distribution is a particular case of the generalized extreme value 

distribution. It is useful for example, in predicting the likelihood that an extreme 

flood or other natural disaster will occur (Gumbel, 1935). 
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The Gumbel cumulative distribution function (CDF) may be written as follows: 

F(x; ,u,e) = exp{ - exp[ - (x
e
- ,u )]} (5.1) 

XE (- 00;+00 ) 

where: 

Il (location parameter, real number) and e (scale parameter; e> 0; real number) are 

the parameters of the Gumbel distribution 

Probability density function (PDF) 

Other characteristics and parameters of this distribution may be found in relevant 

statistical references. 

The characterization of the parameters of a Gumbel distribution regarding the 

maximum power interruptions has been performed as per the approach described by 

the U.S. National Institute of Standard and Technology, Statistical Engineering 

Division (2015). 

An initial analysis has indicated that the maximal daily values of (CHIIday)max have 

rather an exponential relationship with the values [-ln(-ln(PV))] used in the method 

with a high correlation coefficient (R2 = 0.9931). In order to obtain a linear 

relationship, the naturallogarithm of (CHIIday)max values has been calculated. Thus, 
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the CDF described in equation (1) is modified by expressing it as the natural 

logarithm. 

Where XL is the naturallogarithm of the variable X (CHI/daY)max. 

Figure 5.3 displays the probability plot. 
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Figure 5.3. Logarithmic probability plot of the Gumbel distribution for 

(CHIIday)max (1987-2015) 

(5.3) 

Based on the calculated values of the slope and the intercept (Figure 5.3), we obtain 

the estimated values of the scale and location parameters: 

Sr. = 0.89416 

IlL = 14.22775 
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By inserting these values in equation (5.3), we get an equation for CDF of the 

maximum daily values of interruptions (CHIIday)max on an annual basis: 

F{x' B)=ex {-ex [-On(XL )-14 .22775)]} 
,p , P P 0 .89416 (5.4) 

5.4.1.2 Probability of Maximal Daily Interruption 

Through equation (5.4) we can ca1culate the theoretical probability of maximal daily 

power interruptions of a certain magnitude on an annual basis. Table 5.17 shows the 

theoretical probability of interruption durations of various magnitudes on an annual 

basis, and Figure 5.4 depicts them graphically. 

Table 5.17. Theoretical probability of maximal daily interruption durations 

(CHI/day)max 

(CHI+/daY)ma. 

1.00E+06 

5.00E+06 

1.00E+07 

5.00E+07 

6.00E+07 

Theoretical probability ofa maximum 
daily power interruption (l-F) 

0.7952 

0.2306 

0.1137 

0.0198 

0.0161 

The above results show that there is a probability of almost 80 % of a maximum 

daily interruption of 1MCHIIday and over, or 2 % for a maximum interruption 

magnitude of 50MCHI+/day on an annual basis (Table 5.17). 
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Based on the enterprise' s records, the duration of extreme interruptions may vary 

between 1-2 days up to several weeks, as it was the case of the ice storm in 1998. 

The consequence categories as per Table 5.14 encompass mainly the category G 

(loss of production), but other categories are also implicated: A, C, D, E, H and 1. 

Thus, the severity of the consequences varies between major and catastrophic (see 

Table 5.14). Considering the results ofthis analysis, we proposed a risk matrix for 

E&RE with regard to the loss of production, i.e. the category G as a dominant 

category (Figure 5.5). The probability levels are defmed for 5 or less, 15, 40 and 

60+ MCHI/day calculated through Equation (4). Theoretically, a maximum daily 

CHI is around 100 million for the current number of customers in Quebec (Hydro­

Quebec, 20 15a). It represents a total blackout in Quebec for 24 hours. Consequently, 

the levels of interruptions considered in the risk matrix reflect the percentages of the 

loss production for the category G in Table 5.14 (less than 15 %, 40 %, 60 % and 

more). The risk matrix has four levels of risk: low, moderate, high and very high. 

For example, an interruption of 60MCHI+/day has a probability of 1.6 % 



133 

(Table 5.17), and a catastrophic (CT) severity category for the loss of production 

(G) (Table 5.14). It should be seen as a moderate risk event (MOR) (Figure 5.5). 
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Figure 5.5. Risk matrix for E&RE regarding the loss of production (Category G) 

The obtained results can serve as risk insights and input into the holistic RIDM 

model (Figure 5.2, Table 5.1). They are beneficial in refming the enterprise's 

approach conceming its contingency planning with regards to the levels of risks, 

and based on the BCM requirements. 

5.4.1 Refurbishment of the Gentilly-2 Nuclear Power Plant 

In the second case study, we have performed an analysis with regard to the impact 

ofa series ofrare events leading to the abandoning of the Gentilly-2 Nuclear Power 

Plant (NPP) Refurbishment Project in 2012 (Komljenovic and Abdul-Nour, 2015). 

The G2 NPP was the sole Hydro-Quebec' s nuclear generating utility. It was a 

CANDU6 nuclear power plant and had been designed for a 30-year service life, or 

more accurately 210 000 Equivalent Full Power Hours (EFPH) as it is the case of 

aIl CANDU nuclear generating stations (Canteach, 2016). It started its commercial 

operation in 1983, and should have reached this limit somewhere in 2013. For that 
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reason, Hydro-Quebec has initiated prefeasibility studies in the early 2000s in order 

to examine the possibility to refurbish the station and to extend its useful life for 

another 30 years. In these years, a general trend in the nuclear power industry was 

oriented toward an extension of the operations beyond the initial service life. It was 

based on an accurnulated operational experience and new scientific insights which 

showed that it was possible. Following these studies, Hydro-Quebec made a positive 

decision in 2008 to refurbish the station. Required engineering and field works 

started under the Refurbishment Project. The costs of those activities had been 

estimated at 1.9B$, and the refurbishment work should have started in March 2011. 

The restart was foreseen for November 2012 (Hydro-Quebec, 2015b). 

However, after initial works began, the Refurbishment Project has been delayed 

several times. Finally, Hydro-Quebec announced on October 3, 2012 the closure of 

the Gentilly-2 NPP at the end of 2012, and its decommissioning. It ended its 

commercial operation on December 28, 2012 (Government of Quebec, 2012; 

Hydro-Quebec, 2015b,c). What happened within the four years from the initial 

positive announcement to the abandoning of a project of such magnitude? 

A series of unfavorable and rare events occurred over a short period of time which 

definitely contributed to overturning the initial decision - a "Perfect Storm" as Paté­

Comell (2012) called it. Such events and their combination represent significant 

episternic uncertainties for a decision-making process. They are almost impossible 

to pre di ct, or to mathematically characterize in a complex operational and business 

environment. Although nurnerous warning signaIs and precursors indicating that 

certain key influential factors went wrong were available, the enterprise' s capacity 

to react was rather limited. Table 5.18 provides a surnmary overview of the analysis. 
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Table 5.18. Summary analysis of the risks of rare events of the G2 Refurbishment Project 

No 

2 

3 

Description 

Extreme market and tinancial 
crisis 2008/2009 

Unforeseen increase of shale 
gas production in the U.S. in 
late 2000s, natural gas price 
decrease (US ElA, 2015 ; 
Hydro-Quebec, 20 15b) 

Unexpected major technicai 
difficulties in refurbishment 
of Point Lepreau NPP and 
Woisong NPPs (2008-2012) 
(Hydro-Quebec,2015b; 
WNN, 2010, 2011) 

Affected sub­
model (FigureS.2, 
Table 5.1) 

1; 4; 7 

1; 4; 6; 7 

2; 6; 7 

Categories of 
events (Table 5.13) 
and consequence 
(Table 5.14) 
(3, H, Ml)* 

(15, H, Ml) 
(16, H, Ml) 

(7, D, CT) 
(21, E, Ml) 

Comment 

This crisis created an unfavorable business environment. The 
U.S. as an important Hydro-Quebec customer was hit by a 
recession, which decreased its needs of importing electricity. 
The crisis also affected many industries in Canada (pulp and 
paper, aluminurn, etc.), and it has slowed the interior demand 
for electricity (Hydro-Quebec, 20 15b). 

New and additional unfavorable market conditions; new 
competitors on the energy market. The most intensive 
exploitation of shale gas in the late 2000s in the U.S. has 
decreased the unitary cost of this commodity. It has been 
increasingly used for eleetricity generation in the U.S., mainly 
as a substitute for coal and oil. Combined with the economic 
crisis, it resulted in fewer needs of importing electricity in the 
U.S. We can observe that the combined effect of the crisis in the 
U.S., the price of shale gas, the overcapacity at Hydro-Quebec, 
and the marginal price of its most recent projects (wind 
turbines) created a situation in which the improvement of a 
single factor would not bring significant changes (Hydro­
Quebec, 20 15b). This means that a fast recovery was 
implausible. 

A negative feedbackloperating experience from industry peers 
decreased confidence within HQ in the feasibility ofthe G2 
Refurbishment Project. There were aiso sorne negative 
treatments in the media. 
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Table 5.18. Summary analysis of the risks of rare events of the G2 Refurbishment Project (suite) 

No 

4 

5 

Description 

Significant co st overruns 
regarding the G2 
Refurbishment Project (from 
1.9B$ to 4.3B$) (Hydro­
Quebec,2015b) 

Extreme natural disaster 
(earthquake and tsunami) in 
Japan resulting, among other 
things, in Fukushima Daiichi 
nuclear accident. It resulted in 
stricter regulation and a wider 
public opposition to the 
nuclear power generation 
(natural, regulatory, economic 
and public perception 
influential factors) (lNP0, 
2012; Hydro-Quebec, 2015b; 
NAS, 2014) 

Affected sub­
model (Figure5.2, 
Table 5.1) 

2; 3 4; 5; 6; 7 

5; 6; 7 

Categories of 
events (Table 5.13) 
and consequence 
(Table 5.14) 

(7, D&H,CT) 

(22, E, MJ) 

(l ,A-l, CT) 

(20, D, MJ) 
(21, H, MJ) 

(22, E, SV) 

Comment 

Direct negative impact related to co st overruns further eroded 
the confidence ofHQ in the feasibility of the Project. The initial 
unitary co st of 8.6 ~/kWh increased to 12.3 ~/kWh. Thus, the 
Project was not economically justifiable anymore (Hydro­
Quebec, 20 15b). It also generated a public opposition to the 
Project at sorne extent. This factor may be seen as an epistemic 
uncertainty of the category "known-unknown" . Project cost 
overruns are relatively common, but it is not usual to anticipate 
an increase of 226 % for a project of such a magnitude in an 
unfavorable energy market. 

On the Fukushima site and in Japan, there was an overall 
negative effect on aIl the categories of the impact due to both 
actual damages and public perception. 
As far as HQ's local context is concemed, this event 
additionally shrunk the confidence ofHQ and the Govemment 
ofQuebec in the pertinence of the Project. 
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Table 5.18. Summary analysis of the risks of rare events of the G2 Refurbishment Project (suite) 

No 

6 

Description 

Political changes: newly 
elected Government of 
Quebec in September 2012 
was unfavorable to the G2 
refurbishment (PQ, 2012). 
At the frrst meeting of the 
Cabinet of ministers, it made 
a decision to close the G2 
NPP and to abandon the 
Refurbishment Project 
(Government of Quebec, 
2012). 

Affected sub­
model (Figure5.2, 
Table 5.1) 

6; 7 

Categories of 
events (Table 5.13) 
and consequence 
(Table 5.14) 

(20&23 , H, Ml) 
(20&23 , H, CT) 

Comment 

We have here an impactlrisk ofpolitical factors. Since the 
G2 NPP production represented 3 % of the HQ's total 
generating capacity, the severity may be considered as major 
at the corporate level. The enterprise was able to compensate 
for the generation loss i.e. it was robust and resilient enough 
to surrnount this situation. The BCM at the corporate level is 
assured. 
The impact at the level of the NPP was catastrophic (closure 
of the NPP and the abandon of the Refurbishment Project). 
In fact, the sum of the risks of the five previous categories 
defmitely damaged the confidence of the authorities and 
decision- makers regarding the suitability and feasibility of 
the Refurbishment Project. 

Legend: (3 , H, MJ) - (3) - Number of events in Table 13 (Financial and market crashes); (H) - Category of impact in Table 14 (Strategic Plan); 
(Ml) - Severity of the consequences in Table 14 (Major). 
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The coincidence and the combination of these six major rare events resulted in a 

non-linear amplification oftheir aggregate risk. These events are not aIl independent 

between them, which adds to overall complexity and opacity of the context (also see 

Table 5.1). The aggregate risk is considerably superior to the simple sum of their 

individual risks and effects. The above analysis shows that the overall operational 

and business context of the G2 Refurbishment Project as an AsM activity behaved 

as a CAS, and the proposed model capture this feature . It was practically impossible 

to mathematically model such risks by using traditional approaches. Consequently, 

they do not enable to accurately forecast both the occurrence and the gravity of the 

consequences of such events, and their coincidence. Thus, a major AsM project, 

initially approved in 2008, was abandoned four years later. This case study 

illustrates how rare events and their unfavorable combination may generate risks 

that have the capability to entirely change or disrupt major decisions regarding asset 

management within a relatively short timeframe. 

Even, in having the proposed model for the purpose of the analysis, Hydro-Quebec 

would have probably not avoided the closure of the NPP, and such scenarios are 

sometimes inevitable. However, it is worth mentioning that the enterprise has not 

used a prospective option to submit to the Canadian Nuclear Safety Commission 

(CNSC) a demand to extend the operation of G2 NPP beyond 210,000 EFPH 

without refurbishment. This alternative might have enabled an increased resilience 

and robustness of the overall enterprise through an extended exploitation period of 

the NPP allowing more time to prepare its closure, and manage organizational and 

technical challenges involved. The recent CANDU industry experience from 

Ontario Power Generation (OPG) and Bruce Power (BP) has exposed this 

possibility. Following detailed studies and clear demonstration of the safety case, 

CNSC granted an extension to 247,000 EFPH to OPG' s Pickering Nuclear 

Generating Station, and to 245,000 EFPH to the Bruce Power NPPs Bruce B Units 

5 and 6 (CNSC, 2014a,b). 
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5.5 Conclusion 

Enterprises worldwide are constantly forced to produce more at lower costs. They 

are also confronted with a highly complex business and operational environment, 

and this complexity keeps growing. As per recent industry-wide development, asset 

management plays a key role in this context. 

In such circumstances, industries tend to develop various processes and approaches, 

which may enable to efficiently address these issues and manage associated risks. 

They are often based on traditional methods which are generally unable to 

adequately grasp and tackle the complexities and uncertainties. It is particularly true 

when considering extreme and rare events which have capabilities to disrupt 

strategic activities or even jeopardize the survival of enterprises. 

We daim that the modem enterprises and their asset management strategy should 

be considered as Complex Adaptive Systems (CAS), which should be modeled 

through methods and tools of the complexity science. In such systems, the 

occurrence of extreme and rare events is very plausible since we do not entirely 

grasp their sc ope, nature of associated epistemic uncertainties and risks, and 

connections between their constituent elements. 

This study presents a holistic high level Risk-Informed Decision-Making (RIDM) 

model (framework) in as set management and initial results on how to tackle the risks 

of E&RE within this context. Such a methodology may assist decision-makers in 

key decision-makings by providing more realistic insights. The proposed method 

may positively complement existing traditional approaches. 
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The two case studies related to Hydro-Quebec' s assets demonstrate the relevance of 

considering more systematically the complexity and risks of extreme and rare events 

in asset management. 

Future research works should be directed to a deeper understanding of the 

complexity in AsM, and the development of AsM models using modeling and 

simulation techniques of the complexity science. This research should also include: 

the development of adequate stress tests and models for risk exposure from E&RE 

in AsM and their validation, enhanced risk assessment methods for E&RE in AsM, 

improved characterization of associated uncertainties, development of algorithms 

for efficiently generating E&RE in simulation models, efficient ways of improving 

resilience and robustness in AsM while remaining economically viable, modeling 

the role of organizational, and human performance, biases and behavior in 

generating risks from E&RE. Future research works also ought to investigate how 

to better capture opportunities from E&RE. It is necessary to analyze more in detail 

the links and complementarities between AsM and BCM as weIl. 

Furthermore, it is indispensable to highlight challenges that the development and 

application of the proposed approach may encounter. They include, but are not 

limited to: 

Lack of appropriate analysis and modeling methods, scientific understanding 

of the complexity and the risks from extreme and rare events in AsM; 

continuous increase in the overall complexity makes this task more difficu1t; 

A vailability of pertinent data in order to perform the required analyses. Further 

investigations are needed to detemline which data are really needed and 

whether the quality of the available data is satisfactory. Collecting and 

preparing them could imply considerable efforts; 
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A vailability of decision-making support models and tools: they have to be 

developed and tailored according to the needs of a specific 

organization/industry. This research may also require an adaptation of existing 

traditional tools to better fit novel methods and approaches; 

Costs of integrating the complexity framework and new risk assessment 

methods regarding extreme and rare events in AsM may be consequential 

(new research, data collection, development of methods and tools, their 

implementation, training, maintenance, etc.); 

Acceptability of novel approaches by the industry: introduction of new ways 

of perforrning analyses or decision-making may face resistance and 

unwillingness to embrace them. 
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Abstract: 

Decision-making is an essential activity in Asset Management. It is influenced by 

various factors (strategie, technicalltechnological, economic, organisational, 

regulatory, safety, markets, etc.). Sound decision-making in AsM ought to take into 

account relevant factors in order to balance risks, opportunities, performance, costs, 

and benefits. Additionally, modem organisations evolve in complex operational and 

business environments and are exposed to significant uncertainties. In such a 

context, decision-making in AsM becomes more challenging. This study proposes 
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a holistic three-step Risk-Informed Decision-Making (RIDM) methodology 

developed for AsM, considering it as a Complex Adaptive System of Systems. The 

methodology is applied in a case study to analyse possible modification strategies 

for a nuclear power plant's emergency core cooling system. Through the RIDM 

process, quantitative models and other factors have been taken into account in order 

to obtain the necessary comprehensive insights regarding the decision to be made. 

Keywords: asset management, complex adaptive systems, uncertainties, risk­

informed decision-making 

6.1 Introduction 

Asset Management (A sM) has become widespread among contemporary enterprises 

and organisations as an effective approach allowing to deliver value from as sets and 

to ensure the sustainability of the business and its operations (The Institute of Asset 

Management, 2015a; Komljenovic et al. , 2016; Hastings, 2010). This concept 

becomes particularly relevant considering the globalisation and increased 

competition which characterises markets worldwide. 

The advances of AsM experience and the accumulated knowledge across various 

industries resulted in a new International Standard on AsM, the standard ISO 55000 

(lSO, 2014a,b,c). 

In practice, AsM is sometimes depicted as being essentially related to maintenance 

and reliability (The Institute of Asset Management, 2015a). However, AsM covers 

much more than these two fields. It is defined in this Standard as a coordinated 

activity of an organisation to realise the value of assets. The ISO Technical 

Committee for Asset Management Systems, ISO/TC251 clarifies the difference 

between the concepts of Managing Assets and Asset Management (ISO, 2017). It 
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highlights that over the years, people, organisations and enterprises have developed 

whole disciplines to help defme the best ways to care for as sets throughout their 

usefullives. As such, they have been Managing Assets for a long time. Meanwhile, 

with the introduction of the formaI discipline of Asset Management roughly 20 years 

ago, structured approaches have been developed, which assure stakeholders that 

those care activities are focused on deriving value for the organisation and not just 

promoting best asset care arrangements. In this regard, Asset Management and 

Managing Assets are not alternatives. 

Contemporary enterprises operate in a market, natural, technical, technological, 

organisational, regulatory, legal, political and tinancial environment (hereafter 

called "business and operational environment"), which is complex and characterised 

by signiticant risks and uncertainties. Furthermore, modem enterprises themselves 

are complex because of their organisational, management and operational structure 

(particularly the larger ones), which also increases the overall complexity and 

uncertainties (Komljenovic et al., 2015; EI-Thalji and Liyanage, 2015; Beer and 

Liyanage, 2014; Harvey and Stanton, 2014; Komljenovic et al. , 2016; Stacey and 

Mowles, 2016; Rzevski and Skobelev, 2014). 

In contemporary organizations, as sets and their systems, exhibit characteristics of 

complexity, interdependence, and dynamic emerging behaviour (Chopra and 

Khanna, 2015; The Institute of Asset Management, 2015a,b; EPRI, 2004). Zio 

(2016) introduces the notions of the structural and dynarnic complexity of modem 

critical infrastructure such as energy transmission and distribution networks, 

telecommunication networks, transportation systems, water and gas distribution 

systems, etc. 

Consequently, modem organisations are fairly complex socio-technological­

economic entities involving many interacting and interdependent elements with 
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hardly predictable long term behaviours at micro and macro levels. Anticipating and 

assessing such behaviours and dynamics requires extensive knowledge from 

multiple disciplines in engineering and beyond. 

In this context, the decision-making process related to AsM may reveal very 

challenging due to significant uncertainties related to the nature and complexity of 

often conflicting influence factors . There are two types of uncertainties that should 

be taken into account in engineering and AsM: aleatory (arises when an event occurs 

randomly) and epistemic (has been referred to as a state-of-knowledge uncertainty). 

More details may be found in relevant references (Kumamoto, 2007; US NRC, 

2013 ; Komljenovic et al. , 2016; EPRI, 2015; ISO, 2009a). 

Modem organisations attempt to address these issues by using various models and 

tools that help decrease uncertainties and better quantify risks within their asset 

management decision-making process. 

Those models and tools are typically based on traditional methods which now show 

limits in effectively treating the complexities and uncertainties mentioned above 

(Zio, 2016; Komljenovic et al. , 2016; NI SAC, 2017; NECSI, 2017; Stacey and 

Mowles, 2016). The results provided through those models are an important input 

for the AsM decision-making process. However, it seems that decision makers 

occasionally give them an overwhelming importance while ignoring their 

limitations. Such an approach may be misleading and potentially result in mistaken 

decisions if not aIl of the important influence factors and complexities are properly 

considered. 

Moreover, there are almost no scientific contributions on how to actually link 

information and insights obtained from various and sometimes very sophisticated 

quantitative models in AsM analyses and the needs of the decision maker which are 
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fairly of a qualitative nature. Furthermore, the impact of other barely quantifiable or 

intangible factors (e.g. public perception, political influence, reputation of an 

enterprise, etc.) could occasionally become dominant in a final decision-making, but 

they are quite difficult to be adequately accounted for. 

Future challenges reqUlre new ways of thinking about and understanding the 

complex, interconnected and rapidly changing world. When Einstein was asked 

what was most helpful to him in developing the theory of relativity, he replied, 

"Figuring out how to think about the problem. " (Hawking, 2000). There are similar 

challenges in ways one tackles decision-making in AsM. 

This study develops a holistic Risk-Informed Decision-Making (RlDM) approach 

for AsM in the context of the complexity aiming to address the challenges discussed 

above. This methodology provides a general framework and offers new insights in 

the do main of decision-making in AsM contributing to the body of knowledge in 

this area. The approach is applied in a case study to analyse possible modification 

strategies for a nuclear power plant' s emergency core cooling system (ECCS) at a 

Canadian Nuclear Generating Station. 

The remainder of the paper is organised as follows : Section 2 presents a 

comprehensive literature review of AsM in different industries; Section 3 depicts 

the proposed methodology of decision-making in AsM; Section 4 shows a case 

study which illustrates the applicability of the proposed methodology. The paper 

ends with conclusions and outlines future research works. 

6.2 Asset Management in different industries - a literature review 

This section grasps some significant contributions in the field of asset management 

across various industries and human activities. 
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The concept of Asset Management has generated significant interest across various 

industries and is still growing (EI-Akruti et al. , 2013 ; The Institute of Asset 

Management, 2015a). Positive experience in applications of AsM culminated in the 

ISO 55000 Standard which represents an industry-wide consensus in the area and is 

being implemented across industries (ISO, 2014a,b,c). 

The nuclear power industry has invested significant efforts in developing asset 

management approaches and methods tailored to its needs and particularities. It 

developed the Nuclear Asset Management (NAM) and the Risk-Inforrned Asset 

Management (RlAM) processes. They aim to guide operational, resource allocation, 

and ri~k management decisions at alllevels of a nuclear generation business in order 

to maximise the nuclear power plant value for the stakeholders, while maintaining 

the public and plant staff safety (EPRl, 2007a,b; EPRl, 2005). 

Sorne other specifie AsM processes were also elaborated. The petrochemical 

industry has developed its own processes at the end of the 1980s (EI-Akruti et al. , 

2013 , 2016; The Institute of Asset Management, 2015a; Liyanage, 2010; Love et 

al., 2017). Power generation, transmission and distribution utilities worked based 

on specifie AsM approaches (Adoghe et al., 2013; Bollinger and Dijkema, 2016; 

Catrinu and Nordgard, 2011; Dashti and Yousefi, 2013 ; EPRl, 2007a; Lacroix and 

Stevenin, 2016; Khuntia et al. , 2016). Actors in the field of infrastructure 

management have been using their specifie AsM for many years (BaIe et al. , 2015 ; 

Bush et al. , 2014; Nikolic and Dijkema, 2010; Osman, 2012; Younis and Knight, 

2014; Park et al. , 2016; Shah et al., 2017; Ruitenburg et al. , 2014; Katina and 

Keating, 2015). The transportation industry also carried out works in this area 

(Ballis and Dimitriou, 2010; Domari, 2002; Andrews et al. , 2014; Yianni et al. , 

2016). The mining industry is also elaborating approaches related to asset 

management (Azapagic and Perdan, 2010; Komljenovic et al., 2015; Komljenovic, 

2007; Koro, 2013). The above review shows that the application of the AsM concept 
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is gaining momentum across industries, and it seems that it will continue to further 

evolve in the coming years. 

6.3 Risk-Informed Decision-Making Mode} in Asset Management 

In this section an enhanced and holistic methodology regarding decision-making in 

AsM is proposed. It represents an extension of initial research works carried out in 

this field (Komljenovic et al., 2016), and integrates several novelties: 

Development of a specific Risk-Informed Decision-Making (RI DM) as a 

structured and rational decision-making methodology in AsM considering it 

as a Complex Adaptive System (CAS) or a Complex Adaptive System of 

Systems (CASoS). 

Structure and relationships between the sub-models of a holistic RIDM in 

AsM. 

Explicit consideration of the strength of knowledge on outcomes of various 

quantitative and qualitative models used in decision-making. 

Differentiation of usage of analysis outcomes by analysts and decision 

makers. 

Definition of the role of deliberation in decision-making, its principles and the 

roles and responsibilities of various participants in the process. 

Integration of risks of extreme and rare events in the overall risk assessment 

in AsM decision-making. 

Introduction of the concept of Complex System Govemance (CSG) as a way 

to cope with the complexity of AsM. 

The RIDM methodology in AsM is subdivided in three distinct steps: 1) Setting the 

framework, 2) Performing detailed analyses, and 3) Global analysis, deliberation, 

decision-making, communication, and implementation. Details are shown below. 
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6.3.1 Decision-Making in AsM: General Considerations 

Asset management is composed of an array of interacting and interdependent 

activities and constituent parts within a multilevel structure (people, technologies, 

organisational unities, processes, management, etc.). As per best practices, it should 

be closely linked to the strategic planning of an enterprise, the so-called "line of 

sight" which translates organisational objectives into AsM policy, strategy, and 

objectives (ISO 2014a; The Institute of Asset Management, 2015a). 

A comprehensive decision-making in AsM is vital for an organisation which aims 

to maximise the value realised over the life cycle of its assets. There are various 

types of decisions made in AsM (The Institute of Asset Management, 20 15a,b): 

Capital investment; 

Operation and maintenance; 

Shutdown and outage strategies; 

Life cycle value realisation; 

Resourcing strategy, etc. 

In the decision-making process, it is essential to strike the right balance between 

numerous competing interests and factors such as performance, risks, benefits, 

costs, opportunities, short-term goals vs.long-term sustainability, etc. New concepts 

and approaches in modelling AsM and the related decision-making are needed to 

systematically take into account the overall complexity of the business and operating 

environment discussed above, as weIl as to adequately integrate aIl relevant 

influence factors . A few research works tackle this subject. 

Sorne new research trends promote approaches where contemporary 

enterprises/organisations are better characterised and modelled as complex adaptive 
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systems (CAS) or Complex Adaptive Systems of Systems (CASoS) (Stacey and 

Mowles, 2016; Efatmaneshin et al., 2016; Dekker et al. , 2011 ; Katina et al. , 2014; 

Keating and Katina, 2016; Komljenovic et al. , 2016; Pyne et al., 2016; NISAC, 

2017; NECSI, 2017; Albino et al. , 2016; EPRI, 2004; Rzevski and Skobelev, 2014; 

Kadiri et al. , 2015; Zio, 2016). The scientist S. Hawking highlighted once that the 

21 st century would be the "century of complexity", and that one has no choice but 

embrace it (Hawking, 2000). 

The CAS or CASoS are dynamical systems comprising a large number of 

components interacting with each other in nontrivial ways. These systems are able 

to adapt to and evolve within a changing environment. They exhibit coherence under 

changes, via conditional action and anticipation, and they do so without a strong 

central direction. They are self-organising, evolving, dynamic, non-linear, and 

barely predictable with emerging behaviours influenced by uncertain cause-and­

effect relationships, interdependencies, feedback loops and unscheduled 

discontinuities. It is important to highlight that there is no definite separation 

between a complex system and its environment. Furthermore, the complexity is 

associated with the strength of connections between several autonomous constituent 

elements of a system that make interactions difficult to grasp and anticipate 

(Komljenovic et al., 2016). 

A new interdisciplinary field called Complexity Science or Complexity Theory has 

emerged and evolved over the last few decades seeking to understand, predict, and 

. influence the behaviour of complex systems. It develops concepts, methods and 

tools that transcend specific applications and disciplines. Complexity Science deals 

with issues that traditional methods have difficulty addressing su ch as non-linearity 

and discontinuities, self-organisation, emergence, aggregation of macroscopic 

patterns rather than microscopic causal events, probabilistic rather than 

deterministic outcomes and predictions, change instead of equilibrium, etc. In fact, 
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the complexity science helps redefine our views of CAS or CASoS which are only 

partially modelled by traditional techniques (Komljenovic et al. , 2016) . 

CAS or CASoS function at various time scales (from less than one second to years, 

decades, or longer), and at multiple spatial scales (from less than one millimetre to 

several kilometres, or more) (Holling, 2001). Orrell and McSharry (2009) state that 

complex systems cannot be reduced to simple mathematicallaws and be modelled 

appropriately. The reduction in modelling only introduces new uncertainties. 

Following the discussion above, the CUITent research claims that the asset 

management also has to be considered and analysed as a CAS or CASoS 

(Komljenovic et al. , 2016; Komljenovic et al. , 2017a). Sorne scholars and 

researchers have already discussed this orientation with regard to AsM (Beer and 

Liyanage, 2014; BaIe et al., 2015 ; Bollinger and Dijkema, 2016; Bush et al., 2014; 

Komljenovic et al. , 2015; Nikolic and Dijkema, 2010; Osman, 2012; Lacroix and 

Stevenin, 2016; The Institute of Asset Management, 2015a; Katina and Keating, 

2015). However, existing research works in this area can and should be further 

expanded and enriched in order to provide a more holistic approach. 

In this regard, the present study asserts that RIDM in AsM is the best suited 

approach, and it will be further developed and adapted in this research. 

The original RIDM is a concept elaborated by the U.S. nuclear power industry 

regarding nuclear safety issues in the late 1990s. The initial idea was presented in 

the White Paper of the U .S. Nuclear Regulatory Commission (Travers, 1999). Its 

application was further expanded and the framework defined through regulatory 

documents (US NRC, 2011 ). There is no unique definition of the RIDM, and several 

ones may be found across references (Bujor et al., 2010; Elliott, 2010; IAEA, 2011 ; 

Komljenovic et al. , 2016; NASA, 2010; Travers, 1999; Zio and Pedroni, 2012). 
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The RlDM involves considering, appropriately weighting, and integrating a range 

of often complex inputs and insights into decision-making. Inputs and insights 

considered may come from "traditional" engineering analyses, deterministic and 

probabilistic risk analyses, operational experience, cost-benefit considerations, 

regulatory requirements, allowable "time at risk," and any other relevant 

quantitative, qualitative and/or intangible influence factors and considerations 

(Bujor et al., 2010, NASA, 2010; Apostolakis, 2004). It is deliberative and iterative. 

The RlDM is essentially performed by decision makers who consider various inputs 

from knowledgeable experts (subject matter experts - SMEs, and analysts), as well 

as relevant quantitative and qualitative models. 

Afterwards, the RlDM has been adapted to other industries at risk, such as aerospace 

(NASA, 2010; Zio and Pedroni, 2012; Stamatelatos et al., 2006), and dam safety 

(FERC, 2017) to name a few. This concept is opposed to a risk-based approach 

where decision-making is solely based on the numerical results of quantitative risk 

assessments (Apostolakis, 2004; Klim et al., 2011 ; Kornljenovic et al. , 2016; 

Travers, 1999; US NRC, 2011; Aven, 2014, 2016a,b). 

As discussed above, the novelty of the present research consists in developing a 

specific RlDM as a structured and rational decision-making methodology in AsM 

considering it as a CAS or CASoS. The study proposes and introduces a three-step 

(phase) approach: 1) Setting the framework, 2) Performing detailed analyses, and 3) 

Global analysis, deliberation, decision-making, communication, and 

implementation. The steps are closely linked but distinct. Each step is composed of 

one or several stages. The details are depicted in Figure 6.1. 

The proposed methodology is intended to be generic, applicable and adaptable to 

any size and any type of companies. However, it should be emphasised that it is 
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suggested for key asset management decision-making affecting both mid and long­

term perfomlance, as well as the sustainability of an enterprise. 

Figure 6.1 also presents participants involved and their functional roles in each 

step/stage. Key details of the whole process are described below. The methodology 

integrates key features of decision analysis and analytic-deliberative processes 

(NASA, 2010; Elliott, 2010; Stamatelatos et al., 2006). The main functional roles in 

the decision-making process are described below and are inspired by sorne existing 

works (NASA, 2010; ISO, 2009a, 2014a): 

Analysts: An analyst is an individual or an organisation that applies 

probabilistic or other quantitative methods to quantify the performance with 

respect to various domains such as safety and risk, technicallengineering, 

revenue and cost, planning, etc. 

Subject Matter Experts (SMEs): A subject matter expert is an individual or an 

organisation with expertise in one or more specific topics within the domains 

of interest. 

Decision Maker: A decision maker is an individual with the responsibility to 

make decisions within a particular organisational scope. 

Management: Management consists of the people who manage an 

organisationlenterprise. 

Stakeholder: A stakeholder is a person, a group of persons or an organisation 

that can affect, be affected by, or perceive themselves to be affected by a 

decision or an activity of the organisationlenterprise. 

Note: A decision maker can be a stakeholder. 
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6.3.2 Decision diamond 

The overall AsM decision-making process implies decisions/orientations between 

stages. They are symbolised by a decision diamond that has three potential 

outcomes: Back, End, or Continue (Figures 6.1 and 6.2). 

EndCJl Back 

Continue 

Figure 6.2. Decision diamond in AsM decision-making process 

A "Back" decision requires the repetition of one (or more) previous stages in order 

to improve assumptions, accuracy, and completeness of information/data or to 

perform supplementary analyses. It is iterative and enables the continuous 

improvement of the whole process. 

An "End" decision specifies that the AsM decision-making process does not need 

to be further pursued. The process can be ended for numerous reasons: 

A situation which prompted the process does no longer exist or the general 

context has significantly changed. Thus, pursuing the decision-making 

process is not needed anymore. 

There are sufficient information/insights or the situation is rather 

straightforward so that the solution is obvious. A comprehensive decision can 

be made without further analyses. 

It is required to make an immediate decision if it is judged that there is a 

serious emergency and the organisation lacks time to carry out detailed 
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analyses. The decision maker has to sufficiently review the situation in order 

to make sure that the urgent decision would not aggravate the situation. 

Moreover, the analysis process may continue as emergency actions are being 

taken. 

Any other reasonjudged relevant by the management and decision maker. 

It is highly important that the decision to end the process and the rationale behind it 

be duly documented. 

A nContinue" decision involves proceeding to the next stage within the process. 

6.3 .3 Description of the Decision-Making Steps in Asset Management 

6.3 .3.1 Step 1: Setting the framework 

Step 1 involves five stages, detailed in Figure 6.1 . It serves to adequately define the 

analysed issue, the context, alternatives to be considere d, the decision to be made, 

and suggested methodologies to be used. This phase should not be underestimated, 

and may be time consuming. Meanwhile, without a comprehensive preparation 

through this step, the remaining analyses and the resulting decision-making may be 

almost useless or misleading. The work here involves stakeholders, management, 

decision maker, subject matter experts (SMEs) and analysts. 

The detailed description of the first four stages in Figure 6.1 is omitted given that 

they are rather obvious. The stage 5 "Define decision-making framework and 

analysis methodology " outlines how domain-specific analyses are integrated into a 

multidisciplinary framework to support decision-making under uncertainty. In 

general, each specific decision domain may have several analysis methodologies 

available. Various criteria should be taken into account while selecting methods and 
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models such as the criticality of the decision, costs of performing analyses, 

complexity and time to execute, necessary accuracy of the results, etc. 

Asset Management decisions may significantly vary in complexity and criticality. It 

would not be appropriate to apply the same level of sophistication to all decisions. 

Simple, non-critical decisions should be made using the results obtained from 

simpler tools, models or an informed judgementlcommon sense. Critical and 

complex decisions require systematic, rigorous, multidisciplinary, and auditable 

decision-making process (The Institute of Asset Management, 2015a,b). However, 

the use of more complex evaluation approaches, methods and models is relevant in 

circumstances where the complexity of the context and the value of the decision 

justify them, i.e. they should be fit for purpose and provide the knowledgeable 

decision maker with relevant information and insights. 

The selection of evaluation methods and models should also involve a "cultural" 

aspect, i.e. they have to be accepted and trusted by both the stakeholders and the 

organisation' s management. Ultimately, they should be integrated into a structured 

asset management system. To remain relevant, approaches and models have to keep 

pace with the contemporary evolution of organisations, the state-of-the art 

knowledge, as well as the increasingly complex technological systems and business 

environment. 

On the other hand, excessively complex methods, models and solutions may suffer 

from being too difficult to understand by analysts, SMEs and decision makers, 

resulting in the "black box" syndrome which could lead to disinterest, and cause a 

lack of trust. Moreover, the undue complexity of models and methods could create 

the opacity of the overall decision-making process and obscure its true rationale. 

This outcome is potentially risky and may later reveal costly for an effective asset 

management. Meanw~ile, overly simplistic and reductionist models cannot be fit for 
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purpose, and may mislead the decision maker. Consequently, the real challenge is 

to find the right balance between the adequacy of the methods/models used and the 

actual decision-making context and needs. 

To perform analyses related to the complexity, several methods and tools are 

available such as Multi-Agent-Based Models, Cellular Automata and Network 

Analyses. There are also additional complexity-related techniques and methods: 

Data Mining, Scenario Modelling, Systems Theory, Dynarnical Systems Modelling, 

Artificial Intelligence, Neural Networks, Evolutionary Game Theory, Panarchy 

Theory, etc. (NISAC, 2017; NECSI, 2017; KomIjenovic et al., 2016; Rzevski and 

Skobelev, 2014; Sayama, 2015; Zio, 2016; Holling, 2001; Homer-Dixon, 2011). 

It is common practice to use various assumptions in engineering and other analyses 

through the steps of the process. Since they usually have a significant impact on the 

outcomes of those analyses, it is important to reasonably explain and properly 

document them for subsequent studies and sensitivity analyses. 

6.3 .3.2 Step 2: Detailed analyses 

Detailed model 

The second step involves performing the required detailed analyses 

(engineering, risks, and other relevant analyses) . It is mainly carried out by 

subject matter experts (SMEs) and analysts using appropriate methods, 

models and tools suggested and defined in the previous step. This phase aims 

at producing results, inputs and insights as well as formulating 

recommendations for the decision maker. These analyses have to be rigorous, 

systematic, and technically and scientifically sound. 

A more comprehensive model is required to perform all the required in-depth 

analyses, characterise uncertainties, and assess the impact of other relevant 
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influence factors. Figure 6.3 depicts more details regarding the model which 

is referenced as stage 6 in Figure 6.1. 

: QuantificltionTII'pulS 
; frout 
MauI~ 

j • Subject DIIncr 
• cxpen ( MEs) 
1- AnIl)"SI 

takcholdcrs 
RepalOI)' bodits 
Public. etc. 

Figure 6.3. Global model for detailed analyses in RIDM in AsM 

The detailed analyses are basically carried out by analysts and SMEs. 

Additional inputs from other actors in the process may be solicited if required 

(Figure 6.3). 

The model is composed of seven sub-models and is presented on the left side 

in Figure 6.3. Initial research works on this subject are carried out by 

(Komljenovic et al. , 2016). In order to adequately understand the proposed 

methodology, these sub-models and their interdependencies are presented in 

detail in Appendix 6.A. 

These sub-models and their internaI parts interact in a complex manner which 

leads to the behaviour of the whole process that is not obvious from the 

individual behaviour of each sub-model and its parts (Tables 6.A1 and 6.A2). 
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The activities, influence factors, technologies, and constraints depicted and 

modelled in the seven sub-models are complex as far as their internaI 

structure, management and functioning are concerned. They represent a 

complex adaptive system (CAS) themselves. Consequently, this overall 

complexity leads to the opacity of the whole system, and may then breed 

hidden risks due to the presence of unexpected connections and significant 

epistemic uncertainties caused by the lack ofknowledge upon the true state of 

the system. 

Their assembly, countless interactions and interdependence evolve and 

become a complex adaptive system of systems (CASoS). Therefore, the AsM 

of an enterprise may be considered to be an emergent and dynamic 

phenomenon integrating several technological, functional , operational, and 

management layers. It implicates numerous feedback loops reacting to the 

influence of their environment and the behaviour of other sub-models and 

their parts. It generally creates a non-linear, emergent, and adaptive behaviour 

of the whole system. If any of the interacting sub-processes or elements would 

change or experience significant variations, the functioning and performance 

of other elements and the entire system could be seriously altered 

(Kornljenovic et al. , 2016). 

The outputs from the sub-models (or from qualitative informed assessments 

in the absence of models) should be comprehensively aggregated in order to 

provide meaningful and sufficient insights to the decision maker for the 

ulterior deliberation and decision-making process. In fact, the nature of these 

sub-models also integrates relevant decision-making criteria. 

Risk Assessment 

The right side of the model in Figure 6.3 depicts the risk assessment process. 

The details are shown in Figure 6.4. There is a strong relationship between the 

seven sub-models and associated risks. The activities and influence factors 
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presented in these sub-rnodels generate various types of risks which have to 

be assessed. 

For the purpose of this study, risk assessrnent takes into account the overall 

framework defined in the ISO 31000 Standard, namely: 1) establishment of 

the context, II) risk assessment, and III) risk treatment (ISO, 2009a; The 

Institute of Asset Management, 2016). Risk assessment integrates the 

following steps: lIa) risk identification, lIb) risk analysis, and Ile) risk 

evaluation. ISO 55000 also relates to ISO 31000 regarding risk assessrnent 

and management (ISO, 2014a). Step 1 of the global RIDM in AsM co vers step 

1 in risk assessment. Step 2 in the global process and step II are also 

associated, and finally Step 3 and step III go along as weIl. 

Meanwhile, it should be stressed that traditional methods of risk analysis are 

not entirely adequate for complex entities such as AsM. The challenge in risk 

assessment in complex systems sits in their very nature of non-linearity and 

emergent behaviour, uncertainties and opacity of actual interdependencies, 

and interactions of their constituent elernents which are difficult to grasp and 

understand. The aggregation of risks is quite challenging for the same reasons 

since it almost never represents a mere sum of individual risks. 

A traditional view in the risk analysis of an event supposes sorne linearity (a 

timeline and a clear cause-effect dependency) which could be representative 

of the reality to a certain extent. Even if sorne aspects were not reflected in the 

analysis, the identification of protective barriers remains good enough to 

define corrective actions. Today, in most situations, the use of such linear 

approaches and traditional rnethods of risk analysis (e.g. FMECA, FTA, ETA, 

HAZOP, Bow-Tie, What-if, LOPA, etc.) (ISO, 2009b) is insufficient to allow 

for a complete and suitable understanding of the stakes and challenges 

regarding risk analyses in complex systems. (Komljenovic et al., 2017b). 
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Therefore, new methods are needed to understand and model this complexity 

in the risk analyses. Several authors share this point of view and advocate the 

development ofnew approaches (Aven, 2014, 2016a,b; Dekker et al. , 2011 ; 

Cox, 2012; Haîmes, 2017; Harvey and Stanton, 2014; Leveson, 2011a,b; 

Hollangel, 2012; Jensen and Aven, 2018; NISAC, 2017; NECSI, 2017; Pyne 

et al. , 2016; Zio, 2016). In absence of mature methods and models for a 

majority of industries, the risk analysis in AsM should exploit or improve 

existing ones as far as practical. The utilisation of sorne advanced methods of 

risk analysis such as Systems-theoretic accident model and pro cesses 

(STAMP) may be helpful in this regard (Leveson, 2011a,b), Also, in various, 
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mature industries at risk with highly complex installations or systems, e.g. 

nuclear, aviation, one may have a good understanding of risks, and enough 

data to develop adequate risk models (e.g. Probabilistic Risk Assessment -

PRA in the nuclear power industry) (CNSC, 2014a; US NRC, 2011 , 2013). In 

new fields, one might not have a sufficient understanding of the potential risks, 

data or models to adequately assess risks, e,g. nanotechnology, DNA 

modifications, artificial intelligence (Komljenovic et al. , 2017b). For that 

purpose, methods and modelling tools taken from the complexity science 

enumerated earlier may be valuable in characterising risks and improving risk 

assessment in AsM as CAS/CASoS. Research works in this field are at their 

beginnings. 

Accordingly, analysts, SMEs, and the decision maker need to use all available 

information, knowledge and models to grasp and assess risks associated with 

the complexity and make an informed judgement upon their influence on the 

outcomes of analyses in decision-making in AsM. The knowledge of their 

limitations is essential (Apostolakis, 2004; Klim et al., 2011). Failing to 

adequately consider that may likely cause serious consequences for the whole 

RIDM process in AsM. 

Risk assessment in AsM also has to take into account extreme and rare events. 

In today' s modem world, one should understand that those events are more 

likely to occur due to the complexity of assets and operational and business 

environment. It is no longer acceptable to con si der those events as external to 

the design, analysis and operation of contemporary complex technological 

systems and organisations. Epistemic uncertainties are significant there 

(KornIjenovic et al., 2016). It exists a common understanding among risk 

experts that the quantification of the risks of extreme and rare events does not 

allow the "prediction" of accidents and catastrophes. It is basically impossible 

to accurately determine very low probabilities; one could miss several orders 

of magnitude. Instead, the risk assessment is aimed at supporting an effective 
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risk management (Aven, 2014, 2016b; Cox, 2012; Paté-Cornell, 2012). Risk 

assessment and risk management of those events basically involve the 

surveillance of warning signaIs, precursors, and near-rnisses, as weIl as the 

reinforcement of the system (increasing its resilience and robustness), and a 

thoughtful response strategy (Albino et al., 2016; Zio, 2016; Haimes, 2017; 

Jensen and Aven, 2018). It also implies a careful examination of 

organisational factors such as the incentive system, which shape human 

performance and influence the risk of errors (Paté-Cornell, 2012; Kahneman, 

2012). Within this activity, motivational and cognitive biases may generate 

wrong perceptions or irrational thinking, and have a negative impact on the 

outcomes (MontibeIler and Winterfeldt, 2015 ; Kahneman, 2012; Komljenovic 

et al., 2016). Cox (2012) claims that robust and adaptive methods provide 

genuine breakthroughs for improving predictions and decisions in such cases. 

The categories of impact with regard to risk assessment may vary in function 

of the specific context of an organisation. As per common practices, they may 

encompass the following types of impact: a) Safety and health of people 

(workers and public), b) Environment, c) Loss of material goods or other 

physical assets (company' s own or others), d) Financiallosses, e) Increased 

costs of operation and maintenance or delays in a project schedule, f) Loss of 

reputation and deterioration of the image of the enterprise, etc. 

The levels of gravity of the impact should also be tailored to the specific needs 

of the analysis such as I) Catastrophic, II) Severe, III) Major, IV) Minor, or 

any other meaningful scale expressed in relevant measurable units ($, % of 

production loss, number of production days lost, etc.). 

The same applies to the categories of likelihood. They should be defmed in 

accordance to the needs of the analysis, as weIl as per usual practices in 

enterprise risk management. The scale may be either descriptive (in the 

absence of reliable data) or numerical (where pertinent data are available). 

Estimating likelihood is also a challenging task in complex systems. Several 
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authors highlighted it, including the need to elaborate new risk analysis 

approaches for complex systems. Characterising impacts and likelihood 

enables the construction of corresponding risk matrices which assist a risk 

analysis (item lIb above). Risk acceptance levels should be defined at the 

enterprise level for allowing risk evaluation (item Ile above). 

Strength of background knowledge 

Before and during detailed analyses in Step 2, it is highly important that the 

participants evaluate their strength of background knowledge with regard to 

the issue/phenomena analysed. Given the opacity of complex systems, this is 

particularly important when analysing such systems. Sorne scholars consider 

this element very important in the risk analyses (Aven 2014, 2016a,b; 

Askeland et al., 2017). Background knowledge also includes undocumented 

data, information and beliefs, with the latter articulated as assumptions 

(Askeland et al. , 2017). A weaker knowledge basis introduces more 

uncertainties ln analyses and causes a lower confidence regarding their 

outcomes. 

In the context of health and safety, Health and Safety Executive (HSE) in the 

United Kingdom utilise the factor of gross disproportion in their cost-benefit 

analysis (CBA) to compensate for uncertainties and ensure sufficient margins 

of both safety and operations. HSE have not formulated any algorithm which 

can be used to determine, in any case, when the degree of disproportion can 

be judged as ' gross. ' The judgement is made on a case-by-case basis. 

However, they use a mIe of thumb stating that a factor of up to 3 (i.e. , costs 

three times larger than benefits) would indicate risks to workers; a factor of 2 

would indicate low risks to members of the public, and a factor of 10 would 

indicate high risks. Moreover, HSE suggest performing sensitivity analyses to 

further grasp the impact of uncertainties, and to assess the robustness of the 

CBA' s outcomes (HSE, 2017). 
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The current study extends the requirement to consider the strength of 

knowledge to all specific analyses in the seven sub-models performed for the 

AsM decision-making process depicted in Figure 6.3 , inc1uding risk 

assessment (Figure 6.4). A stronger knowledge basis means fewer epistemic 

uncertainties and higher confidence regarding the obtained results, and vice­

versa. This fact has to be taken into account in the deliberation and final 

decision-making (Step 3) by providing sufficient operating, management and 

safety margins in order to compensate for epistemic uncertainties. 

A qualitative scale for the strength of the knowledge basis is proposed in this 

research: weak, satisfactory (moderate), and strong. A similar sc ale is 

suggested by Askeland et al. (2017) . 

In summary, the proposed detailed model allows to define and characterise the 

following features: 

• Identifying and mappmg the type and strength of the connections 

between the sub-models and their parts, as well as the degree of their 

complexity. Generally, this activity also allows to identify uncertainties 

(particularly epistemic ones) within the sub-models. A higher degree of 

complexity typically corresponds to larger epistemic uncertainties. 

These uncertainties and a lack ofknowledge may likely create an overall 

opacity in the systemlprocess, and could obscure precursors/low level 

intensity events/warning signals/near-misses pointing out to the likely 

occurrence of extreme, disruptive events. In many regards, the 

CAS/CASoS are opaque and their behaviour is hardly predictable. Risk 

assessment in those systems is more difficult and requires new methods 

and paradigms because traditional methods are not entirely adequate for 

this purpose (Haimes, 2017; KornIjenovic et al., 2016; Jensen and Aven, 

2018; Aven, 2014, 2016b; Katina et al. , 2014; NISAC, 2017; NECSI; 

2017; Hollangel, 2012; KornIjenovic et al. , 2017b; Leveson, 2011a,b; 

Zio, 2016). 
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• Identifying and understanding the risks of extreme and rare, but 

plausible events (natural and human-made) which may seriously affect 

an organisation's performance or even endanger its existence. 

6.3.3.3 Step 3: Deliberation, decision-making, communication, and 

implementation 

The third step of RlDM in AsM is mainly performed by the decision maker, 

supported by SMEs, analysts, and stakeholders. This step is rather qualitative aiming 

to grasp aH relevant insights for a satisfactory decision-making. This step is 

presented as the stages 7 and 8 in Figure 6.1 , and involves a high-Ievel analysis and 

deliberation. The decision maker has to make a comprehensive usage of the 

outcomes of various quantitative analyses with the level of detail appropriate for the 

decision to be made, and to integrate other relevant influence factors often intangible 

and hardly quantifiable as discussed above. A similar approach is used in certain 

practices in risk analysis and management (NASA, 2010; EHiott, 2010, Aven, 2014, 

2016a,b). 

An organisation, through the RlDM process, gives the decision maker the authority 

and responsibility to make critical decisions. While the ultimate responsibility for 

alternative selection belongs to the decision maker, their evaluation can be 

performed within a number of deliberation forums which may be held before the 

final selection is made. As discussed above, the decision-making is supported by 

relevant results of appropriate quantitative and qualitative analyses performed by 

analysts and SME. They have to provide a comprehensive compilation of insights 

and information sufficient for the decision-making. AH relevant interdependencies 

ought to be taken into consideration (see Tables 6.AI and 6.A2). 
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The final decision in AsM can be made only after a deliberation takes place (that is 

one of the differences between a risk-informed rather and risk-based process). 

Deliberations are necessary because there may be aspects of the particular decision 

that cannot be considered in a formaI way or through modelling (Tuler and Webler, 

1999; NASA, 2010; Shattan, 2008; Elliott, 2010; Stamatelatos et al., 2006; 

Apostolakis, 2004). Sorne discussion in this regard is presented in previous sections. 

The analytic deliberation, then, is a structured deliberation among those people 

interested and affected by a decision, such as management, decision maker, 

stakeholders, SME, analysts, etc. The deliberation process should imply enough 

members to achieve a "critical mass" of knowledge, interest and motivation. The 

members should be selected on a case-by-case basis. The Analytic Deliberative 

Decision-Making Process (ADP) was developed at MIT, and has been used to study 

various decision-related problems (Elliott, 2010). It is useful for making decisions 

when there is adequate time for analysis and collective discussion. Deliberations can 

be formaI or informaI, and may lead to the conclusion that none of the original 

alternatives is acceptable. The ADP is not appropriate for real-time decision-making 

(Elliott, 2010). To be mutually supportive, analysis and deliberation have to be 

integrated and iterative. 

It is important to understand that deliberations do not delegitimise the use and 

importance of scientific understandings and various quantitative analyses. The 

insights gained from Step 2 may eventually lead to the formulation of additional 

decision alternatives, in which case one should go back to Step 1 as indicated by the 

feedback loop (decision diamond in Figures 6.1 and 6.2). If the deliberation 

concludes that the original decision alternatives were satisfactory, then a decision is 

made and documented. The options (alternatives) from Step 1 are evaluated and one 

of them is selected. Relevant analysis, in quantitative or qualitative form, 

strengthens the knowledge base for deliberations. Without good analyses from 
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Step 2, deliberative processes can lead to agreements that are unwise, misleading, 

or not feasible . 

There are no algorithms developed to perform deliberations before decision-making. 

However, the following principles should be taken into account while conducting 

them in the AsM context: 

Human performance: Several authors argue that we cannot assume that human 

decision-making is always rational. In such situations, cognitive and 

motivational biases are likely to occur in the decision-making process. Those 

biases could negatively affect the desired outcomes (Kahneman, 2012; 

Montibeller and Winterfeldt, 2015; Paté-ComeIl, 2012). It adds to the overall 

complexity of the operational and business environment, and may ultimately 

create favourable conditions for the occurrence of extreme and disruptive 

events in a system through an induced fragility . It is necessary to take into 

account the actual structure of the organisation its advantages, constraints and 

limitations, and its impact on the strategy of AsM. Therefore, these aspects 

have to be accounted for in deliberations and decision-making. 

The overall comprehensive assessment and analysis by a decision maker is 

rather qualitative, and based on aIl relevant inputs. The results obtained from 

quantitative assessments (risk and other models) represent a very strong 

guidance in decision-making, but they are not a defmite panacea. These 

analyses are chiefly model-based and fact-based, but the decision maker 

should also offer a value-based approach (Hans son and Aven, 2014; Askeland 

et al. , 2016). It is up to the decision maker to adequately commensurate the 

importance, weight and limits of quantitative inputs. This overall analysis has 

to go beyond the results of quantitative analyses. 
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Deliberations should atm at graspmg the overall picture, key 

interdependencies and relationship between the main influence factors 

(Figures 6.1,6.3,6.4. Tables 6.Al and 6.A2). The total business impact should 

be considered by balancing short and long term goals and strategies of the 

organisation, and align with "Line-of-sight" which translates organisational 

objectives into AsM policy, strategy and objectives. 

The decision maker, with the help of SMEs, analysts, management, and 

stakeholders should properly identify and evaluate the importance of 

intangible or unquantifiable influence factors for a final decision-making. 

These are "soft issues" which are often hard to grasp, understand and integrate 

into the final decision-making. 

The strength ofknowledge ofthe analysts and subject matter experts involved 

should be qualitatively assessed, and taken into account in the final decision­

making (Hansson and Aven, 2014; Aven, 2014, 2016a; Askeland et al. , 2016). 

Weaker background knowledge asks for extra compensation margins due to 

larger epistemic uncertainties. 

The complexity of the constitutive parts, influence factors, their 

interdependence and relationship in AsM, as weIl as the operational and 

business environment should be properly understood and assessed (Tables 

6.Al and 6.A2). The assumption of the independence and linear behaviour of 

these factors are most likely no longer applicable in such a context. The right 

understanding of this aspect is of chief importance for adequate decision­

making and management (Stacey and Mowles, 2016, Kom1jenovic et al. , 

2016; Efatmaneshnik et al., 2016). 

One of the possible ways of coping with the complexity in AsM in a general 

sense consists in tailoring and expanding the concept of Camplex System 

Gavernance (CSG) . !ts generic framework has been developed at the Old 
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Dominion University, Norfolk, VA, USA. The CSG is an emerging field 

aiming to develop control, communication, coordination, and integration 

functions necessary to produce and sustain desirable levels of system 

performance in complex systems. It is defined as the design, execution, and 

evolution of the metasystem functions necessary to pro vide control, 

communication, coordination, and integration of a complex system. The 

proposed reference model with conceptual foundations is based on the system 

theory and management cybemetics (Keating et al. , 2014; Keating and 

Bradley, 2015; Keating and Katina, 2016). 

Pyne et al. (2016) further explore concepts, methods, and tools that may help 

managers to cope with constantly increasing complexity issues. They use the 

CSG and the System Thinking to propose a framework enabling managers to 

betler handle the complexity which is a "new normal " in the contemporary 

business world. The authors argue that effective problem solving in complex 

domains needs a different level of "more systemic" approaches capable of 

matching the uncertain, complex, and dynamic behaviour which characterise 

today' s context. The authors explore the challenges in moving the CSG from 

the theoretical/conceptual formulation to practice. 

The potential adaptation of the CSG to AsM specificities should be further 

studied in areas where it could help in determining how to deal with the 

constantly increasing complexity of the operational and business environment. 

Methods of multi-attribute decision-making (MADM) or multi-criterion 

decision-making (MCDM) may be useful while performing deliberations and 

decision-making. Any MADM may be used, and there are many mature 

methods available (Analytic Hierarchy Process - AHP, Fuzzy AHP, 

ELECTRE, PROMETHEE, VIKOR, Multi-attribute utility theory - MAUT, 

etc.) . Meanwhile, it is important to recognise the strengths, weaknesses, and 

limits of those methods in order to use them adequately. There are plenty of 
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high-quality contributions in the 1iterature regarding this topic (e.g. Parnell et 

al., 2013). The outputs ofthese methods help a decision maker to make a final 

decision. Nevertheless, these methods and their results should be perceived as 

a structured guidance and support of the analysis docurnenting the reasoning 

behind the analysis. In the end, the machines/models do not make decisions -

hurnans do 

It is worth highlighting that classical MADM methods have very limited 

capabilities in capturing and characterising complexity. New research works 

are needed to elaborate new approaches and overcome this weakness. 

Key uncertainties (especially epistemic ones) have to be identified, mapped 

and assessed. Basic principles in treating and managing them at this stage of 

AsM decision-making are the following: 

Case 1. Aleatory (or dominantly aleatory uncertainties) - usually present with 

well-defined technological systems that an organisation is capable to 

efficiently control; traditional scientific/engineering methods and models of 

analysis may deliver adequate insights (e.g. sub-model 2). 

Case 2. Dominantly epistemic uncertainties where an organisation has a 

capacity to strongly influence the environment without having the ability to 

exercise a strong control (enterprise-Ievel activities and internaI organisational 

structure and functioning): the complexity is fairly present here and 

quantitative models or qualitative assessments based on the complexity theory 

may be helpful. Decision-making and management of these elements should 

be based more on the concept of agility, resilience, and robustness of the 

organisation in order to offer a better flexibility and efficiency, and 

compensate for the emergent behaviour of the whole system (Komljenovic et 

al., 2016) (e.g. the sub-models 3, 4, 5, 7). 

Case 3. Predominantly episternic uncertainties where an organisation does not 

have the capacity to strongly influence or control the environment (aIl external 
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influence factors relevant to AsM): the complexity clearly prevails here, and 

the risk of extreme, disruptive events is relatively high. The quantitative 

models or qualitative assessment should capture it. Those models may use 

methods related to the complexity science. Decision-making and management 

of these elements should also be based more on robustness, resilience, and 

. "antifragility" in order to offer a betler · flexibility and efficiency, and 

compensate for surprising (emergent) events and behaviour. This approach 

represents a part of a continuous improvement. Sorne authors even advocate 

the concept of "anticipatory" systems where organisations foresee and avoid 

shocks and perturbations, and seize opportunities from them when pertinent 

(Albino et al., 2016). The AsM strategy should enable the survival of the 

organisation in the case of extreme shocks/perturbations from both the internaI 

and external environment (Komljenovic et al. , 2016) (e.g. the sub-models 1 

and 6). 

Risk treatment 

Risk treatment measures (Step III above) are not discussed in detail here since 

they depend on the type of organisations, and should be tailored to the specifie 

context of the organisation, which should have established its risk acceptance 

levels. The general principles of robustness, resilience, and continuous 

improvement (learning organisation), and the concept of "As Low as 

Reasonably Practical-ALARP" apply (Aven, 2014, 2016a; Cox, 2012; HSE, 

2017; Paté-Cornell, 2012; Rzevski and Skobelev, 2014). Ifthe activities of an 

organisation show a potential of large scale disruptions or represent a public 

risk of global harm, it is worth examining whether the principle of precaution 

(PP) should apply (Taleb et al. , 2014). If so, those analyses should be duly 

performed and documented, and conclusions should be drawn. The 

requirements of Business continuity management (BCM) such as a maximum 

tolerable period of disruption (MTPD) and a minimum business continuity 
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objective (MBCO) should be taken into consideration (Komljenovic et al. , 

2016). 

A few other aspects have to be considered while analysing risk reduction 

measures: 

• Allowable "Time-at-risk" (ATR): it represents the time a 

system/installation is allowed to operate in a degraded condition before 

implementing temporary or permanent corrective measures. In the case 

of high-risk levels, the ATR is very short. 

• The weight of the CostIBenefit Analysis (CBA) argument: its weight 

decreases with increasing risks, i.e. in the case of high levels of risks its 

importance is small in defining relevant risk reduction measures. 

• Integral risk picture: it is necessary to consider the overall risk portrait 

and interdependencies between various types of risks to ensure that risk 

reduction measures do not generate new risks or increase existing ones 

elsewhere. Measures that reduce several types of risks should be 

favoured. 

• Background knowledge and uncertainties: conservative approaches are 

required in the case of weak background knowledge and larger 

uncertainties regarding the analysed risk, and vice-versa. 

Communication and implementation 

Once deliberations are completed and the [mal decision is made and 

accordingly documented, the organisation has to provide the necessary 

resources to implement it. This activity may be carried out as part of regular 

activities or as a specific distinct project, using internaI or external manpower. 

This orientation depends on the scale and size of the activities to be carried 

out, as well as on the internaI governing mIes of the enterprise. Key 

stakeholders have to be informed. 
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Thus, with the main elements of the RIDM in AsM defined, an enhanced 

decision-making framework becomes available, which will be illustrated next 

through a case study. 

6.4 Case Study 

This case study illustrates the application of the proposed methodology depicted in 

Figures 6.1 , 6.3 and 6.4, and described in Section 6.3. It was developed for a 

particular circumstance in the nuclear power industry. Decision-making concerns 

aspects related to operations and maintenance, shutdown and outage strategy, and 

life cycle value realisation, discussed at the beginning of Section 6.3 .1. 

The nuclear power industry is a complex but mature sector at risk with a very strong 

knowledge basis. It belongs to the so-called High-Reliability-Organisations 

(Leveson, 2011a). The plant staff and technical managers are highly qualified with 

strong technical skills and knowledge. For sorne employee categories, there is a very 

rigorous licensing process managed by the relevant regulatory body (e.g. shift 

supervisor and first operator of the control room). This way, uncertainties and risks 

related to the strength of knowledge (or lack of) are greatly minimised. 

The sophisticated methods and models are mature and available for deterministic 

and probabilistic analyses validated through a strict quality assurance program. 

There are also extensive industry-wide networks of information exchange accessible 

(at the national and international levels) which support an efficient continuous 

improvement program. Moreover, the nuclear power industry is heavily regulated. 

This aspect also significantly contributes in minimising the risks related to their 

operations. The application of the three-step RIDM methodology in AsM is depicted 

below. 
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6.4.1 Step 1: Setting the framework 

This section describes the stages 1.1 - 1.5 which are part of Step 1 (Figure 6.1). 

Possible design modification strategies in a Canadian CANDU nuclear power 

plant's emergency core coo1ing system (ECCS) are analysed. The ECCS is one of 

four special safety systems in CANDU nuclear power plants. The conception ofthis 

system is fairly complex. It functions in three phases after its initiation. They consist 

of a) high pressure, b) mid-pressure, and c) low pressure phases (including 

associated components and equipment) with corresponding involvement of control 

logic, instrumentation, and various support systems (air, electricity, water) 

(Figure 6.5). It is credited as a key mitigating system in numerous nuclear accident 

scenarios (e.g. Large Loss of Cooling Accident - LLO CA, Small Breaks in the 

Primary Circuit, End Fitting Failure, Loss of Forced Circulation to name a few). 

This system is subject to strict regulatory performance requirements and scrutiny. 

Its minimum allowable performance standards shall be defmed by the regulator and 

operators, and properly referenced in the Safety Report and the Operating Policies 

and Principles (OPP). For example, the ECCS shall be designed and operated in 

such manner that its unavailability is less than 1E-03 year/year (AECB, 1991 ; 

Canteach, 2017). 

In this study, the RIDM methodology in AsM is applied to determine the best 

strategy in order to implement the necessary correction measures regarding a 

weakness in the design discovered in the ECCS during an operators' training 

preparation. 

Throughout the phase of mid-pressure ofthe ECCS, water is drawn from the dousing 

tank (red arrow in Figure 6.5). The two pneumatic valves (PV) should close at the 

end ofthis stage before initiating a long-term low-pressure phase (blue rectangle in 

dashed line in Figure 6.5). Previously, it was understood that those valves were 
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redundant for the closure. However, operators discovered that they are not. Failure 

to close one of the two valves leads to the aspiration of air into the ECCS pumps 

(blue oval dashed line in Figure 6.5), and consequently results in their failure. Thus, 

the function of the ECCS low pressure cannot be fulfilled, and the system fails its 

mission. Such a situation violates the basic safety principle stating that the ECCS 

design shall have sujJicient redundancy such that no fai/ure of any single component 

of the systems can result in its impairment to an extent that the system will not meet 

its minimum allowable performance standards under accident conditions (AECB, 

1991). This requirement is based on the basic requirements of the defence-in-depth 

philosophy which is one of the key pillars of the safe operation of nuclear power 

plants (IAEA, 1996). As such, the situation was rather complex, and could not be 

tolerated on a permanent basis. Adequate corrective measures were required, 

although the failure of the ECCS during the Large Loss of Coolant Accident 

(LLOCA) as the worst case scenario is a situation analysed in the Safety Report. 

This report details aIl required deterministic analyses which demonstrate that the 

plant is back to a safe state following such an accident, even if it represents a 

significant challenge for operators (CNSC, 2014b). Safety Report is one of the key 

documents in support of the PROL (Power Reactor Operating Licence). 

lnitially, operators tested various manoeuvring scenarios aiming to avoid the loss of 

the system through operational procedures, but the time available to do it revealed 

insufficient. Afterwards, an analysis of possible design changes in the ECCS was 

performed. The whole process has involved the following participants: 

Lead analyst: Risk and reliability engineer 

Decision maker: ChiefNuclear Officer/Nuclear Generation Station Manager 

Operation: Shift Supervisor and First Operator the Control Room (two 

members) 

Maintenance: Maintenance engineer 
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Subject matter experts (SME): 

• Nuclear Safety: Nuclear safety engineers (operational safety, emergency 

operating procedures' specialist, and nuclear safety analyses: four 

members); 

• Reliability: Plant reliability engineers and probabilistic risk analysis 

specialists (three members); 

• Engineering: ECC System Engineer and an engineer responsible for the 

design modifications (two members) . 

AIl the people involved had many years of relevant experience in their respective 

field of expertise. Among stakeholders, one finds the management of the enterprise 

and the regulatory body, Canadian Nuclear Safety Commission (CNSC). 

Following an overall review of the situation carried out by the plant management 

and knowledgeable experts, the retained solution consisted in installing two other 

pneumatic valves in series with the existing ones (red rectangle in solid lines, 

Figure 6.5). This way, an adequate redundancy would be ensured, and no single 

equipment failure could cause the impairment of the system. Given the strict 

performance requirements for the ECCS, the engineering work, testing, and 

procurement of required equipment represented a cumbersome and lengthy process 

(roughly one year in total). It should also be highlighted that the studied plant was 

going to undergo a major refurbishment project three years later, aiming to extend 

its useful life for another 30 years. The acceptance of the solution also involved 

thorough discussions with the Regulatory Body. 

Three modification options were proposed to the Regulatory Body: 

Option 1: PV installation during a 6-week specifie shutdown foreseen 

uniquely for installing the PV two years before the refurbishment. Considering 
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engineering work and procurement delays, it represents one year of "time-at­

risk" before the installation; 

Option 2: PV installation during a planned shutdown one year before the 

refurbishment. The installation of the PV extends the planned shutdown state 

for approximately two weeks. It represents two years of "time-at-risk"; 

Option 3: PV installation during the refurbishment. This activity would not be 

on the refurbishment critical path. It represents three years of "time-at-risk". 
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The context represents a complex decision-making situation in AsM. This decision 

can be tackled using the RIDM methodology presented in Section 6.3. The 

methodology has been tailored to better fit the actual circumstance. Figure 6.6 

presents the decision-making criteria obtained through the analysis and discussions 

among the participants mentioned above. These decision-making criteria are 

associated with the sub-models depicted in Figure 6.3. There are five groups of 

decision criteria considered (Figure 6.6), and associated to generic the sub-models 

shown on the 1eft side in Figure 6.3. Sorne decision criteria are further detailed in 

their sub-criteria. For example, the main criterion 1) "Nuclear Safety Requirements" 

involves three sub-criteria: a) requirements regarding deterministic analyses, b) 

requirements regarding probabilistic analyses, and c) risk impact. The risk impact 

includes three relevant categories of risks for this analysis: i) Radiological Risk to 

Public at a Design Basis Accident (DBA), ii) Severe Accidents Risks, and c) Risk 

of Negative Impact on Safety. 

6.4.2 Step 2: Detailed analyses 

The impact of each decision criterion and sub-criterion listed above is evaluated 

using relevant quantitative and qualitative analyses. The complexity of the decision­

making context increases knowing that the above criteria are not entirely 

independent. Tables 6.1 and 6.2 present the characteristics and interdependencies of 

the criteria as per the descriptions in Tables 6.A1 and 6.A2. The interdependencies 

among them are of various types in accordance with the aspects labelled in Tables 

6.A3-6.A10. These outcomes are important for the deliberation to be carried out in 

the next step. 

For example, in Table 6.1 , the main criterion 1) "Nuclear Safety Requirements" has 

a high levei of complexity (HCS for attribute K), it is both internaI and external to 

the organisation (EXTLIINTL for attribute B), its changes have a strong impact on 
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the AsM Œ! for attribute D), its duration ofthe impact is very long given that those 

attributes do not change frequently (Vlod for attribute H), its pace of change is 

typically slow and known in advance since plant operators also take part in any 

changes made to those requirements Œ! for attribute F), and fmally, its 

precursor/warning time is long because of slow changes and involvement of plant 

operators in this activity (Lm for attribute G). 

Example for Table 6.2 regarding the same criterion 1) Nuclear safety requirements: 

it has a high (H) or moderate to high (MIH) impact on other criteria (attribute C). It 

has a policy and societal interdependency with the criteria 2 and 3 (IV, VI for 

attribute E), all type of interdependencies from Table 6.A6 with the criterion 4 (I, 

II, III, IV, V, VI for attribute E), and an informational and 

policy/procedural/functional interdependency with the criterion 5 (II, IV for 

attribute E). 
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Figure 6.6. Risk-informed decision-making in the case study 
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Table 6.1. Characteristics of main decision criteria 

Pace of change in 

Type of Impact of changes in characteristics of 

environment constituent elements on 
Likely duration constituent elements (F) 

Levelof (B) AsM (D) 
of the impact (H) 

Precursors/Warning time 
complexity (K) (G) 

... 1. Nuclear Safety Es = HCS EXTLIINEL St Vlod ~ Requirement/Impact e Lgw 
~ 
-; ... 2. Regulatory Es = MCS ~ requirements EXTL St Vlod 
= Lgw .<::: ... 
'" = 3. Cost-Benefit Es 0_ 

MCS EXTLlINEL U< Aspect Mo to St Vlod --= Lgw 
0 ï: EXTLlINEL ~ 4. Organizational Efto Es ... ï: ConstraÏnts 

MCS Mo Medd 
u MdwtoLgw = 0 .r;; 5. Return of EXTLlINEL Es ·ü 
~ Operating WCS Mo Shodd to Medd 
Q Experience (OPEX) Lgw 
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Table 6.2. Interdependencies between main decision criteria 

Decision Attributes (C) and Decision criterion/Constitoent e1ement (A) 
criterion/Constituent (E) 1. Nuclear Safety 2. Regulatory 3. Cost-Benefit 4. Organizational 5. Retorn of Operating 
e1ement (A) Requirements/ Requirements Aspect Constraints Experience (OPEX) 

Impact 

1. Nuclear Safety Level of impact 

j Requirements/ between constituent H M!H M!H M!H 
Impact elements (C) 

Type of 

1 

interdependence IV, VI IV, VI 1, li, Ill, IV, V, VI II, IV 
(connection) (E) 

2. Regulatory Level ofimpact 

1 1 

Requirements between constituent H M!H M!H M 
elements (C) 

Type of 

1 1 

interdependence IV, VI IV, VI 1, II, III , IV, V, VI II, IV 
(connection) (E) 

3. Cost-Benefit Aspect Level of impact 

1 t between constituent NIL NIL M!H LIM 
elements (C) 

Type of 

1 1 

interdependence II, IV, V II, IV, V 1, II, III , IV, V II, IV, V 
(connection) (E) 

4. Organizational Level of impact 

1 

Constraints between constituent NIL NIL M!H LIM 
elements (C) 

Type of 

~ interdependence li, IV, V, VI li, IV, V,VI 1, II, 1II, IV, V 1, li, 1II, IV, V, VI 
(connection) (E) 

5. Retum ofOperating Level of impact 
Experience (OPEX) between constituent M M M!H M!H 

elements (C) 

Type of 
interdependence II, IV II, IV II, IV, V 1, li, III, IV, V, VI 
(connection) (E) 
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The overaIl ranking of the decision criteria and sub-criteria was performed using 

Analytic Hierarchy Process (AHP) (Saaty, 1990). The AHP theoretical background 

is not presented here given that it is an MCDM method which is mature and weIl 

documented in numerous high quality references and examples. Table 6.3 presents 

the results. 

Table 6.3. Ranking of decision criteria and sub-criteria 

Criterion Second order criteria 

1. NucIear Safety Requirements 

1.1 Detenninistic analyses 

1.2 Probabilistic analyses 

1.3 Risk Impact 

2. Regulatory Requirements 

2.1 Defence-in-Depth 

2.2 Special Safety System unavailability limits 

2.3 Safety Margins 

2.4 Safety Objectives 

3. Cost-Benefit Aspects 

4. Organisational constraints 

4.1 Unplanned shutdown 

4.2 Procurement constraints 

4.3 Manpower constraints 

5. Return of Experience (OPEX) 

5.1 InternalOPEX 

5.2 External OPEX 

Weight 

36.1 % 

40.0% 

40.0% 

20.0% 

36.1 % 

34.7% 

24.6% 

20.4 % 

20.4 % 

15.8 % 

7.2% 

25 .0% 

50.0% 

25.0% 

4.8% 

75.0% 

25.0% 

The results show that the criteria 1 and 2 have the highest ranking (weight) of36.1 % 

each, and both represent a total weight of 72.2 %. This outcome goes along with the 

general philosophy in the nuclear power industry where nuclear safety has a 

prevailing importance in the decision-making. 
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Once all the characteristics, interdependencies, and decision criteria ranking are 

completed, the analysis continued with a detailed assessment of three options 

against the decision criteria and sub-criteria (Figure 6.6). 

The main details regarding the importance and limits of the probabilistic risk 

assessment (PRA) insights in the decision-making process (Criteria 1 and 2) are 

presented. Its results provide the risk level assessment required to establish an 

allowable "time-at-risk" (within the "Nuclear safety requirements" and "Safety 

Objectives" within "Regulatory requirements" in Figure 6.6). It should be stressed 

that the PRA input is one of the key influence factors in the [mal decision-making. 

The probabilistic risk assessment (PRA) or probabilistic safety assessment (PSA) is 

a sophisticated risk evaluation technique. In the nuclear power industry, it consists 

in a comprehensive and integrated assessment of the safety (or risk) of a nuclear 

reactor facility (CNSC, 2014a). The assessment involves the probability, 

progression, and consequences of equipment failures or transient conditions to 

derive numerical estimates that provide a consistent measure of the risk of the 

reactor facility, as follows : 

In a level 1 PRA, the sequences of events that may lead to the loss of the 

reactor' s core structural integrity and massive fuel failures are identified and 

their probabilities are quantified. 

In a level 2 PRA, the level 1 PRA results are used to analyse the containment 

behaviour, evaluate the radionuclides released from the fuel failures, and 

quantify the releases into the environment. 

The process allowing to fully assessing the level 2 PRA is typically a three-tier 

approach which progressively leads the assessment into additional detaillayers. The 

evaluation includes the grouping of event sequences to provide risk estimates of 
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Severe Core Damage, Large Releases, Small Releases, Wide-spread Fuel Damage, 

etc. for the at-power and shutdown states. The PRA is typically structured into 

operational assessment models for various Plant Damage States (PDS). For 

example, PDSO, PDS 1 and PDS2 represent Severe Core Damage Frequency 

(SCDF). In this study, the risk quantification is limited to Severe Core Damage 

Frequency (SCDF) and Large Release Frequency (LRF) assessment as a metric for 

the risk increase in the full power state. The results obtained are presented in 

Table 6.4. The PRA results show that the decrease of risk resulting from a PV 

installation quantified by both metrics (SCDF and LRF) is relatively small. With 

and without PV, the values obtained are inferior to the corresponding quantitative 

safety limits of 1E-04 for SCDF and lE-OS for LRF (CNSC, 2009; US NRC, 2011). 

These safety limits or safety objectives are integrated within "Regulatory 

requirements" in Figure 6.6. Based on the quantitative PRA results only, the design 

modification may not seem justifiable given that the risk levels are below the 

quantitative safety limits. Thus, the RIDM process (Figures 6.1, 6.3 and 6.4) was 

used to identify all other relevant fundamental insights necessary to make a final 

decision (Figure 6.6, Table 6.3). The criteria such as "defence-in-depth" and 

"absence of a single point of vulnerability" (AECB, 1991) emphasised the necessity 

to install the PV in order to meet regulatory requirements, and to comply with the 

fundamental safety principles. 

Table 6.4. PRA quantification results with and without PV installed 

~SCDF 

Metric 
With PV Without PV 

LlLRF 
installed (y/y) installed (y/y) 

(increase) 

Severe Core Damage Frequency 3.83E-05 4.0lE-05 1.80E-06 
(SCDF) 

Large Release Frequency (LRF) 9.47E-08 1.22E-07 2.73E-08 

The uncertainties are mostly related to the limits of the model, the assumptions 

made, as well as the quality of the data. Sensitivity analyses were performed to 
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assess the impact of those uncertainties. These analyses showed that the safety 

objectives are always met. 

Thus, the results of the PRA show the compliance with quantitative safety limits, 

but were unable to demonstrate regulatory compliance with regard to the "defence­

in-depth" and "absence of a single point of vulnerability" requirements. Detailed 

analyses and deliberations were carried out by the decision maker, plant 

management, SMEs, and the analyst in order to integrate insights regarding the 

decision criteria depicted in Figure 6.6, and Tables 6.3 and 6.4 in order to identify 

the most favourable option. 

The ranking of the options for each decision criterion and their overall ranking is 

presented in Figure 6.7. The AHP was used again to complete this analysis. The 

vertical axis shows the weight of each option against each decision criterion and the 

overall weight. 

7O.0~ 

6O.0~ +-------------1 

5O.0~ +-------------1 

.; 4O.0~ +---------___ .._- -1 
~ 
Il 
j< .. 
'g 3O.0~ 

! 
lO.O~ 

lO.O~ 

1. ~.lNtr Slf.!)' 2. RtpIolorr J. Co,,·B •• 1It 4. OrpllizadouJ $. R ...... of Orenl nÛÛIII of R ........ t. 1.......... A..... coo.llnlo" Exprri_. iii • .,do • • 
«(l'EX) 

MIiII dedsioll Clitt'11oa 

Figure 6.7. Final ranking of the options 

IZIOp tioo 1 

mOptioo 2 

DOptioo 3 



200 

For example, following a detailed Cost-Benefit Analysis (CBA), the Options 1 and 

2 showed a negative NPV (Net Present Value), and the Option 3 had a positive NPV. 

The Option 3 was also the most favourable regarding the criterion 4) 

"Organisational constraints." A sensitivity analysis was performed for the criteria 

where the option 3 did not dominate (1 , 2 and 5) in order to verify the robustness of 

the solution. This analysis showed that the solution is robust given that the change 

in the final solution follows only after a very large modification of the weight of 

those criteria. 

6.4.3 Step 3: Deliberations, decision-making, communication, and implementation 

The Option 3 (installation during the refurbishment of the plant) was retained after 

deliberations and discussions among the members. The strength ofknowledge of all 

the participants was evaluated as very strong, as per the rationale presented above. 

AlI relevant factors, including the complexity of the overall context and the results 

of various technical, uncertainties, and economic analyses were factored in. Since 

the "time-at-risk" was three years for that option, it was judged acceptable. The 

above process was used to build a final safety and business case, and to obtain 

regulatory approval for the proposed strategy. The Regulator body was informed 

upon the final decision through the official communication channels. It approved 

the proposed solution, and the PV s were installed three years later. It should be 

highlighted that the other CANDU plants have completed this installation through 

other design modification projects (Criterion 5 regarding external return of 

operating experience). 

6.5 Conclusions 

This paper introduces a holistic three step Risk-Informed Decision-Making (RI DM) 

as a structured and rational decision-making methodology in AsM considering it as 
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a Complex Adaptive System (CAS) or a Complex Adaptive System of Systems 

(CASoS). It takes into account the complexity of the assets, the operational and 

business environment, and the internaI structure of the organisations. The 

methodology systematically integrates several other aspects which have an impact 

on the final outcomes such as the associated risks (including risks of extreme and 

rare events), results of various quantitative and qualitative analyses, cost-benefit 

analysis, impact of the intangible influence factors, and strength of knowledge of 

participants involved in the analyses, deliberations, as weB as decision-making. 

In such a decision-making process, insights from quantitative models are rather 

important. However, the study shows that they do not constitute a sufficient base of 

information to address complex issues in asset management. Those tools are usually 

unable to capture intangible influence factors (e.g. non-quantitative regulatory 

requirements) which may become dominant in a final decision-making process. 

The case study carried out at a CANDU nuclear power plant illustrates the 

applicability of the methodology. It also demonstrates the limits of the inputs 

resulting from quantitative analyses. For example, the insights from the Probabilistic 

Risk Assessment (PRA) tool were insufficient to demonstrate both the regulatory 

compliance and the compliance with fundamental safety principles in the case of a 

major activity related to the installation of additional equipment within the 

Emergency Core Cooling System. It confirmed the compliance with the quantitative 

safety limits, but was not able to show the acquiescence with the requirements of 

defence-in-depth and the absence of the single point of vulnerability. Other factors 

and measures have been used to demonstrate it, although the input from PRA was 

of chief importance in the decision-making process. This example illustrates the 

need to cautiously consider quantitative inputs in a decision-making process in order 

to avoid wrong decisions. 
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This illustrative case from the nuclear power industry may serve as an example for 

other industries where an overwhelming reliance on quantitative models may 

sometimes be misleading in the decision-making process. 

Meanwhile, the CUITent research demonstrates the need for future research works in 

thisarea which would further contribute to the body of knowledge in asset 

management. The main points are enumerated below: 

Improve the understanding of the impact of the strength of background 

knowledge on the outcomes of analyses and decision-making in AsM. 

Enhance the understanding of the impact of human and organisational 

performance on both the AsM performance and decision-making. 

Increase the understanding and characterisation of interdependencies between 

sub-models and their constituent parts. 

Develop detailed individual sub-models and a global decision-making model 

using the tools of the Complexity Science. 

Study the potential of adaptation and application of the Complex system 

governance (CSG) concept to AsM specifie needs. 

Enhance MCDM methods in order to better integrate the impact of complexity 

to their outcomes. 

Improve risk analysis and risk aggregation methods in the context of the 

complexity, including the characterisation of the risks of extreme and rare 

events in AsM. 

Enhance the integration of new IT technologies and analytics into the AsM. 

Further applications of the methodology in different industries in order to 

improve it. 

Examine the methodology through inclusion of emerging concepts (e.g., 

vulnerability, resilience, susceptibility, fragility) and development of 

variations of the proposed approach. 
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Appendix 6.A 

Main characteristics of the seven sub-models depicted in Figure 6.3 

The description below represents an extension of earlier research works performed 

by (Komljenovic et al., 2016). 

Main features of the sub-models 

1. Market: Usually external to an organisation/enterprise. It has a major impact 

on an organisation's global performance. Items ofthis sub-model (constituent 

elements) cannot be efficiently controlled nor influenced by an enterprise and 

epistemic uncertainties are significant. It typically includes: 

prediction of the markets, their risks and their volatility; 

constraints related to new competitors, new products, new technologies; 

financial market conditions, risks and variations. 

2. Reliability, availability and maintainability (RAM) factors: Mainly internaI to 

an enterprise. In principle, these elements may be efficiently controlled and 

influenced. Aleatory uncertainties are dominant here. The RAM sub-model 

integrates following items: 

asset selection and utilisation; 

criticality of the systems, components and equipment (assets), their 

reliability, availability, and maintainability; diagnostic and prognostic; 

optimisation of the balance between reliability and availability; 

renewal and disposition of assets; Life Cycle Management (LCM); 

aging and obsolescence management; 

RAM information/data management and analytics (RAM-IT); 

other relevant RAM factors (e.g. work planning and configuration 

management, materials and services, procurement, etc.); 
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performance and condition monitoring, asset, health and maintenance 

strategies; 

key performance indicators (KPI). 

3. Operations and operational constraints: Generally internaI to an enterprise. 

These aspects may be efficiently controlled and strongly influenced, but 

epistemic uncertainties are quitesignificant here due to the internaI 

complexity of organisations. This sub-model includes the following elements: 

availability of space; 

delivery of products and services; 

quality assurance; 

supply of energy, raw material and other resources; 

value chain and its integration to the concept of AsM; 

transportation; 

overall operational efficiency/performance requirements. 

4. Revenue and costs: Both internaI and external to an enterprise. It may be partly 

controlled and influenced to some extent; epistemic uncertainties are 

substantial here due to unpredictability of external factors and the 

impossibility of the organisation to control them. The revenue and co st sub­

model incorporates the following features : 

productlservice pricing and revenue, and their volatility; 

capital expenditure; 

energy, operation, maintenance, manpower, financial , raw material, 

administrative costs; 

any other relevant costs. 

5. Organisational and business factors : Primarily internaI to an enterprise. These 

are "soft" factors, difficult to characterise and model, but usually have an 

important impact on the overall performance of an enterprise. They may be 
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partly controlled and efficiently influenced; a mix of aleatory and epistemic 

uncertainties is present here. This sub-model usually includes: 

the overall organisation' s management, budget, performance criteria, 

and business continuity management (SeM); 

manpower and knowledge management; 

R&D, Innovation, new technologies and processes; 

human, organisational performance and enterprise culture improvement, 

communications; 

reward system; 

quality assurance; 

enterprise Risk Management (ERM); 

organisation-wide information/data management and analytics (IT); 

other relevant factors related to the organisational aspect. 

6. Other factors and eonstraints: Mainly external to an organisation, but may 

have a major impact on its global performance. Epistemic uncertainties are 

significant. Typically, these factors cannot be efficiently controlled or 

influenced by an enterprise. This sub-model includes elements such as: legai 

and regulatory requirements, occupational safety and health (OS&H) 

constraints and requirements, customer satisfaction, socio-economic impact, 

poiiticai changes or conflicts, environmentai protection, impact of climate 

changes, natural perturbations, major events or catastrophes, security 

considerations, public risk perception, media treatment, etc. 

7. Strategie plan influence: The strategic plan is described as an overaliiong­

term plan for an organisation that is derived from, and embodies, its vision, 

mission, values, business policies, stakeholders ' requirements, objectives, and 

risk management. It is internaI to an organisation. Given its direct Iink to AsM 

("Line of sight"), the orientations defined in the strategic plan are of chief 

importance. 
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Connections between the sub-models and their constituent elements 

The connections between the sub-models and their constituent elements 

(management, stakeholders, workers, customers, operation requirements and 

constraints, assets and asset management, supply chains, legal and regulatory 

environment, markets, public perception, natural conditions, political environment, 

etc.) are of different strengths and types, such as physical, informational, cyber, 

geospatial, functional, logical, policy/procedural, financial, market, societal, etc. 

(Katina et al. , 2014; Komljenovic et al., 2016). 

Table 6.Al portrays the main characteristics of the sub-models and their attributes 

in the overall RIDM model in AsM. Table 6.A2 depicts the attributes of 

interdependencies between the sub-models. For simplicity purpose, the whole 

picture is presented in a tabular form instead of graphically. The sub-models are 

depicted as "Constituent element (A) " in Tables 6.Al and 6.A2. 
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Table 6.Al . Characteristics the sub-models in the AsM model 

Constituent element (A) Levelof Type of Impact of changes Likely Pace of change Precursors/W 
complexity (K) environ ment in constituent duration of in arning time 

(B) elements on AsM the impact characteristics (G) 
(D) (II) of constituent 

elements (F) 

1. Market HCS EXTL St Medd to Vlod Sd to Es ShwtoMdw 

2. RAM Factors WCS INTL Mo to St Vshd to Medd Sd to Ef ShwtoMdw 

3. Operations and WCSto MCS INEL Mo to St Vshd to Medd Efto Es Shwto Mdw 
operational constraints 

4. Revenue and costs WCStoMCS EXTLlINEL Mo to St Medd to Vlod Sd to Es Shwto Mdw 

5. Organizational and MCS to HCS INEL Mo to St Medd to Vlod Efto Es MdwtoLgw 
business factors 

6. Other factors and HCS EXTL Ng to St Medd to Vlod Sd to Es Shwto Lgw 
constraints 

7. Strategie plan influence MCS to HCS EXTLIINEL St Vlod Es Lgw 



220 

Table 6.A2. Interdependencies between the sub-models in AsM 

Constituent element {A 
Constituent Attributes (C) and 1. Market 2. RAM Factors 3. Operations 4. Revenue and 5. Organiza- 6. Otber factors 7. Strategie plan 
element (A) (E) and operational costs tionaland and constraints influence 

constraints business factors 
1. Market Levelof LIM LIM MIH LIH MIH MIH 

impactlstrengtb of the 
links between 
constituent elements 
(C) 
Type of II, V. VI II, V, VI II , V, VI II , IV, V, VI II, IV, VI II , IV, V, VI 
interdependence 
(connection) (E) 

2. RAM Factors Levelof NIA MIH MIH LIH N LIM 
impactlstrengtb of the 
links between 
constituent elements 
(C) 

Type of II, V, VI l , II , III, IV, V, II, III, IV, V l, II, III, IV, V, l, II, lII, IV, V, l, II, III, IV, V, 
interdependence VI VI VI VI 
(connection) (E) 

3. Operations Levelof NIA MIH MIH MIH LIM MIH 
and operational impactlstrengtb of the 
constraints links between 

constituent elements 
(C) 
Type of II, V, VI l, II, III, IV, V, II, III, IV, V l, II , lIl, IV l, Il, Ill, IV, V, l, II , Ill , IV, V, 
interdependence VI VI VI 
(connection) (E) 

4. Revenue and Levelof N MIH MIH MIH NIL MIH 
costs impactlstrength of the 

links between 
constituent elements 
(C) 

Type of II, V, VI II, Ill, IV, V II, lII, IV, V Il, Ill, IV, V, VI Il, V li, III, IV. V, VI 
interdependence 
(connection) (E) 
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Table 6.A2. Interdependencies between the sub-models in AsM (suite) 

Constituent e1ement (A) 
Constituent Attributes (C) and 1. Market 2. RAM Factors 3. Operations 4. Revenue and S. Organiza- 6. Other factors 7. Strategie plan 
element (A) (E) and operational costs tionaland and constraints influence 

constraints business factors 

5.0rganizational Levelof NIA MIH MIH MIH L/M MIH 
and business impactlstrength of the 
factors links between 

constituent elements 
(C) 

Type of Il, IV, V, VI l , II, III, IV, V, l, II III, IV II, III, IV, V, VI l, li, III, IV, V, l , II, III, IV, V, 
interdependence VI VI VI 
(connection) (E) 

6. Other factors Levelof NIA L/M L/M M L/M L/M 
and constraints impactlstrength of the 

links between 
constituent elements 
(C) 

Type of II, IV, VI l , li, III, IV, V, l, II, III, IV, V, n,v l, II, III , LINIV, 1 l, II, III, IV, V, 
interdependence VI VI V, VI VI 
(connection) (E) 

7. Strategic plan Levelof NIA M MIH MIH H NIL 
influence impactlstrength of the 

links between 
~onstituent elements 
(C) 

Type of II, IV, V, VI l, II, III, IV, V, l, II , 111, IV, V, II, III, IV, V, VI l , II, III, HIV, V, l , II, III, TV, V, 
interdependence VI VI VI VI 
(connection) (E) 
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Tables 6.A3 to 6.AIO provide details regarding the attributes used in Tables 6Al 

and 6A2. 

Table 6.A3. Attribute (B): Types of environment 

External to an enterprise (organisation) 

InternaI to an enterprise (organisation) (Enterprise level) 

InternaI to an enterprise (organisation) (TechnicaVtechnological 
system level) 

Table 6.A4. Attribute (C): Level of impact between the sub-models (constituent 

elements) and strength of the links between them 

H High (strong) 

M Medium (moderate) 

1 Low 

ri No tangible impact/very weak connections 

NIA Not applicable 

Table 6.A5. Attribute (D) - Impact of the variations ofthe characteristics of the 

sub-models (constituent elements) on AsM 

St Strong 

Mo Moderate 

Mi Minor 

~ Negligible 



Table 6.A6. Attribute (E): Types ofinterdependence (connection) between the 

constituent elements in AsM 

223 

I. Physical Reliance mostly of an engineering type between physical assets 
and/or systems of assets. It also includes material, energy, and 
other physical resource circulation 

II. InformationaI/cyber 

III. Geospatial 

IV. Policy/procedural/functional 

v. FinanciaI/Monetary 

VI. Societal 

Information transfer or control requirements between AsM 
elements (sub-models) 

Geospatial interconnections and distances 

Interdependency caused by a policy, procedure or functioning 
that relates constituent elements in AsM. It also incJudes 
relevant logical interdependencies. 

Interdependency caused by financial/costlrevenue relationships 
between AsM constituent elements 

The effect that an activity or an AsM strategy may have on the 
public opinion, fear, confidence, acceptability, etc. 

Table 6.A7. Attribute (F): Pace of changes in the characteristics of the constituent 

elements 

Sd Sudden (irnmediate; less than one hour) (e.g. major equipment 
failure, earthquake, major cyber-attack) 

Ef Emerging quickly (hours, days) (e.g. political unrest, market 
crashes) 

Es Emerging slowly (weeks, months, years or longer) (e.g. pandemics, 
cJirnate changes, ad vent ofnew technologies) 

Table 6.A8. Attribute (G): Precursors/Warning time 

Shw Short (Jess than one day) (e.g. vibration or overheat ofthe equipment before 
failure) 

Mdw Medium (one day to four weeks) (e.g. significant market variations/volatility 
before a market crash) 

Yrn: Long (one month or more) (e.g. sorne unusual behaviour ofweather 
indicators, and steady increase oftemperature indicating cJimate changes) 
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Table 6.A9. Attribute (H): Likely duration ofthe impact 

Instant or less than one day (very short) 

Several days (short) 

Several weeks (medium) 

Several months (long) 

One year or more; permanent impact (very long) 



Table 6.AIO. Attribute (K): Levels of complexity of the sub-models 

Level of complexity of the system 

Attributes of complexity 

Connectivity between the elements of the 
system (*1 *) 

Degree of autonomy of the elements of the 
system (*2*) 

Strength of the connections between the 
elements ofthe system (*3*) 

Highly complex system 
(DCS) 

High to very high 

High to very high 

Weak to moderate 

Legend (adapted from Rzevskj and Skobelev, 2014): 

Moderately complex system 
(MCS) 

Moderate to high 

Moderate to high 

Moderate to hjgh 

Weakly complex 
system 
(WCS) 

Weak to moderate 

Weak to moderate 

High to very high 

(* 1 *) - Denotes the degree to which an element is connected to other elements of the system. If an element is connected to every other 
element of the system, its connectivity is 100 %. A higher connectivity creates a greater complexity of the system, which is an important 
cause for the uncertainty oftheir behaviour. 

(*2*) - The autonomy of the elements indicates the degree of freedom given to them to decide what to do. A higher autonomy of the 
constituent elements produces a greater complexity of the system because of the unpredictability of its global behaviour. In complex 
systems, the autonomy of the elements is always restricted, if not this yields the chaos. 

(*3*) - The strength of the connections between the elements of the system designates the degree ofbreakability of the connections. The 
lack of connections has a value of zero, and a permanent connection has a value of 1. In complex systems, the strength of the connections 
is between 0 and 1. Weaker connections are easier to break and replace them with new ones. This attribute increases the complexity and, 
therefore, the unpredictability of the system's global behaviour. The weaker the connection between the elements yields the greater the 
complexity of the system is. Weak connections that can be broken when the system self-organises to adapt to an event are a key attribute 
of complexity. Strong connections resist self-organisation, and very strong connections may prevent the system from self-organising 
(Rzevski and Skobelev, 2014). 
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It may be observed in Table 6.Al that the highest complexity is present in the sub­

models 1 and 6 (attribute K). Consequently, it contributes to the presence of 

epistemic uncertainties, which are most important there. Those activities hold the 

highest potential of occurrence of extreme and rare events. A moderate to high 

complexity may be found in the sub-models 3, 4, 5 and 7. The sub-model 2 has a 

weak (low) level of complexity due to a good understanding of the 

technical/technological systems, and of their behaviour. If more efforts were 

devoted to study more complex sub-models, there would be fewer epistemic 

uncertainties. 
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CHAPITRE 7 - CONCLUSIONS 

7.1 Discussion générale 

Les entreprises contemporaines sont constamment contraintes de produire plus à 

moindre coût. Elles sont également confrontées à un environnement opérationnel et 

d' affaires très complexe et cette complexité ne cesse de croître. Selon des 

développements récents à des industries à fort intensité du capital, la gestion des 

actifs joue un rôle clé dans ce contexte pour leur permettre d' améliorer leur 

compétitivité et leur performance. Le fait que l'environnement opérationnel et 

d' affaires soit complexe n'est pas toujours bien reconnu dans les analyses, la gestion 

des actifs ou les processus de prise de décision. Les entreprises utilisent souvent des 

méthodes traditionnelles et des modèles réductionnistes qui ne sont pas 

nécessairement capables de saisir cette complexité globale. 

Les systèmes ou problèmes complexes ne peuvent être déconstruits en leurs 

composants et modélisés par des modèles réductionnistes. Lorsque cela est fait, plus 

d'inconnus et d'incertitudes sont introduits. La vision et l'approche classiques de la 

gestion d'actifs sont remises en question dans le contexte de systèmes 

technologiques très complexes opérant dans un environnement opérationnel et 

d' affaires complexe. Le présent travail de recherche fait valoir que ces systèmes 

devraient être considérés comme des systèmes adaptatifs complexes ou des 

systèmes de systèmes complexes adaptatifs. 

Le but du présent travail de recherche était de développer une méthodologie de prise 

de décision en gestion des actifs en tenant compte de la complexité de 

l'environnement d' affaires et opérationnel. Le concept de la science de la 

complexité est introduit et adapté pour le contexte spécifique de la gestion des actifs. 
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Certaines méthodes et techniques de modélisation de la science de la complexité 

sont suggérées pour capturer cette complexité. 

Dans cette thèse, une méthodologie intégrale de prise de décision en GDA en tenant 

compte des risques en trois étapes a été développée. La GDA est considérée comme 

un système de systèmes complexes adaptatifs. Une méthode d'intégration des 

risques d'événements extrêmes et rares dans le processus décisionnel en GDA a 

également été élaborée. 

7.2 Contributions scientifiques 

Dans son ensemble, le travail de recherche apporte plusieurs contributions 

scientifiques: 

La méthodologie de prise de décision spécifique pour la GDA en tenant 

compte des risques (RI DM) en considérant la GDA comme un système de 

systèmes complexes adaptatifs. 

La définition de la structure et des relations entre les sous-modèles du modèle 

décisionnel global. 

Une considération explicite du niveau de connaissances sur les résultats des 

divers modèles quantitatifs et qualitatifs utilisés dans la prise de décision. 

La différenciation de l'utilisation des résultats d'analyse par les analystes et les 

décideurs. 

La définition du rôle de la délibération dans la prise de décision, ses principes 

incluant les rôles et responsabilités des différents participants impliqués dans 

le processus décisionnel. 

L'intégration des risques d'événements extrêmes et rares dans l'évaluation 

globale des risques lors de la prise de décision. 



229 

L'introduction du concept de gouvernance de système complexe comme 

moyen de faire face à la complexité en GDA. 

En général, la thèse propose un changement majeur dans la manière d' analyser et 

de modéliser le processus de la gestion des actifs. Cette recherche contribue à l' état 

des connaissances par l' introduction de la théorie de la complexité en GDA et son 

processus décisionnel. Elle fait aussi la démonstration de l'importance d'y inclure 

les risques des événements extrêmes, disruptifs et rares à cause de l ' environnement 

opérationnel et d ' affaires complexe qui est susceptible de créer de tels événements. 

Par conséquent, les méthodes traditionnelles d' analyse et de modélisation ont atteint 

leur limite d' efficacité et de capacité de représenter adéquatement le processus de la 

gestion des actifs. Il devient clair que celui-ci ne peut être strictement contrôlé et 

des approches améliorées doivent être conçues pour assurer son efficience dans le 

contexte de la complexité. Naturellement, le travail de recherche ne vise pas à 

remplacer entièrement les méthodes traditionnelles. Il propose d'utiliser des 

méthodes et concepts novateurs basés sur la théorie de complexité pour 

complémenter ceux traditionnels. Par conséquent, ils aideront à améliorer la 

compréhension des éléments constitutifs de la GDA, leurs caractéristiques et leur 

comportement et finalement, l'élaboration des modèles plus réalistes. 

En fait, il est nécessaire de répondre aux questions suivantes : que peut offrir le 

concept de science de la complexité aux entreprises modernes et en quoi ses idées 

diffèrent-elles des idées traditionnelles existantes? Certaines réponses sont 

suggérées ci-dessous: 

La science de la complexité permet aux utilisateurs de rapprocher les sciences 

naturelles, techniques, socioéconomiques et de gestion en offrant soit des 

explications sur les phénomènes rencontrés, soit un guide pour une meilleure 

compréhension du problème analysé et des actions à réaliser. 
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Grâce à une meilleure compréhension des patterns du comportement par 

lesquels des changements imprévisibles, inconnus et émergents se produisent, 

la science de la complexité offre de nouvelles manières d'analyser les 

entreprises en tant que systèmes adaptatifs complexes incluant des problèmes 

qui y émergent. L'objectif de la science de la complexité est de générer des 

idées qui aident à comprendre des problèmes complexes de manière plus 

réaliste et intégrale. 

La meilleure compréhension du contexte, des défis et des problèmes peut 

permettre d'embrasser ce que l'on perçoit comme des « réalités désordonnées 

et incontrôlables ». En fait, le concept de science de la complexité peut être 

utilisé de manière flexible et en combinaison avec des approches 

traditionnelles. Ceci pourrait permettre des comparaisons entre des scénarios, 

des cas et des systèmes qui semblaient auparavant non liés, en aidant à définir 

des actions efficaces. 

La science de la complexité suggère de nouvelles façons de réfléchir sur des 

problèmes connus ou anticipés et de nouvelles questions qui devraient être 

posées et répondues. Elle se concentre sur l'identification et l'analyse des 

tendances, des patterns de comportement ainsi que des incertitudes associées, 

plutôt que de chercher à prédire des événements spécifiques. 

Ainsi, la recherche fournit un cadre de référence amélioré pour des stratégies de la 

GDA plus efficaces. Le processus global de prise de décision en tenant compte des 

risques intègre également de façon structurée et systématique les intrants de 

l'orientation stratégique d'une entreprise, les incertitudes associées (aléatoires et 

épistémiques) et les contraintes liées à la gestion globale du risque. En outre, le 

modèle incorpore intrinsèquement le processus d'amélioration continue basé sur 

divers retours d' expérience interne et externe pertinents au cours du cycle de vie de 

l'entreprise et des actifs (par exemple, audits internes et externes et/ou expérience 

d'exploitation). 



231 

7.3 Bénéfices anticipés 

La méthodologie proposée a le potentiel d' apporter des bénéfices tangibles aux 

entreprises contemporaines. Ceux-ci incluent, mais ne sont pas limités à : 

le modèle décisionnel en gestion d'actifs cohérent et intégral ayant une base 

scientifique et technique rigoureuse. La science de la complexité offre de 

nouvelles perspectives pour mieux comprendre et modéliser l'environnement 

d' affaires et opérationnel complexe et aider ainsi à concevoir un processus de 

prise de décision en GDA plus efficace; 

robustesse, résilience et flexibilité accrues des entreprises confrontées à de 

nombreux scénarios futurs incertains, y compris des événements plausibles 

extrêmes, rares et potentiellement disruptifs; 

retour sur investissement et croissance optimisés; 

planification à long terme et la performance durable grâce à des modèles plus 

réalistes. L'une des forces les plus importantes des modèles est sa capacité à 

évaluer de nombreux scénarios afin de déterminer quelles conditions 

pourraient conduire à un événement ayant des conséquences indésirables (ou 

souhaitables). Ainsi, des stratégies adéquates peuvent être conçues pour 

promouvoir des scénarios favorables; 

la capacité de démontrer le meilleur rapport qualité-prix dans un régime de 

financement contraint; 

démonstration plus facile du respect des normes et de la législation en vigueur; 

amélioration des performances en matière de santé, de sécurité et 

d'environnement dans le contexte global de l' entreprise; 

amélioration de la réputation et de l' image de l'entreprise, ce qui peut inclure 

une valeur accrue pour les actionnaires, une meilleure satisfaction du 

personnel, la chaîne d'approvisionnement plus efficiente, une meilleure 
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capacité de démontrer que le développement durable est activement pris en 

compte dans la gestion des actifs tout au long de leur cycle de vie. 

7.4 Défis futurs et limites de la méthodologie 

Il est indispensable de mettre en évidence les défis et limites que le développement 

et l'application de l'approche proposée peuvent rencontrer. Ils incluent, mais ne sont 

pas limités à : 

le manque de méthodes d'analyse et de modélisation appropriées, 

compréhension scientifique de la complexité et des risques liés aux 

événements extrêmes et rares en GDA; l'augmentation continuelle de la 

complexité globale rend cette tâche plus difficile; 

la disponibilité des données pertinentes pour effectuer les analyses requises. 

Des investigations supplémentaires sont nécessaires pour déterminer quelles 

sont les données réellement nécessaires et si la qualité des données disponibles 

est satisfaisante. Les rassembler et les préparer pourrait impliquer des efforts 

considérables; 

la disponibilité de méthodes d'aide à la décision capables de capturer la 

complexité : elles doivent être développées et adaptées en fonction des besoins 

d'une organisation/industrie spécifique. Cette recherche peut également 

nécessiter une adaptation des outils traditionnels existants pour mieux 

s'adapter à de nouvelles méthodes et approches; 

les coûts d'intégration du concept de complexité et des nouvelles méthodes 

d'évaluation des risques concernant les événements extrêmes et rares en GDA 

peuvent être conséquents (nouvelles recherches, collecte de données, 

développement de méthodes, mise en œuvre, formation, maintien, etc.); 
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l'acceptabilité de nouvelles approches par l'industrie : l'introduction de 

nouvelles méthodes d'analyse ou de prise de décision peut faire face à une 

résistance et/ou à un refus de les adopter. 

7.5 Recherches futures 

Les recherches futures doivent s'attaquer aux lacunes, limites et défis identifiés. 

Ainsi, les travaux de recherche futurs devraient être orientés vers une 

compréhension plus approfondie de la complexité dans la GDA et le développement 

de modèles en utilisant des techniques de modélisation et de simulation employées 

dans la science de la complexité. On doit également mieux comprendre la portée, 

les bénéfices et les défis de leur application en gestion d'actifs. Cela devrait être 

étudié par de futurs travaux de recherche et applications réelles. Il est nécessaire 

d'analyser et de définir un équilibre adéquat entre l'utilisation de nouvelles 

approches et des approches traditionnelles. Les recherches futures devraient 

améliorer la compréhension de l'impact des niveaux de connaissances sur les 

résultats des analyses et la prise de décision en GDA. À cet égard, il est aussi 

nécessaire d' améliorer les méthodes de prise de décision multicritères afin de mieux 

intégrer l'impact de la complexité. 

Il est essentiel d'améliorer la compréhension de l'impact de la performance humaine 

et organisationnelle sur la performance de la GDA et la prise de décision dans le 

contexte de la complexité opérationnelle et d' affaires. Ce sujet comprend l'étude des 

biais cognitifs et motivationnels qui pourraient avoir un impact significatif sur cette 

performance. De ce point de vue, il est également nécessaire d'étudier le potentiel 

d'adaptation et d'application du concept de gouvernance du système complexe aux 

besoins spécifiques de gestion des actifs. 
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Il est recommandé d'élaborer des modèles basés sur la simulation multi-agents (ou 

en utilisant une autre technique de modélisation, ou une combinaison de techniques 

issues de la science de la complexité), qui fourniront des informations sur leurs 

patterns de comportement comme un moyen d'exprimer les changements dans 

l' environnement opérationnel et d' affaires. Cela permettra de mieux comprendre et 

caractériser les interdépendances entre les sous-modèles et leurs parties 

constituantes. Ce sujet comprend également la détermination de la manière pour 

intégrer plusieurs processus adaptatifs interactifs au sein d'un seul modèle intégral 

d'entreprise. Cela peut être réalisé en poursuivant des études détaillées sur les sous­

modèles et les parties constitutives du modèle global afin de parvenir à une meilleure 

compréhension et de l'améliorer. 

Cette recherche devrait également inclure le développement de tests de stress 

appropriés et de modèles de l'exposition aux risques des événements extrêmes et 

rares en GDA et leur validation. Il est nécessaire d'élaborer des méthodes plus 

performantes et mieux adaptées à l'évaluation des risques des événements extrêmes 

et rares en GDA et des méthodes d'agrégation des risques dans le contexte de la 

complexité. Cette étude comprend aussi une caractérisation améliorée des 

incertitudes associées et le développement d'algorithmes pour générer efficacement 

des événements extrêmes et rares dans des modèles de simulation. Il convient 

d'étudier des moyens efficaces d'une entreprise d'améliorer la résilience et la 

robustesse en GDA tout en restant économiquement viable. Il s'agit d'améliorer la 

méthodologie par l'inclusion de concepts émergents (par ex. , vulnérabilité, 

résilience, robustesse, antifragilité, etc.) et le développement de différentes variantes 

de l'approche proposée dans cette thèse. 

La méthodologie est appliquée et validée avec succès dans le cas de trois industries: 

minière, nucléaire et une utilité électrique. Elle démontre un grand potentiel des 

applications dans diverses industries lors de recherches futures . 
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