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ABSTRACT

Small and Medium-sized Enterprises (SMEs) are increasingly targeted by complex
cyber threats yet often lack tailored, advanced cybersecurity measures. This re-
search fills a critical gap by introducing a novel cybersecurity framework designed to
make sophisticated user behaviour analytics practical, accessible, and impactful for
these enterprises, thereby aiming to significantly enhance their cyber resilience. The
framework is distinctively structured with a multi-layered approach, leverages user
behaviour analytics aligned with the NIST Cybersecurity Framework (NIST CSF),
and uniquely integrates with the existing TRIVI customer intelligence model. Ad-
vanced data analytics and a proposed cloud-based implementation using tools like
the Elastic Stack underpin the solution. The primary contributions offer consider-
able advantages for SMEs: (1) A multi-layered cybersecurity framework specifically
tailored to SME needs and resource levels, leveraging user behaviour data to enable
practical proactive threat detection. (2) Novel integration with the TRIVI business
intelligence framework, allowing for the efficient transformation of existing data into
enriched security intelligence. (3) Demonstrated alignment of the framework’s layers
with all five NIST CSF core functions, providing SMEs a standards-based path to
systematically improve their security posture and aid compliance. (4) A proposed
cost-effective and scalable cloud implementation model, designed to make advanced
cybersecurity analytics financially and technically accessible. These aspects deliver
superior SME accessibility and a stronger user behaviour focus compared to many
traditional SIEM solutions. Ultimately, the framework establishes a vital blueprint
for SMEs to effectively harness user behaviour data, thereby strengthening their
cyber resilience, supporting business continuity, and enhancing competitiveness in a
challenging digital landscape. Future work will concentrate on the implementation,
assessment, and enhancement of this framework across diverse SME segments, un-
derscoring the continuous significance of such cybersecurity advancements for SME
sustainability and growth.
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1. Introduction

In the current digital age, when cooperation with customers and business partners
via online transactions and communications has become the norm, cybersecurity is a

Corresponding author: Tran Duc Le. Email: let@uwstout.edu


https://orcid.org/https://orcid.org/0000-0003-3735-0314
https://orcid.org/https://orcid.org/0000-0002-5324-2746
https://orcid.org/https://orcid.org/0000-0002-1532-8848

growing concern for all businesses (Williquette 2019; Olayinka and Win 2022). While
cybersecurity is a critical concern for all businesses, the impact of cyber threats can
be disproportionately severe for Small and Medium-sized Enterprises (SMEs), which
often have fewer resources and less specialized expertise to dedicate to cybersecu-
rity defenses compared to larger organizations (Ozkan and Spruit 2020; Jahankhani,
Meda, and Samadi 2022). Without adequate cybersecurity measures in place, SMEs
are more vulnerable to cyber-attacks and data breaches, which can have devastating
consequences for their operations and reputation (Chidukwani, Zander, and Kout-
sakis 2022; Fernandez De Arroyabe and Fernandez de Arroyabe 2023). The increased
exposure underlines the need for stringent cybersecurity protocols or procedures to
protect their digital resources and uphold the trust of their customers.

User behaviours significantly shape cybersecurity outcomes and often serve as a pri-
mary determinant of a system’s vulnerability or resilience (Moustafa and Bello 2021;
Kannelgnning and Katsikas 2023). These behaviours span a range of actions and
habits related to users’ interaction with technology and digital platforms (El Haddad,
Shahab, and Aimeur 2018; Acton, Datta, and Hughes 2023). In a technical context,
these behaviour data include but are not limited to system logins, network and appli-
cation interactions, and are often documented in log files (Wu, Tang, and Pan 2022;
Jackson, Crowston, and @sterlund 2018). Occasionally, this data category is referred
to as user and entity behaviour data (Shashanka, Shen, and Wang 2016; Khaliq,
Tariq, and Masood 2020). From now on, for the sake of simplicity, it shall be referred
to as user behaviour data.

On the business side, user behaviours involve web browsing habits, online shopping
preferences, and transaction details (Liu et al. 2021; Hong and Furnell 2021). These
behaviours expand the data scope, requiring protection, as they typically involve ex-
changing and storing personal user information (Zhao et al. 2019). The absence of
robust measures to supervise and control the potential risks linked with user be-
haviours leaves the digital infrastructure of many SMEs open to a plethora of cyber
threats.

The primary objective of this research is to design a robust and data-driven frame-
work that leverages user behaviour data to enhance cybersecurity in SMEs. Drawing
inspiration from the TRIVI framework (Le Dinh et al. 2022), initially conceptualised
for enhancing customer intelligence in SMEs, the study proposes to extend it with
additional modules that harness user behaviour data to enhance cybersecurity. The
data collected through the TRIVI framework, mainly the user behaviour information
related to web browsing habits, online shopping preferences, and transaction details,
will also serve as part of the inputs for our proposed framework. Moreover, by inte-
grating advanced analytical techniques and machine learning algorithms, this study
aspires to construct a robust, data-driven framework that enables SMEs to predict,
prevent, and mitigate cyber threats effectively.

In addition, the proposed solution is aligned with the National Institute of Stan-
dards and Technology Cybersecurity Framework (NIST CSF) (Pascoe 2023). By
adopting the NIST framework as the foundation for the solution, this study ensures
compatibility with established best practices and facilitates a shared understanding
of cybersecurity challenges. This alignment is particularly advantageous for SMEs,
enabling them to leverage user behaviour data effectively, maintain resilience against
cyber threats, and seamlessly integrate within the broader cybersecurity ecosystem.

The main contributions of this research include:

e A cybersecurity framework tailored for SMEs, featuring a multi-layered archi-



tecture (Data, Analytics, Reporting, Decision) with dedicated modules (e.g.,
Collection, Standardization, Threat Detection, Security Analysis, Visualization,
Recommendation) designed to systematically process user behaviour data for
security insights;

e Integration with the established TRIVI framework to enhance its specific cus-
tomer intelligence capabilities into general business intelligence capabilities;

e Alignment of the framework with the NIST CSF to ensure adherence to industry
best practices and facilitate seamless integration;

e A cloud-based implementation strategy as a sample realisation to ensure acces-
sibility and cost-effectiveness for SMEs.

The remainder of this paper is structured as follows. Section 2 provides a literature
review of the research context. Section 3 delves into the specific types and sources
of user behaviour data considered in the proposed framework. Section 4 presents
the methodology, detailing the Cybersecurity Behaviour Analysis Triad (CBAT) that
forms the framework’s foundation. Section 5 elaborates on the framework develop-
ment, discussing the multi-layered approach and individual modules. Section 6 demon-
strates the alignment of the proposed framework with the NIST CSF. Section 7 out-
lines the technical implementation and cloud deployment strategy using the Elastic
Stack. Section 8 discusses the advantages of the proposed framework over traditional
Security Information and Event Management (SIEM) solutions, strategies for imple-
mentation and evaluation, and potential challenges. Finally, Section 9 concludes the
paper, summarising the essential findings and outlining future research directions.

2. Literature Review

2.1. Cwybersecurity Challenges in SMEs

Resource constraints are one of the most significant challenges SMEs face in develop-
ing robust cybersecurity measures (Kandpal et al. 2023). Kabanda et al. (Kabanda,
Tanner, and Kent 2018) highlight that SMEs struggle with internal factors such as
budget, management support, and attitudes towards cybersecurity, which limit their
ability to implement effective cybersecurity practices. These constraints not only hin-
der the adoption of advanced cybersecurity technologies (Trantidou et al. 2022) but
also affect the overall cybersecurity culture (Sutton and Tompson 2025) within the
organisation, making SMEs susceptible to various online threats (Heikkila et al. 2016;
El Haddad, Shahab, and Aimeur 2018; Le, Le-Dinh, and Uwizeyemungu 2024).

In addition, the lack of tailored cybersecurity methodologies that address
SMEs’ specific needs and capabilities further complicates their cybersecurity efforts.
Kavakli et al. (Kavakli, Loucopoulos, and Skourtis 2022) emphasised the absence of
appropriate guidelines catering to SME requirements and proposed a Requirements
Engineering (RE) methodology to bridge this gap. This approach underscores the
necessity for SMEs to implement cybersecurity frameworks that are effective and
feasible, considering their limited resources.

Moreover, the readiness of SMEs to tackle cybersecurity threats is another area of
concern (Mitrofan, Cruceru, and Barbu 2020; White et al. 2022). Perozzo et al. (Per-
ozzo, Zaghloul, and Ravarini 2022) introduce a CyberSecurity Readiness Model for
SMEs based on a Socio-Technical perspective, acknowledging that SMEs are among
the most vulnerable and least mature regarding cybersecurity resilience. This model
provides a structured approach to assessing and enhancing SMEs’ readiness to pre-



vent and manage cyber-attacks, focusing on cybersecurity’s technological and organ-
isational dimensions. Rawindaran (Rawindaran 2023) underscores the lack of cyber-
security awareness and skills issues within SMEs, noting that despite the height-
ened risk of cyber incidents, a significant gap exists in cybersecurity knowledge and
preparedness. This gap hinders effective cyber risk management and exacerbates vul-
nerabilities to phishing, ransomware, and other cyber-attacks (MacColl et al. 2023).

Applying machine learning and artificial intelligence in threat hunting and cyberse-
curity poses both an opportunity and a challenge for SMEs. While such technologies
offer advanced capabilities in detecting and mitigating cyber threats, SMEs often lack
the technical expertise and resources to implement and manage these technologies
effectively (Lozano, Llopis, and Domingo 2023; Kent, Tanner, and Kabanda 2016;
Nagahawatta et al. 2021). Furthermore, strategic management approaches to digitali-
sation, including adopting cybersecurity governance frameworks, remain underutilised
in SMEs (Rawindaran et al. 2023).

2.2. Cwybersecurity Attempts in the Context of User Behaviour

User behaviour plays a crucial role in the cybersecurity risk profile of SMEs (Alsharida
et al. 2023). Personality traits of SME clients, and employees significantly impact their
cybersecurity behaviours, influencing decision-making processes related to security
practices and thereby affecting the enterprise’s overall security risk (Kalhoro et al.
2022). The level of preparation and investment in cybersecurity measures is directly
affected by user behaviour, rendering vulnerable companies more susceptible to cyber
threats in the dynamic online environment (Mitrofan, Cruceru, and Barbu 2020; Kim
et al. 2019; Sahoo and Gupta 2019; Moallem 2024).

Implementing user behaviour data within SMEs offers a proactive stance against
cyber threats. Recent studies (Mihailescu et al. 2023; Folino, Otranto Godano, and
Pisani 2023; AlQadheeb, Bhattacharyya, and Perl 2022) demonstrate that user be-
haviour analytic technologies can effectively detect unusual behaviour patterns or
anomaly detection, thereby flagging potential security incidents before they escalate
into full-blown attacks. For instance, its application in detecting and managing cyber
vulnerabilities gives enterprises a robust solution for enhancing their cyber defences,
highlighting its pivotal role in cybersecurity risk management (Olaniyan, Rakshit, and
Vajjhala 2023; Singh, Krishnaswamy, and Zhang 2022). Besides, user behaviour ana-
lytics also become critical in identifying insider threats (Sav and Magar 2020), leverag-
ing user and entity activity mapping, profiling techniques, and risk score calculations
to detect abnormal behaviours indicative of potential security breaches (Khaliq, Tariq,
and Masood 2020).

Furthermore, Alshehri et al. (Alshehri et al. 2023) contribute to this discussion by
proposing a framework that integrates machine learning with user behaviour analytics
for cyberattack detection. Adding another dimension to this discussion, Siming et al.
(Chen et al. 2018) explore the complexity of user behaviour analysis in cybersecurity
by developing a visual exploration tool for identifying user behaviour patterns. This
approach facilitates understanding why certain behaviours are considered anomalous,
pointing towards the need for cybersecurity frameworks to incorporate visual analytics
for better anomaly detection.

Moreover, the study by King et al. (King et al. 2018) addresses the characterisation
of maliciousness within cybersecurity risk frameworks. By proposing a Human Factors
risk framework, this study emphasises the need to understand the human elements



contributing to cyber vulnerabilities, including the analysis of malicious intent behind
user behaviours.

Research by Li et al. (Li et al. 2019) demonstrates that a clear understanding of or-
ganisational cybersecurity policies boosts employees’ threat appraisal capabilities and
coping appraisal abilities, positively affecting their compliance behaviour. This find-
ing suggests that SMEs must prioritise disseminating information about cybersecurity
policies across all organisational levels to mitigate user behaviour risks.

In the context of e-commerce, Abtahi et al. (Abtahi, Farhana, and Hasan 2023)
demonstrate how SMEs confront cybersecurity challenges as they transition to on-
line platforms. In addition, the role of user behaviour in cybersecurity for SMEs
is highlighted by Elkhannoubi and Belaissaoui (Elkhannoubi and Belaissaoui 2016).
Their work emphasises that even robust cybersecurity strategies can be undermined
by inadequate user behaviour, advocating for developing user charters or guidelines
that specifically address and regulate behaviour in the digital environment. Moore’s
research on SMEs’ strategies suggests combating external cybersecurity threats by
analysing the routine activities of users (Moore 2023). According to this study, SMEs
can identify vulnerabilities and implement targeted strategies to protect their digital
assets and information.

Fatema Rashid et al. (Rashid and Miri 2021) presented an approach to anomaly
detection that minimises privacy breaches while maintaining the efficacy of behaviour
analytics by using differentially private data. Integrating differential privacy into user
behaviour data ensures data privacy and accuracy in anomaly detection, offering a
cost-effective solution for SMEs concerned with security and privacy.

Zhao (Zhao 2023) focuses on detecting browser fingerprinting through user be-
haviour analysis. This study suggests areas where cybersecurity frameworks could be
improved to protect against such threats, highlighting the importance of adapting to
new cyber threats through a deeper understanding of user behaviour.

Further exploring the integration of machine learning with behavioral analytics,
Shivappa and Shetty (Shivappa and D 2024) proposed an architecture for anomaly
detection in network traffic flow by analyzing user behavior. Their approach involved
pre-processing API access behavior data, performing correlation analysis to under-
stand user patterns, and applying several machine learning algorithms - including
Logistic Regression, K-Nearest Neighbors, Decision Tree, and Random Forest - for
both binary (normal/abnormal) and multi-class classification of anomalies. A key
finding of their work was the superior performance of the Random Forest algorithm,
which achieved very high accuracy in identifying both general anomalies and specific
attack types on their datasets. This study underscores the potential of specific ma-
chine learning pipelines in effectively modeling user behavior for robust cyber threat
detection from network traffic data.

Recently, further advancing User and Entity Behaviour Analytics (UEBA) method-
ologies, Fuentes et al. (Fuentes et al. 2025) have introduced an explainable anomaly
detection framework centered around Deep Autoencoders. A notable aspect of their
research is the integration of Doc2Vec for processing textual features, such as com-
mand line arguments or process execution lists, in conjunction with numerical data
to construct comprehensive behavioral profiles. Their framework was evaluated using
real-world data from a financial institution along with synthetic anomalies derived
from actual attack scenarios, showing effective detection capabilities. A key emphasis
of their work was on the explainability of the detection process, utilizing per-feature
reconstruction errors from the autoencoder to help pinpoint the specific behaviors
contributing to an anomaly score. This study highlights the potential of deep learning



techniques not only to accurately identify anomalies within a UEBA context but also
to offer interpretable insights valuable for security analysts.

Despite numerous attempts to propose solutions leveraging user behaviour data to
enhance the cybersecurity capabilities of SMEs, there remains a significant research
gap related to this topic:

e Although user behaviour can bolster cybersecurity, current frameworks are not
always tailored to SMEs (Yigit Ozkan and Spruit 2023), nor do they fully lever-
age these insights for smaller businesses (Moustafa and Bello 2021; van Haas-
trecht et al. 2021);

e There is a need for frameworks that emphasise both social and technical factors
influencing cybersecurity toward human-centric cybersecurity practices (Per-
0zz0, Zaghloul, and Ravarini 2022; Malatji, Von Solms, and Marnewick 2019);

e Existing studies focus on technical aspects, neglecting theoretical and cultural
influences (Rahman et al. 2021);

o Utilising intelligent software with machine learning to combat cyber threats is
underexplored (Rawindaran, Jayal, and Prakash 2022).

While the preceding discussion highlighted various attempts to utilize user be-
haviour analytics (UBA) in cybersecurity, Table 1 offers a comparative summary of
selected representative studies. This comparison helps to illustrate the different facets
explored in prior research.

Acknowledging these identified shortcomings and building upon the foundational
contributions from the existing literature, this research directly seeks to bridge these
critical gaps. Specifically, the current study proposes a novel, multi-layered cybersecu-
rity framework meticulously designed for the unique operational context and resource
constraints of SMEs. It aims to provide a practical and accessible solution by deeply
integrating user behaviour analytics, innovatively leveraging existing business intel-
ligence through the TRIVI framework, aligning with the NIST CSF for a standard-
ized approach, and proposing a cost-effective cloud-based implementation model. This
holistic approach directly targets the identified needs for SME-tailored, human-centric,
and analytically robust cybersecurity measures that are currently underexplored or
not cohesively addressed in existing solutions for smaller enterprises.

2.3. Theoretical Background

At its core, the process of analysing collected data to enhance cybersecurity within
any given enterprise is called cybersecurity analytics (Janeja 2022; Anand, Chirputkar,
and Ashok 2023). In other words, cybersecurity analytics involves collecting, analysing,
and interpreting data to identify and mitigate security threats and risks in the dig-
ital environment of an organisation (Rajasekar, Premalatha, and Dhanaraj 2022;
Borges Amaro et al. 2022). It encompasses the utilisation of various tools, techniques,
and technologies to gain insights into potential vulnerabilities, malicious activities,
and security breaches. While larger corporations typically possess the necessary re-
sources to invest in comprehensive SIEM solutions (Gonzalez-Granadillo, Gonzalez-
Zarzosa, and Diaz 2021), SMEs often face budgetary constraints and expertise limi-
tations (Jahankhani, Meda, and Samadi 2022; Heidt, Gerlach, and Buxmann 2019).



Table 1.: Comparative analysis of selected works using user behaviour analytics

Study

Objective

Approach

Contributions

Mihailescu et al. (2023);
Folino et al. (2023)

Anomaly
detection via,
UBA

User behaviour
analytic technologies
for flagging potential
security incidents

Demonstrate
effectiveness in detecting
unusual
patterns/potential
incidents.

Sav & Magar (2020);
Khaliq et al. (2020)

Insider threat

User/entity activity

Show UBA’s criticality in

detection mapping, profiling, identifying insider threats
risk scores via abnormal behaviour.
Alshehri et al. (2023) Cyberattack Framework Proposed machine
detection integrating machine learning with UBA
learning with UBA approach for improved
detection accuracy.
Siming et al. (2018) Understanding Visual exploration Facilitate understanding
anomalous tool why behaviour is
behaviour anomalous via
visualization.
King et al. (2018) Characterizing Human factors risk Emphasize

maliciousness in
risk frameworks

framework

understanding human
elements & malicious
intent in risk assessment.

Elkhannoubi et al. (2016)

User behaviour
impact on
strategy
effectiveness in
SMEs

Advocated user
charters/guidelines

Emphasized behaviour
can undermine strategies;
need for guidelines in
SMEs.

Moore (2023)

SME strategies
against external
threats

Analysis of routine
user activities

Suggest routine activity
analysis can help SMEs
identify vulnerabilities.

Rashid & Miri (2021) Privacy- UBA using Offer cost-effective
preserving differentially private anomaly detection while
anomaly data enhancing data privacy.
detection

Zhao (2023) Detecting Flow-centric analysis ~ Suggest UBA can detect
browser with UBA specific modern threats
fingerprinting like fingerprinting.

Shivappa and Shetty (2024) Detecting Utilizing Proposed an ML-driven
network traffic pre-processing of architecture for
anomalies API access behavior behavioral modeling to

data,

enhance cybersecurity
threat detection.

Fuentes et al. (2025)

Threat detection

Employing Deep
Autoencoders to
model normal
behavior

Presented an explainable
UEBA framework that
effectively combines Deep
Autoencoders with
Doc2Vec.




Commercial solutions such as Splunk!, AlienVault?, Solarwinds?, LogRhythm SIEM?*,
and QRadar® are among the renowned solutions that leverage advanced analytics to
facilitate threat detection. However, the cost of these sophisticated tools often places
them beyond the reach of SMEs.

In the architecture of a cybersecurity analytic solution, four primary modules form
the backbone of its functionality: Anomaly Detection (Elsayed and Zulkernine 2020),
Threat Intelligence (Samtani et al. 2020), Incident Response (Naseer et al. 2024), and
User Behaviour Analytics (Salitin and Zolait 2018).

Anomaly Detection

This module identifies behaviours or activities that deviate from established pat-
terns or norms within a system or network (Xi et al. 2018). The module relies on
sophisticated algorithms and techniques to detect potential threats, such as unusual
login attempts, abnormal data transfers, or uncharacteristic user behaviours.

Threat Intelligence

This module leverages external and internal data to recognise and predict evolving
threat landscapes. It includes gathering, processing, and disseminating information
about emerging threats and cyber-attack tactics (Sonwani et al. 2022). Its primary
purpose is to provide information and insights about potential cyber threats, including
their tactics, techniques, and procedures (TTPs) (Saeed et al. 2023Db).

Incident Response

This module facilitates swift and efficient response procedures upon detecting a
security event or incident (Kévrestad, Birath, and Clarke 2024). It is responsible for
alert generation, incident categorisation, prioritisation, and orchestration of necessary
response activities (Renners, Heine, and Rodosek 2017).

User Behaviour Analytics

It supplements the capabilities of the Anomaly Detection module (Landauer et al.
2022; Khan, Khan, and Arshad 2022). This relatively new component uses machine
learning, deep learning, and statistical analyses to detect when a user or machine
significantly deviates from normal behaviour, providing another layer of anomaly de-
tection (Khaliq, Tariq, and Masood 2020; Rashid and Miri 2021).

2.4. A Brief Review on the TRIVI Framework

Developed by Thang Le Dinh et al., the TRIVI framework (Le Dinh et al. 2022) is not
merely a theoretical construct but a practically oriented guideline designed to assist
SMEs in constructing robust Customer Intelligence Systems (CIS). It emphasises the
application of business analytics to extract valuable insights from extensive datasets,
thereby fostering value creation in the era of big data.

The strength of TRIVI lies in guiding SMEs toward:

e Identifying Valuable User Data: TRIVI encourages identifying various types
of user data that can provide insights into customer behaviour, preferences,
and expectations. This identification process is crucial for SMEs to ensure they
collect data that can lead to actionable intelligence;

e Data Utilisation for Customer Intelligence: The framework provides a

Thttps://www.splunk.com/
2https://cybersecurity.att.com/
Shttps://www.solarwinds.com/security-event-manager
4https://logrhythm.com/
Shttps://www.ibm.com/products/qradar-siem



structured approach for transforming user data into customer intelligence. This
intelligence can inform several facets of business strategy, such as personalised
marketing campaigns, product development, and customer service enhance-
ments;

e Prioritising Data Sources: TRIVI helps SMEs prioritise data sources that
are most relevant to their specific business needs. It ensures that SMEs focus
their efforts on analysing data that will provide the most significant return on
investment;

e Sustainable Competitive Advantage: SMEs can build a sustainable com-
petitive advantage by leveraging user data to understand and predict customer
behaviour. The insights gained from this data can be used to tailor experiences,
foster loyalty, and ultimately drive growth.

While TRIVI focuses on deriving customer intelligence, many of its data sources and
techniques can be adapted for cybersecurity purposes in our research. This adaptation
can particularly help enhance specific customer intelligence into more general user
intelligence.

Specifically, TRIVI considers various sources to collect user behaviour data:

e Web data, such as browsing habits, shopping preferences, and transactions from
e-commerce sites;

e Social media data, including likes, shares, and comments reflecting user prefer-
ences;

e Mobile app usage logs, which record user interactions.

The key relevance is TRIVI’s ability to aggregate heterogeneous user behaviour data
from users’ digital interactions with systems and applications. While TRIVI analyses
this data for marketing insights, the study adapts it to the proposed framework for
security analytics in a more general way, covering different business insights.

For instance, web browsing habits, historical purchases, and application interac-
tions can reveal potential security threats and vulnerable user behaviours. Analysing
patterns can uncover risks, compromised accounts, and data exfiltration channels.

In summary, TRIVI demonstrates how diverse user behaviour data from digital
systems can be harvested and intelligently analysed. By redirecting this approach to
analyse user behaviours for cybersecurity, we can build a practical framework tailored
for SMEs.

3. User Behaviour Data

In this proposed framework, there are two sources of user behaviour data: (i) Data
related to business and obtained from the TRIVI, such as web browsing habits, online
shopping preferences, and transaction details, and (ii) Data collected (called user
behaviour logs) from different data sources related to the behaviour of the users, such
as applications, systems, and networks (Dumais et al. 2014).

User behaviour logs in an SME typically record various user activities within the
company’s systems, networks, or applications. These logs can be crucial in under-
standing how users interact with systems, identifying potential security threats, and
improving user experience. Below are some examples of the types of information that
might be recorded in user behaviour logs:

e Login and Logout times: This can help track user activity and can be used to



identify any unusual behaviour, such as logging in at odd hours;

e [P addresses: Logging users’ IP addresses can help identify the location from
which systems are being accessed, which could be necessary for security pur-
poses;

o Access to sensitive data: Logs can be used to track who accessed what data and
when. It is essential for compliance and security purposes;

e Changes made to data or systems: Any changes made to the system or data
should be logged, including what was changed, who made the change, and when
the change was made;

e FError logs: Any user-generated errors should be logged, including details of the
error and when it occurred;

o Email and communication logs: Details of sent and received emails, chat mes-
sages, or other forms of communication can be logged;

o File transfers and downloads: If the SME handles many file transfers or allows
downloads, logging these can provide a record of what information is being
moved around and by whom;

o Web browsing history: Depending on the nature of the SME, keeping logs of the
clients’ and employees’ web browsing history while using company devices or
networks is also necessary.

Table 2 summarises data types and sources related to user behaviour in the proposed
framework.

Table 2.: User behaviour data sources and types

From TRIVI User Behaviour Data

Web access/error logs
Web Analytic Data
Email Logs
Application Mobile App Logs
Web Browsing Habits P bp o8
Installation/Update Logs

Error Logs
User Activity Logs

Authentication Records
System Events
Online Shopping Preferences System
File Access Logs
Privileged Access Logs

Traffic Logs

Transaction Data

Network Connection Logs

User-generated Content
IDS/IPS Alerts

4. Methodology

This study adopts socio-technical principles to address the complexity of cyberse-
curity in SMEs. The Socio-Technical Systems Cybersecurity Framework (STS-CF)
proposed by Malatji et al. (Malatji, Von Solms, and Marnewick 2019) serves as the
conceptual foundation. STS-CF posits that effective cybersecurity emerges from the
dynamic interplay among technology, processes, and people, ensuring that human-
centric factors (e.g., behaviors, organizational culture) receive as much attention as
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Figure 1.: Cybersecurity Behaviour Analysis Triad.

technical controls.

From an STS-CF perspective, cybersecurity risk must be viewed not solely as a tech-
nology challenge but also as a sociological one, requiring organizations to align staff
awareness, workflow processes, and governance structures. While STS-CF provides a
strong theoretical underpinning, its broad scope can be daunting for SMEs seeking a
more focused roadmap. Hence, a specialized approach tailored to smaller, resource-
constrained environments is necessary to realize the full potential of socio-technical
cybersecurity measures. To this end, we propose the Cybersecurity Behavior Anal-
ysis Triad (CBAT), a conceptual framework designed to integrate key components
of STS theory into a cohesive and actionable methodology for SME cybersecurity
enhancement. The CBAT is presented in Figure 1. The CBAT triad encapsulates a
multi-layer approach with the robust capabilities of the TRIVI Framework, all while
aligning with the comprehensive security guidelines of the NIST Cybersecurity Frame-
work. The crux of CBAT is user behaviour data, which acts as the nucleus, driving
the responsiveness of the cybersecurity framework.

Multi-layer Approach

The Multi-layer Approach forms a vertex of the CBAT, emphasising the stratified
nature of cybersecurity measures. It comprises various layers. Each layer is dedicated
to a particular aspect of user behaviour data handling—from collection and storage
to analysis and action. This approach acknowledges that data-driven insights are
crucial for proactive defence mechanisms and ensures that cybersecurity strategies
are comprehensive and adaptive.

TRIVI Framework

The TRIVI Framework is another vertex of the CBAT, representing the foundation
of SMEs’ customer intelligence systems. This framework is adept at collecting and
aggregating vast amounts of user behaviour data to glean valuable business insights.
The CBAT leverages the TRIVI Framework’s existing infrastructure and analytical
prowess, extending its capabilities from a business analytics tool into a sentinel for
cybersecurity.

NIST Cybersecurity Framework
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The NIST CSF, comprising the Identify, Protect, Detect, Respond, and Recover
functions, is the third vertex of the CBAT. This internationally recognised framework
offers a high-level strategic view of the organisation’s approach to managing and mit-
igating cybersecurity risks. The proposed framework will align closely with the NIST
CSF, ensuring the proposed cybersecurity measures adhere to industry standards and
best practices.

User Behaviour Data

At the heart of the CBAT is User Behaviour Data — the crucial element that
informs and drives the entire methodology. It encompasses the digital footprints left
by users as they interact with SMEs’ systems, networks, websites, and other entities.
CBAT harnesses detailed insights into user behaviour patterns by focusing on this
data, enabling it to detect and analyse anomalies indicative of potential cybersecurity
threats.

Interrelationships within the CBAT

e Incorporation: This relationship denotes the seamless integration of the Multi-
layer Approach with the TRIVI Framework. The incorporation process ensures
that the proposed framework benefits from the strengths of both approaches.

e Mapping: The CBAT maps its Multi-layer Approach onto the NIST CSF, en-
suring that each layer corresponds to one or more of its core functions. This
meticulous mapping guarantees that our framework’s comprehensive approach
aligns with the NIST CSF’s best practices.

e Data Collection and Analysis: This relation signifies the critical data col-
lection and analysis processes within the Multi-layer Approach. It underscores
the importance of gathering extensive user behaviour data and subjecting it
to rigorous analysis to inform the security measures implemented across the
framework’s multiple layers.

e Supplement: The TRIVI Framework serves to supplement User Behaviour
Data. A more comprehensive user behaviour profile is constructed by infusing
the TRIVI Framework’s existing data with the log datasets. This enriched data
repository significantly enhances the predictive power of the proposed frame-
work, allowing for a more sophisticated analysis of behaviour patterns, iden-
tification of aberrant activities, and the implementation of more accurate and
timely security interventions.

e Alignment: The alignment between the NIST CSF and User Behaviour Data
emphasises that the data-driven insights are leveraged following the NIST CSF
guidelines. It ensures that the behaviour analytics are insightful and conform to
established cybersecurity protocols.

5. Framework Development

The framework is conceptualized using a bottom-up approach (Figure 2), comprising
four key layers: Data Layer, Analytics Layer, Reporting Layer, and Decision Layer.
These layers are designed to be interactive and dynamic, where the output of one
layer serves as the input for the subsequent layer. This structure ensures a continuous
and logical flow of information, fostering an environment of constant learning and
adaptation crucial for effective cybersecurity. Several modules within these layers build
upon the existing data analytics features of the TRIVI framework to extract security-
related insights, while additional modules are incorporated specifically to harness user
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behaviour logs and drive cyber threat prediction and mitigation. Within each layer
reside distinct modules, each executing a specific function, some inspired by TRIVI
and others newly introduced for SME cybersecurity needs.
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Figure 2.: A bottom-up approach for the framework development.

5.1. Data Layer

At the base, the Data Layer establishes the framework’s foundation, responsible for
handling all aspects of data acquisition and preparation. It comprises three intercon-
nected modules: Collection, Standardization, and Storage.

Collection Module

As the foundational component of the Data Layer, the Collection Module is respon-
sible for the comprehensive ingestion of raw data from a wide array of sources across
the SME’s digital environment. Its primary function, as illustrated in Figure 2, is to
gather diverse data streams that capture user activities and system events, focusing
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particularly on user behaviour data and various types of log files.
The inputs to this module are intentionally broad to ensure holistic visibility, po-
tentially including (but not limited to):

e Network Packet Capture: Intercepting network traffic to analyze communi-
cation patterns and data flows.

e API Hooks: Tapping into application programming interfaces to monitor in-
teractions between software components or user actions within applications.

e User Behavior Data: Gathering information related to user interactions with
systems, which might include authentication records, file access patterns, or
application usage logs. This complements the business-centric user data sourced
via the TRIVI framework (like web browsing habits or transaction details),
providing a fuller picture of user actions.

e Logs: Collecting event logs from operating systems, servers, applications,
databases, security appliances (like firewalls or Intrusion Detection Systems -
IDS/IPS alerts ), and mobile devices.

Systematically collecting these varied data types is important for enabling down-
stream monitoring and analysis, particularly to detect anomalies that might indicate
insider threats, compromised user credentials, unusual account activity, or other se-
curity risks. It should be noted that data privacy concerns are a key challenge in
implementing the framework, particularly the legal and ethical considerations sur-
rounding user behaviour data collection under regulations like GDPRS. Given the
sensitivity of user behaviour data, it is imperative that clear policies regarding data
collection are established and communicated, and that proper user notice and con-
sent mechanisms are implemented in adherence to privacy regulations. It is important
to distinguish this module’s function from the data sourcing inherent in the TRIVI
model; while TRIVI provides valuable user intelligence from a business perspective,
this Collection Module focuses on gathering the raw technical logs and event data
essential for security monitoring.

The module must be engineered to robustly handle large volumes of data, often ar-
riving at high velocity (real-time), stemming from potentially hundreds or thousands
of diverse sources across the SME’s infrastructure. This data is inherently heteroge-
neous, arriving in various formats (structured, semi-structured, and unstructured).
Example implementation mechanisms could involve deploying lightweight agents (like
Elastic Beats ), configuring system logging protocols (e.g., Syslog), or integrating di-
rectly with cloud service APIs.

The output of this module is a stream or repository of Raw Data/Logs, which is
then directed to the subsequent stage — the Standardization Module. There, this raw,
multi-formatted data undergoes necessary transformation and normalization processes
to prepare it for effective storage, analysis, and interpretation in the framework’s
subsequent layers.

Standardisation Module

Positioned immediately after the Collection Module, the Standardisation Module
receives the continuous flow of heterogeneous raw data and logs gathered from diverse
sources. Its function is to process this inconsistent input into a standardised, struc-
tured, and normalised format that is optimized for efficient storage and, crucially,
effective analysis by the subsequent Analytics Layer.

Standardisation is a pivotal step because raw logs and event data often vary sig-

6https://gdpr-info.eu/
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nificantly in format, structure, and content depending on their source system or ap-
plication. This module tackles the challenge of reconciling these differences, removing
inconsistencies related to aspects like timestamp formats, units of measurement, data
encoding, or field naming conventions. By transforming the data into a uniform struc-
ture, it becomes significantly more suitable for reliable comparison, correlation, and
algorithmic analysis. Furthermore, working with standardised data dramatically sim-
plifies the processes within the Storage and Analytics layers, which is particularly
advantageous when dealing with the large data volumes typical in security monitor-
ing.

As indicated in Figure 2, the standardisation process within this module employs
a combination of techniques (but not limited to):

e Log Parsing (Zhang et al. 2023): This involves applying parsers, often based
on regular expressions (Hameed and Naumann 2020), to dissect unstructured or
semi-structured log messages and extract key-value pairs (e.g., identifying and
extracting fields like timestamp, source IP, destination IP, user ID, event type,
status code, etc.).

e Normalisation: This focuses on bringing disparate data points into a common
representation. Examples include converting all timestamps to a single format
(e.g., UTC), mapping varied event severity labels (like ”"High”, ”Severe”, ” Crit-
ical”) to a consistent taxonomy, or standardizing units (e.g., converting all data
sizes to bytes).

e Data Wrangling and Validation: This includes tasks such as cleaning the
data (e.g., handling missing fields, correcting obvious errors), validating data
types (ensuring that an IP address field contains a valid IP), and potentially
restructuring the data for analytical convenience.

By applying these techniques, the module handles the variety of incoming data
formats and transforms them into a consistent, structured format (e.g., JSON ob-
jects adhering to a predefined schema) that is significantly easier to work with in the
subsequent layers.

The final output from the Standardisation Module is a stream of Standardised
Data/Logs. This clean, structured, and potentially enriched data is then passed di-
rectly to the Data Storage Module for efficient persistence and retrieval.

Storage Module

The Storage Module serves as the central repository within the Data Layer, respon-
sible for the secure, reliable, and cost-effective persistence of the standardised logs and
data processed and received from the Standardization Module. A key challenge for
this module is handling potentially large amounts of continuously generated data,
which requires capabilities for both real-time streaming data ingestion and efficient
storage of historical logs at scale. Crucially, these stored data must be easily and ef-
ficiently accessible to the subsequent Analytics Layer, which is heavily dependent on
this repository to identify emerging threats, perform complex security analyses, and
understand long-term patterns.

To meet these diverse requirements (high-volume ingestion, real-time querying, his-
torical analysis, scalability, cost-efficiency), a hybrid approach leveraging multiple stor-
age technologies is often optimal, as suggested by the examples in Figure 2 and the
implementation discussion in Section 7:

e Streaming/Buffering: Technologies like Apache Kafka” can serve as a durable,

"https:/ /kafka.apache.org/
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high-throughput buffer for incoming real-time data streams, decoupling inges-
tion from processing, and preventing data loss during peak loads before data
land in the primary storage or analytics engine.

e Primary Analytics Store: A powerful search and analytics engine like Elastic-
search® is often used as the primary store. It excels at indexing semi-structured
log data and providing near-real-time search, aggregation, and analytical capa-
bilities needed by the Analytics Layer.

e Cost-Effective Historical Storage: For long-term retention of logs required
for compliance or infrequent forensic analysis, cloud object storage such as Ama-
zon 539 offers a highly scalable and cost-effective solution (often referred to as
‘cold’ storage). Data can be tiered off to object storage from the primary ana-
lytics store based on age or relevance.

e Structured/Relational Querying: In some cases, traditional Relational
databases such as PostgreSQL' might be used alongside other systems, per-
haps to store metadata, configuration information, or specific aggregated results
where structured querying via SQL is advantageous.

e Specialized Analytical Databases: For very large-scale analytical tasks or
specific performance needs, columnar databases like ClickHouse or data ware-
houses like Amazon Redshift could complement the primary storage, offering
optimized performance for complex analytical queries.

As data accumulates, the Storage Module ensures that both storage and retrieval
mechanisms remain efficient and performant. Ultimately, the Storage Module provides
a well-managed, queryable interface to the stored standardised data/logs. This read-
ily accessible data serves as the essential input fuel for both the Threat Detection
Module and the Security Analysis Module within the Analytics Layer, enabling them
to perform their respective security functions. The implementation of data processing
techniques must adhere to strict regulations regarding customer and user information
policies.

5.2. Analytics Layer

Positioned strategically above the Data Layer, the Analytics Layer serves as the core
intelligence engine of the framework. It receives the Stored Standardised Data/Logs
from the Storage Module as its primary input. This layer’s fundamental purpose is
to scrutinize this prepared data to unearth potential cybersecurity threats, risks, and
anomalous activities. To achieve comprehensive coverage against both known and
unknown threats, it comprises two distinct yet interconnected modules: the Threat
Detection Module and the Security Analysis Module. These modules often operate in
parallel, analyzing the same data streams but applying different techniques to achieve
complementary security objectives.

Threat Detection Module

The Threat Detection Module acts as the framework’s first line of defense against
recognized malicious activity. Operating on the stored standardised data/logs, it em-
ploys established techniques primarily focused on identifying threats that match pre-
defined patterns or violate explicit security rules. The key methods include:

Shttps://www.elastic.co/
9https://aws.amazon.com/s3/
Ohttps://www.postgresql.org/
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e Signature Matching: This technique involves comparing attributes within
the log data (such as file hashes, IP addresses, domain names, known malicious
strings) against extensive databases of Indicators of Compromise (IOCs). These
1OCs represent signatures of known malware, attack infrastructure, or malicious
tools derived from threat intelligence feeds and historical incident data. By scan-
ning for these high-fidelity IOC signatures, this module can quickly and accu-
rately flag instances of known threats with a high degree of confidence. Matches
often trigger immediate alerts signifying potentially severe ongoing attacks.

e Rule-Based Detection: Complementing signature matching, this involves
defining custom security rules based on organizational policies or known sus-
picious sequences of events. These rules typically follow logical conditions (e.g.,
" IF login from new country occurs < 1 hour after login from office AND sen-
sitive data access attempted THEN alert”). Examples include rules detecting
impossible travel scenarios (logins from geographically distant locations in a
short time), the use of specific risky commands, multiple failed login attempts
followed by success, or unauthorized port scanning activity. Rules can encode
both individual event conditions and correlated behaviours across multiple data
points to identify violations or complex, predefined attack steps.

The primary output of this module consists of high-priority alerts and identified
Indicators of Compromise, which are passed upwards to the Reporting Layer, partic-
ularly feeding into the Mapping & Compliance Module for contextualization against
frameworks like MITRE ATT&CK (Ahmed et al. 2022). While effective against known
threats, this module is inherently limited in its ability to detect novel, zero-day, or
sophisticated polymorphic attacks that lack known signatures or predefined rules.

Security Analysis Module

The Security Analysis Module acts as a vital counterpart to Threat Detection,
focusing on uncovering novel threats, subtle anomalies, and deviations from normal
behaviour that signature- or rule-based methods might miss. It also operates on the
stored standardised data/logs received from the Storage Module but employs more
sophisticated analytical techniques to find hidden patterns, trends, and outliers in-
dicative of potential security concerns. Its core capability lies in establishing baselines
of normal activity (for users, systems, network traffic) and then identifying significant
deviations.

By leveraging advanced technologies such as Machine Learning (ML) (Thomas,
P. Vijayaraghavan, and Emmanuel 2020) and Artificial Intelligence (AI) (Leenen and
Meyer 2021), often incorporating principles of User Behaviour Analytics (UBA), this
module can process vast datasets more effectively than manual analysis. It excels
at uncovering complex, previously unseen patterns or subtle correlations that might
signal sophisticated attacks or insider threats. Examples of its application include:
clustering user activity to spot individuals whose behaviour significantly differs from
their peer group (potential insider threat or compromised account), or using sequence
mining to detect anomalous transitions in system states or user workflows (e.g., un-
usual command sequences indicating lateral movement). Deep learning models can
further enhance capabilities in areas like automated threat categorization and alert
prioritization based on learned risk factors.

Key techniques and approaches employed by this module include (but not limited
to):

e Anomaly/Outlier Detection: Using statistical methods or unsupervised ML
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algorithms (like clustering, e.g., k-Means) to identify data points, events, or user
behaviours that significantly deviate from established norms or peer group be-
haviour. This is fundamental for detecting unusual activity without prior knowl-
edge of the threat.

e Behavioural Baselining: Establishing dynamic profiles of normal behaviour
for users, entities (servers, endpoints), and network traffic, and then detecting
deviations from these learned baselines.

e Predictive Modelling: Employing supervised ML algorithms (classification
like random forests or neural networks) trained on labeled historical data to
categorize new events as benign or malicious, often capable of detecting complex
attack patterns missed by simpler methods.

e Pattern and Sequence Analysis: Utilizing techniques like sequence mining
to uncover suspicious or atypical sequences of actions or events that violate ex-
pected workflows, potentially indicating tactics like lateral movement or privilege
escalation.

e Advanced ML/DL: Leveraging deep learning for tasks like complex feature
extraction from raw logs or sophisticated threat classification based on subtle
data characteristics.

e Threat Intelligence Integration: Incorporating third-party threat intelli-
gence feeds not just for known IOCs (as in Threat Detection) but also to enrich
ML models with information on emerging Tactics, Techniques, and Procedures
(TTPs) and zero-day vulnerabilities, facilitating a continuous learning cycle.

The outputs of this module are diverse, including actionable threat analytics, alerts
ranked by risk score, dashboards visualizing anomalies and trends, and watchlists
highlighting suspicious users or entities requiring further investigation. This module
provides a crucial anomaly detection capability, significantly augmenting the defenses
provided by the Threat Detection module by surfacing hidden or novel threats. Once
analysis is complete, these findings (Analyzed Data with Patterns, Trends) are passed
to the Reporting Layer for visualization and further contextualization.

Security Analysis Module

The Security Analysis Module acts as a vital counterpart to Threat Detection,
focusing on uncovering novel threats, subtle anomalies, and deviations from normal
behaviour that signature- or rule-based methods might miss. This capability is central
to the framework’s aim of addressing potential false negatives that can arise from
relying solely on detection of known threats. It also operates on the stored standardised
data/logs received from the Storage Module but employs more sophisticated analytical
techniques to find hidden patterns, trends, and outliers indicative of potential security
concerns. Its core capability lies in establishing baselines of normal activity (for users,
systems, network traffic) and then identifying significant deviations.

By leveraging advanced technologies such as Machine Learning (ML) (Thomas,
P. Vijayaraghavan, and Emmanuel 2020) and Artificial Intelligence (AI) (Leenen and
Meyer 2021), often incorporating principles of User Behaviour Analytics (UBA), this
module is envisioned to process vast datasets more effectively than manual analysis,
which can be particularly beneficial for SMEs with limited analytical resources. It
aims to excel at uncovering complex, previously unseen patterns or subtle correla-
tions that might signal sophisticated attacks or insider threats. While these advanced
techniques are proposed to significantly enhance threat detection, the framework de-
sign acknowledges the potential for generating false positives. Consequently, design
considerations for managing alert accuracy and volume are integral to this module’s
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proposed operation. Examples of its application include: clustering user activity to
spot individuals whose behaviour significantly differs from their peer group (potential
insider threat or compromised account), or using sequence mining to detect anoma-
lous transitions in system states or user workflows (e.g., unusual command sequences
indicating lateral movement). Deep learning models could further enhance capabilities
in areas like automated threat categorization and alert prioritization based on learned
risk factors.

Key techniques and approaches proposed for this module include (but are not lim-
ited to):

e Anomaly/Outlier Detection: Using statistical methods or unsupervised ML
algorithms (like clustering, e.g., k-Means) to identify data points, events, or user
behaviours that significantly deviate from established norms or peer group be-
haviour. This is fundamental for detecting unusual activity without prior knowl-
edge of the threat.

e Behavioural Baselining: Establishing dynamic profiles of normal behaviour
for users, entities (servers, endpoints), and network traffic, and then detecting
deviations from these learned baselines.

e Predictive Modelling: Employing supervised ML algorithms (classification
like random forests or neural networks) trained on labeled historical data to
categorize new events as benign or malicious, potentially capable of detecting
complex attack patterns missed by simpler methods.

e Pattern and Sequence Analysis: Utilizing techniques like sequence mining
to uncover suspicious or atypical sequences of actions or events that violate ex-
pected workflows, potentially indicating tactics like lateral movement or privilege
escalation.

e Advanced ML/DL: Leveraging deep learning for tasks like complex feature
extraction from raw logs or sophisticated threat classification based on subtle
data characteristics.

e Threat Intelligence Integration: Incorporating third-party threat intelli-
gence feeds not just for known IOCs (as in Threat Detection) but also to enrich
ML models with information on emerging TTPs and zero-day vulnerabilities,
proposed to facilitate a continuous learning cycle.

The outputs of this module are envisioned to be diverse, including actionable threat
analytics, alerts that can be prioritized using a proposed risk scoring mechanism, dash-
boards for visualizing anomalies, and watchlists for suspicious entities. A key design
goal for this module is to surface hidden or novel threats, thereby aiming to reduce
false negatives inherent in simpler detection approaches. Simultaneously, the frame-
work proposes several considerations for managing potential false positives that may
arise from its advanced analytical techniques and for enhancing overall detection ac-
curacy. For example, it is proposed that risk scoring (Jalalvand et al. 2024) could
assist SMEs in focusing on critical alerts, and that detection algorithm sensitivity
could be configurable, allowing organizations to balance detection thoroughness with
their operational capacity and risk appetite. Moreover, a human-in-the-loop approach
(Ruengsurat et al. 2025) is suggested, where SME personnel could validate key alerts,
providing valuable feedback. Such feedback, alongside automated learning from threat
intelligence, would be part of a proposed continuous refinement process. This iterative
feedback loop, ideally incorporating validated insights from the Reporting and Deci-
sion Layers, is considered important for progressively improving the accuracy of the
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Security Analysis Module. Enhanced accuracy, in turn, supports more reliable identi-
fication of true threats (further reducing false negatives that even advanced systems
might initially miss) while also minimizing distracting false alarms. Once analysis
and initial prioritization are complete, these findings (Analyzed Data with Patterns,
Trends) are passed to the Reporting Layer for visualization and further contextual-
ization.

5.3. Reporting Layer

Serving as the crucial interface between the technical analysis performed in the An-
alytics Layer and the actionable guidance provided by the Decision Layer, the Re-
porting Layer focuses on visualising and contextualising the diverse outputs received.
This layer takes Indicators of Compromise (primarily from Threat Detection) and
Analyzed Data with Patterns, Trends (primarily from Security Analysis) as its main
inputs. Its objective is to translate these potentially complex findings into formats eas-
ily understood by human analysts, security managers, and other stakeholders. This
layer comprises two essential modules: the Visualization Module and the Mapping &
Compliance Module.

Visualisation Module

The Visualization Module is primarily responsible for transforming the analytical
findings, especially the patterns and trends identified by the Security Analysis Module,
into intuitive and accessible visual representations. The goal is to enable stakeholders
to quickly grasp key threat events, monitor ongoing security trends, understand the
overall risk posture, and identify areas requiring attention without needing to sift
through raw data. To achieve this, it leverages data visualisation tools and techniques
to build interactive dashboards, graphs, charts, and reports.

Key outputs often include:

e Threat Summary Dashboards: Aggregating detected threats and alerts, po-
tentially categorized by severity, attack vector (e.g., phishing, malware, exploit),
targeted assets, or geographical origin.

e User Behaviour Dashboards: Tracking user activity levels, login patterns,
resource access, and risk scores, specifically designed to highlight outliers or
anomalous behaviour profiles.

e Network Analytics Dashboards: Providing visibility into network traffic pat-
terns, identifying unusual connections, visualizing data flows between internal
and external entities, and highlighting potential reconnaissance or exfiltration
activity.

e Trend Analysis Displays: Utilizing tools to visualize metrics over time, help-
ing to spot gradual changes or emerging patterns in threat activity or system
behaviour.

Real-time streaming dashboards allow for continuous monitoring of critical security
metrics, while automated scheduled reports and alerts provide periodic summaries or
immediate notifications of significant events to relevant personnel.

Mapping & Compliance Module

While the Visualization Module focuses on presenting what is happening, the Map-
ping & Compliance Module adds crucial context, explaining why it might be hap-
pening and what it means in a broader security context. It primarily processes the
Indicators of Compromise and alerts generated by the Analytics Layer, enriching them
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by correlating them against external knowledge bases, known adversary behaviours,
and regulatory standards. As shown in Figure 2, it focuses on mapping alerts to stan-
dards like MITRE ATT&CK and NIST CSF. Its key functions include:

e Threat Intelligence Correlation: Matching technical indicators (file hashes,
IP addresses, domains, email subjects) extracted by the Analytics Layer against
threat intelligence feeds. This links observed activity to known adversary groups,
ongoing campaigns, specific malware families, and their documented Tactics,
Techniques, and Procedures.

e Adversary Tactic/Technique Identification: Correlating observed attack
patterns and behaviours (e.g., sequences of events identified by the Security
Analysis module) with the MITRE ATT&CK framework. This helps under-
stand the adversary’s likely intent, sophistication, and potential next steps in
the attack lifecycle.

e Vulnerability Contextualization: Tagging detected threats or compromised
assets with related Common Vulnerabilities and Exposures (CVEs). This links
the threat activity to specific software flaws that may have been exploited, high-
lighting necessary patching or remediation actions.

e Compliance Reporting: Generating reports that document the detected se-
curity events and the framework’s monitoring activities, often mapping these
findings to specific controls or requirements within compliance frameworks like
the NIST Cybersecurity Framework, ISO 27001, or others relevant to the SME.
This assists in demonstrating due diligence and security posture to auditors or
regulators.

Together, these two modules process the outputs of the Analytics Layer, trans-
forming technical findings into visualized trends and contextualized, standards-aligned
alerts. The resulting output, as Mapped Alerts to Cybersecurity Standards, provides
the necessary intelligence, priority, and context for the Decision Layer to determine
appropriate responses.

5.4. Deciston Layer

Positioned at the apex of the framework, the Decision Layer represents the culmi-
nation of the data processing pipeline. It receives the contextualized and prioritized
intelligence, represented as Mapped Alerts to Cybersecurity Standards, from the Re-
porting Layer. This layer’s role is to translate these insights into specific, actionable
recommended courses of action designed to mitigate identified threats, recover from
incidents, and proactively reinforce the SME’s cyber defenses. It contains the central
Recommendation Module.

Recommendation Module

The Recommendation Module, potentially leveraging capabilities inherited from
the TRIVI framework, acts as the framework’s ”brain” for response guidance. It takes
the mapped alerts and enriched findings from the Reporting Layer as input. Its core
purpose is to suggest the most appropriate response measures for the diverse security
events and risks uncovered by the preceding layers. This goes beyond simple alerting
to provide concrete guidance tailored to the SME’s specific situation.

To generate these recommendations, the module employs several approaches:

e Rule-Based Expert Systems: It utilizes predefined rules that encode organi-
zational security policies, industry best practices, and accumulated operational
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Figure 3.: Integration of the proposed framework into the TRIVI framework.

experience into structured logic trees (e.g., "IF alert type is 'ransomware de-
tected” AND asset criticality is "High’ THEN recommend ’isolate endpoint im-
mediately’ AND ’initiate backup recovery plan’”). These rules incorporate key
risk factors like threat severity, potential impact, and the criticality of affected
assets to determine appropriate actions. Examples include rules dictating steps
like resetting user credentials following anomalous logins, isolating compromised
endpoints exhibiting data exfiltration patterns, blocking malicious IP addresses
at the firewall, or initiating specific incident response playbooks.

e Decision Support Systems: Beyond static rules, the module utilizes decision
support capabilities to provide more contextual recommendations. This allows
for tailoring suggestions by considering dynamic factors such as the SME’s over-
all security maturity level, its tolerance for business disruption during remedi-
ation, specific regulatory constraints, and its current preparedness level (e.g.,
availability of backups).

e Machine Learning (Potentially): Leveraging ML capabilities (potentially
inherited from TRIVI or implemented using tools like those mentioned in Section
7.2) could further enhance recommendations by learning from past incidents and
responses to identify optimal mitigation strategies based on complex patterns.

Figure 3 presents the idea of integrating the proposed framework into TRIVI by
inheriting some TRIVI modules.

When integrating the proposed framework into the existing TRIVI framework, most
modules could be deployed on the cloud through the Cloud Service component inher-
ited from TRIVI. Furthermore, a new Storage Module must be designed to collect and
store the diverse data types, especially the raw and normalised log files. The MySQL
database in TRIVI, containing business data sources and user behaviour data, could
be connected to this new Storage Module to create a consolidated data lake. Fur-
thermore, several TRIVI modules, like the Machine Learning, Data Analytics, and
Recommendation modules, could be efficiently leveraged for security analysis.

These recommendations can be presented to security analysts or executives for
manual execution or, in some cases, trigger automated workflows through integration
with IT Service Management platforms. Ultimately, the Recommendation Module
serves as the decisive point, providing SMEs with the tailored guidance needed to
effectively protect their digital assets, respond to incidents efficiently, and continuously
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enhance their overall cybersecurity posture.

6. Alignment with The NIST CSF Framework

In order to demonstrate the consistency and completeness of the proposed multi-
layered framework for cybersecurity, this framework can be effectively aligned with
the five core functions of the NIST CSF framework: Identify, Protect, Detect, Respond,
and Recover. Each layer of the framework corresponds to one or more of these functions
based on the specific activities and objectives they encompass (Figure 4). The following
in-depth analysis elucidates the alignment between the proposed framework and the
NIST CSF.
Data Layer — Identify Mapping

e The Data Layer serves as the foundation for cybersecurity risk management.
It involves identifying the resources (such as user behaviour data and log files)
that need to be protected and analysed. Activities in this layer correspond to
the Identify function by collecting and standardising raw data, which is crucial
for understanding the resources and the related cybersecurity risks.

Analytics Layer — Detect Mapping

e The Identify aspect comes from analysing the standardised data to understand
normal behaviour and potential vulnerabilities within the system. This insight
is essential for risk identification and management.

e The Detect function is served primarily through the Threat Detection Module,
which applies various techniques to identify potential threats, and the Security
Analysis Module, which uses advanced technologies (eg. Machine Learning, Deep
Learning, Natural Language Processing, or Graph Analytics) to analyse patterns
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and detect anomalies.
Reporting Layer — Detect & Respond Mapping

e The Detect function is enhanced by visualising the analytics outcomes. The
Visualization Module makes data understandable and accessible through inter-
active dashboards. It directly supports identifying cybersecurity events that may
otherwise go unnoticed.

e The Respond function is initiated here as the Mapping & Compliance Module
adds context to the detected threats and provides information necessary for
developing the initial response to cybersecurity events. It includes mapping the
threats to known adversarial tactics and understanding the implications in terms
of compliance.

Decision Layer — Respond, Recover, Protect Mapping

e The Protect function, represented by the Recommendation Module, suggests
preventive measures to safeguard against detected threats.

e The Respond function is further incorporated as this layer outlines the actions
to respond to detected cybersecurity events. Recommendations are given for
immediate response activities to contain and mitigate the impacts of incidents.

e Lastly, the Recover function is evident as the framework guides recovery strate-
gies to restore impaired services and capabilities after an incident.

To summarise, each layer in the framework not only contributes to one particular
NIST function but also overlaps with others, reflecting the integrated and intercon-
nected nature of cybersecurity activities. The layers are steps in a continuous process
that starts with identifying what needs to be protected, detecting when something has
gone wrong, responding to that incident, and then recovering from it. This mapping
shows the depth and breadth of activities within each layer and how they correspond
to the NIST Cybersecurity Framework.

7. Technical Implementation and Cloud Deployment

In order to highlight the applicability and appropriateness of the framework, this
section discusses the technical implementation with a focus on cloud deployment for
SMEs. Integrating technical solutions and cloud services has become essential for
SMEs in today’s cybersecurity landscape. Cloud services offer scalability, flexibility,
and built-in security features, making them attractive for SMEs (Lacity and Reynolds
2014). Open-source solutions, such as the Elastic Stack!!, present an ideal fit for SMEs
with its modular architecture combining scalable log management, search, and analyt-
ics capabilities. They provide additional advantages with their transparency, flexibil-
ity, and community-driven improvements. These platforms enable SMEs to tailor their
cybersecurity measures to their specific needs while benefiting from regular updates
and enhancements. This section will discuss the practical implementation aspect of
these solutions and their deployment in a cloud environment within the context of our
proposed framework. It should be noted that the technical implementation presented
herein serves merely as a sample. The provision of a prototype or a practical ap-
plication is out of the scope of this research. Furthermore, SMEs can adopt any cloud

Hhttps://www.elastic.co/
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service instead of Elastic Stack.

7.1. Cloud Services and FElastic Stack

The open-source Elastic Stack (ELK Stack) presents a technology suite for cloud-
based log analytics (Poenaru and Ciobanu-Zabet 2020). It combines scalable search
and analytics capabilities via four main components:

e Elasticsearch is a search and analytics engine providing real-time and data
analysis. It is designed to work with large volumes of data and return query
results in near real-time;

e Logstash is a flexible data ingestion pipeline for collecting, parsing, transform-
ing, and routing logs from myriad sources into Flasticsearch. Logstash offers
numerous input, output, filter, and codec plugins for diverse integrations;

e Kibana is a visualisation layer that provides dashboards and a Graphical User
Interface (GUI) for exploring data indexed in Elasticsearch. It enables real-time
monitoring and tailored visuals;

e Beats is a lightweight data shipper that can be installed on hundreds or thou-
sands of machines to forward logs and metrics into the FElastic Stack. For ex-
ample, Filebeat forwards log files, while Metricbeat ships system and service
metrics.

7.2. Cloud-based Implementation of Modules

This subsection delineates the realisation of the framework’s modules by harnessing
the expansive capabilities of the Elastic Stack hosted in a cloud environment tailored
for SMEs. Figure 5 presents the implementation flow for this cloud-based approach.

For the Collection Module, the lightweight data shippers in Flastic’s Beats
family are utilised, such as Filebeat for forwarding logs from endpoints and Met-
ricbeat for collecting system and service metrics. Packetbeat is used to capture
network traffic, and Heartbeat is employed to monitor service uptime. These provide
comprehensive coverage of machine, network, and application data flows. Beats are
the primary data collectors, forwarding data to Logstash. Logstash’s input plugins
can aggregate disparate data streams.

The Standardization Module leverages Logstash’s versatile data processing
pipeline to parse, normalise, and transform the raw data into unified formats con-
sumable by downstream modules. Techniques like Grok patterns, date filtering,
and geolP filters are applied to normalise timestamps and geographical locations
and ensure uniformity. Custom Logstash configurations encode validation logic and
business rules.

The Storage Module leverages Elasticsearch as a distributed, scalable data
store that provides features such as indexing, document APIs, SQL support, and
aggregations to power data management. It can be integrated with S8 repositories for
cloud storage, while the SQL plugin enables relational operations.

In practice, alternative database technologies such as Apache Kafka, ClickHouse,
Amazon Redshift, and PostgreSQL could potentially be utilised for the framework’s
data storage needs. These database systems offer advantages for handling large vol-
umes of heterogeneous data. They could be integrated with the rest of the Elastic Stack
components to realise other modules like analytics and visualisation. For instance,
a high-throughput message queue like Kafka could collate real-time data streams
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before loading them into Elasticsearch for search and analytics. Similarly, a robust
analytic database like Redshift could complement Elasticsearch by providing SQL ca-
pabilities for structured queries. A multi-model solution like ClickHouse combines the
strengths of row, column, and time-series data storage, amenable to security analyt-



ics. By thoughtfully integrating complementary databases with the Elastic Stack, the
storage layer can be optimised for diverse data types and use cases while retaining
interoperability across the modular framework. The choice of databases would depend
on the specific data profiles, infrastructure constraints, and performance requirements.

The Threat Detection Module benefits from Flastic’s SIEM applications,
offering curated detections aligned with established threat frameworks. Endpoint
Security provides prebuilt anomaly detection rules, and custom detection rules are
encoded with Logstash filters. Elastic Security allows for integration with various
external threat intelligence providers. These integrations can automatically ingest,
normalise, and correlate threat intelligence data with event data in real-time. This
feature enables analysts to view detailed information about threats, such as I0Cs,
directly within the security application, enhancing their ability to rapidly identify,
investigate, and respond to threats.

For the Security Analysis Module, Elasticsearch’s cutting-edge analytics tool-
ing, including machine learning and data frame analytics, can be employed for sophis-
ticated modelling. The Kibana Canwvas workbench is also used to create machine
learning models, and the outputs from these models are visualised in Kibana.

The Visualization Module is enabled by Kibana’s dashboards, graphs, and
User Interface (UI). Timelion visualises time-series data. Alerting and reporting
plugins are utilised to deliver notifications.

For the Mapping & Compliance Module, Elastic SIEM includes event cor-
relation capabilities that link different events and alerts based on common indica-
tors, such as IP addresses or user names. It helps to provide context around security
incidents and can assist in mapping alerts to cybersecurity standards like MITRE
ATT&CK or NIST CSF. Custom Logstash filters are developed to implement stan-
dards mapping.

Finally, while the Recommendation Module primarily derives from the pre-
existing TRIVI Framework, it is noteworthy to mention that certain aspects of this
module can be enhanced and efficiently operationalised through the strategic deploy-
ment of cloud services. This module combines predictive analytics and decision sys-
tems to offer strategic guidance. Machine Learning algorithms identify mitigation
measures. It can integrate with IT Service Management (ITSM) and SIEM tools like
ServiceNow, which use Elastic apps to trigger responses. Kibana dashboards sur-
face alerts for recommended actions.

This application of the multifaceted Elastic Stack demonstrates a comprehensive re-
alisation of the framework in the cloud to deliver integrated cybersecurity capabilities
purpose-built for resource-constrained SME environments.

8. Discussions

8.1. Adwvantages of An SME-Specific Cybersecurity Framework over
Traditional SIEM Solutions

First and foremost, it is imperative to acknowledge that SIEM solutions currently
available in the market, such as Splunk, IBM (QRadar, and LogRhythm, operate with
a high degree of efficacy and offer many auxiliary features. However, it is critical to
note that these solutions predominantly cater to larger enterprises characterised by
substantial scale and necessitate considerable investment in terms of both resources
and operational costs. In contrast, the proposed framework, potentially constructed
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as an open-source solution utilising the FElastic Stack, primarily addresses the unique
needs of SMEs. This focus is manifested through emphasising cost-efficiency and sim-
plifying system deployment and management, making cybersecurity more accessible
and manageable for SMEs. This discussion distils the proposed framework’s unique
advantages, which are not commonly found in or are distinctively different from pop-
ular STEM solutions. Table 3 presents some essential contributions of the proposed

framework to the SME-Specific cybersecurity solutions.

Table 3.: Essential advantages of the proposed framework

Feature

Proposed Framework

Traditional SIEM
Solutions

Integration with
Business
Intelligence

Integrates with the TRIVI framework for
deep insights into wuser behaviour, web
habits, and shopping preferences

Limited integration; focuses
mainly on security logs and
network data

Tailored for SMEs

Designed specifically for SMEs, considering
cost, resource limitations, and scalability

Often tailored for larger en-
terprises with significant re-
sources

Tailored for User
Behaviour
Analytics

Specifically designed to leverage user be-
haviour data for nuanced threat detection
within SME contexts

Features present but not as
focused or detailed for spe-
cific contexts

Cloud-Based
Scalability and
Cost Efficiency

Open-source cloud-service design for SME
cost-efficiency and scalability

Cloud options are available
but may not be optimised for
SME efficiency

Ease of use

The framework is designed for easy deploy-
ment and use

Usually requires an IT team
and extensive expertise

8.2.

Strategy for Implementation and Fvaluation

Adopting a resource-efficient strategy that does not require extensive expertise is cru-
cial to ensure the successful implementation and evaluation of the proposed framework
in SMEs. The following guideline based on the Deming Cycle (Plan-Do—Check—Act)
(Jagusiak-Kocik 2017) — a model widely recognized for its emphasis on continuous im-
provement and iterative refinement — is designed to facilitate SMEs in independently
conducting the implementation and future evaluation of the cybersecurity framework.
However, because SMEs typically face tighter budget constraints and less specialized
staff, we modify certain elements of the PDCA approach to better align with our
research objectives and practical realities.
Implementation Strategy

e Step 1: Framework Customization
o Tailor to Needs: Start by identifying critical digital assets and the needs of
SMEs
o Pilot Testing: Run a small-scale pilot test to identify potential issues and
make necessary adjustments
o Resource Allocation: Allocate available resources efficiently, focusing on
high-impact areas identified in the risk assessment
e Step 2: Implementation
o Phased Approach: Implement the framework in phases, starting with core
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components such as the collection module and threat detection systems,
and make adjustments as needed

o Training and Awareness: Conduct training sessions for employees to raise
awareness about cybersecurity best practices and how to use the new sys-
tem

o Assign Roles: Define roles and responsibilities related to the operation

o Technical Setup: Deploy the necessary tools and technologies, ensuring they
are configured correctly and integrated with existing systems

e Step 3: Operationalisation

o Monitoring: Establish procedures for the continuous monitoring of cyber-
security threats and system performance

o Response Protocols: Develop and document incident response protocols to
ensure swift action in case of a security breach

o Regular Updates: Schedule regular updates and maintenance checks for cy-
bersecurity tools and systems to protect against new threats

Evaluation Strategy

e Step 1: Define Metrics
o Effectiveness Metrics: Define clear metrics for evaluating the framework’s
effectiveness, such as mean time to detect (MTTD), mean time to respond
(MTTR), anomaly detection rate, or accuracy
o User Feedback: Include metrics for user satisfaction and system usability
to ensure the framework supports, rather than hinders business operations
Step 2: Survey
o Distribute regular surveys to collect feedback from employees on the sys-
tem’s usability and any issues they encounter
Step 3: Analysis and Review
o Regular Reviews: Schedule regular review sessions to analyse feedback in-
formation and assess the framework’s performance against defined metrics
o Adjustments: Use the insights gained from the analysis to make necessary
adjustments to the framework or its implementation
e Step 4: Document Everything
o Maintain Records: Keep detailed records of the implementation process,
data collected, feedback, and changes made
Step 5: Continuous Improvement
o Iterative Process: Treat the evaluation process as iterative, continually seek-
ing ways to improve the cybersecurity posture
o Share Findings: Regularly share the evaluation outcomes with stakeholders
to demonstrate progress and value

8.3. Challenges in Implementing the Proposed Framework in SMEs

Despite targeting technical simplification to accommodate SMEs with limited hu-
man and financial resources, SMEs still face challenges in implementing the proposed
framework. These challenges are presented in Table 4 below.
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Table 4.: Challenges in implementing the proposed framework in SMEs

Challenge

Description

Mitigation Strategies

Complexity Despite efforts to simplify the

Offer initial and ongoing technical support, de-

in Imple-  technical aspects for SMEs with  velop step-by-step guides for system deployment,
menta- limited resources, initial techni- and provide comprehensive training programs to
tion cal support is crucial for sys- empower SMEs with the knowledge and skills re-
tem deployment and user train- quired for effective utilisation. Maximise the au-
ing (Carfas et al. 2020) tomation
Data Collecting user behaviour data  Establish clear data collection policies, implement
Privacy  raises legal and ethical consid- robust protection measures, and ensure legal com-
Concerns erations, necessitating strict ad- pliance
herence to data protection laws
(Benjamin et al. 2024)
False Advanced analytics may gener- Continuously refine intelligence models and estab-
Positives ate false positives, leading to lish efficient alert management processes
Manage- unnecessary alerts and resource
ment consumption (Mohan et al. 2024)
Integration Integrating the framework with  Additional resource expenditure for a seamless
with existing IT infrastructure with- transition
Existing  out disrupting operations can be
Systems  challenging (Handri, Indra Sen-
suse, and Tarigan 2024)
Continuous The rapid evolution of cyberse- Automate update processes and provide clear
Update  curity threats requires the frame-  guidelines for managing updates
Require- work to be regularly updated,
ment which can be burdensome for
SMEs (Saeed et al. 2023a)
Cultural Adopting a proactive, data- Promote awareness and understanding of proactive
Shifts driven approach to cybersecurity — cybersecurity measures among staff and manage-

requires changing the mindset
and operations (Benjamin et al.
2024)

ment

9. Conclusions

This research proposes a novel, data-driven cybersecurity framework tailored specifi-
cally for SMEs to enhance their security posture by leveraging user behaviour analyt-
ics. The framework is meticulously aligned with the NIST CSF, ensuring its adherence
to industry best practices and standards.

The proposed framework adopts a multi-layered approach comprising four intercon-
nected layers: Data, Analytics, Reporting, and Decision. Each layer contains multiple
modules that collectively map to the five core functions of the NIST CSF: Identify,
Protect, Detect, Respond, and Recover. This alignment ensures a comprehensive and
structured approach to cybersecurity that addresses the unique challenges SMEs face.

A key strength of the framework lies in its integration with the TRIVI framework,
an established model for customer intelligence systems in SMEs. By leveraging the
data collection and analytics capabilities of TRIVI, the proposed framework gains
access to a rich repository of user behaviour data, including web browsing habits,
online shopping preferences, and transaction details. This data, combined with the
user behaviour logs from systems, networks, and applications collected by the frame-
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work itself, provides a comprehensive view of user activities, enabling the detection of
potential security threats and anomalies.

The framework employs advanced data analytics techniques, such as machine learn-
ing, artificial intelligence, and statistical analysis, to extract actionable insights from
the collected user behaviour data. These insights are visualised through interac-
tive dashboards and reports, facilitating straightforward interpretation and decision-
making by SMEs. The Recommendation Module, inherited from the TRIVI frame-
work, provides SMEs with clear, actionable guidance on mitigating identified threats
and reinforcing their cyber defences aligned with industry standards like NIST and
MITRE ATT&CK.

In order to ensure the framework’s accessibility and cost-effectiveness for SMEs,
a cloud-based implementation using the Elastic Stack is proposed. This open-source
solution offers scalability, flexibility, and built-in security features, making it an ideal
choice for SMEs with limited resources and expertise.

The proposed framework offers several advantages over traditional STEM solutions,
including its tailored design for SMEs, integration with business intelligence through
TRIVI, and focus on user behaviour analytics. However, challenges such as implemen-
tation complexity, data privacy concerns, and the need for continuous updates must be
addressed through strategic planning and resource allocation. These can be addressed
through phased implementation, strong data governance, and change management.
The framework methodology establishes a blueprint for SMEs to unlock value from
existing user behaviour data in a viable and scalable manner.

In future work, a prototype of the proposed cybersecurity framework utilising cloud
services, as initially suggested, will be deployed. Experimental trials will be con-
ducted across diverse SMEs in various sectors to evaluate the framework’s practical
effectiveness and adaptability. Furthermore, enhancing the framework’s capabilities in
malware detection and ensuring seamless integration with prevalent legacy systems
within SMEs will be prioritised, representing significant research opportunities. Ex-
ploring advanced deep learning techniques will also be considered to provide a more
comprehensive defence mechanism. Considering the influence of cultural differences
on user behaviour and the framework’s effectiveness across diverse regions. As cyber
threats evolve, the necessity and relevance of cybersecurity frameworks, particularly
those leveraging user behaviour analytics, will become increasingly critical for SMEs
operating with limited resources. This continuous development aims to fortify SMEs’
resilience against cyber threats, supporting their sustainable growth in the digital
economy.
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